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Preface

This IBM Redbook describes how to run the IBM Lotus Domino 6 server on the
Linux platform. While Lotus Domino 6 is platform-independent, some specific
knowledge about the platform and configuration is required to ensure that the
Domino 6 server is running most efficiently.

The book provides detailed instructions for installing Linux and Domino 6 for
Linux, and describes how to achieve maximum performance of your system.
System administration and security techniques are explained and tools for
managing and troubleshooting are discussed as well.

Detailed scenarios illustrate some of the features of Domino 6 on Linux, in
particular user registration, directory synchronization, creating a Domino
application, and accessing external data using DB2 and MySQL. We describe
how to configure Domino as a Web server, including the new security options
specific to the HTTP protocol in Domino 6. Strategies and techniques for virus
protection and data backups are presented, along with details about some of the
third-party software packages available to help you with these management
tasks.

This redbook is written for administrators with strong Domino and Windows
operating system skills, but who are not experts on Linux. Therefore, we show in
detail how to install and configure a Linux operating system on your server, but
don’t spend too much time explaining basic Domino features. Instead, we focus
on demonstrating that Linux is an excellent platform on which to run Domino 6.

The team that wrote this redbook

This redbook was produced by a team of specialists from around the world
working at the International Technical Support Organization, Cambridge Center.

Tommi Tulisalo is a project leader for the International Technical Support
Organization at Cambridge, Massachusetts. He manages projects whose
objective is to produce redbooks on all areas of Lotus Software products. Before
joining the ITSO in 2001, he was an IT Architect for IBM Global Services in
Finland, designing solutions for customers, often based on Lotus software.
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Notice

This publication is intended to help Domino and network administrators install,
configure and run Lotus Domino 6 on the Linux platform. The information in this
publication is not intended as the specification of any programming interfaces
that are provided by Domino. See the PUBLICATIONS section of the IBM
Programming Announcement for Domino for more information about what
publications are considered to be product documentation.

Comments welcome

Your comments are important to us!
We want our Redbooks to be as helpful as possible. Send us your comments
about this or other Redbooks in one of the following ways:
» Use the online Contact us review redbook form found at:
ibm. com/redbooks
» Send your comments in an Internet note to:
redbook@us. ibm.com

» Mail your comments to the address on page ii.
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Installing Linux

In this chapter we describe how to install Red Hat and SuSE Linux on your
server. The chapter is divided into two parts, with each part giving detailed
instructions for the particular distribution of Linux.
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1.1 Before you begin

Read the following section before performing the installation of Linux. There are
several things you need to do or should be aware of to make the installation
process easier. In addition, make note of the following information about your
system, which will be useful when you perform the installation:

>

>

Network card type

Network information

— |P address

— Gateway information

— DNS servers

Video card type

Number and types of hard drives

Monitor information

1.1.1 Making the CD-ROM/DVD drive bootable

The recommended way of installing Linux is to boot from the installation
CD-ROM. If you plan to boot your system directly from the CD-ROM, ensure that
the CD-ROM is the initial boot device. Do this by following these steps:

2

1.

o kM DN

Power on your server.

Enter the BIOS setup utility.

Make sure that your CD-ROM is the initial boot device.
Save the settings.

Exit the setup utility.

The alternative is to make boot diskettes from the Distribution CDs and use those
to boot the system. Do this by following these steps for Red Hat:

1.
2.

Insert Red Hat Installation CD 1 into a Windows machine.

Use RAWRITE from the DOSUTILS directory to write the disk image to a
Floppy disk. The disk images are stored in the IMAGES directory on the Red
Hat Install CD. The files in this directory are raw disk images. Some are boot
disks for booting the Red Hat Linux installation program. Others are driver
disks supporting less common hardware. Follow the instructions in the Red
Hat Linux Installation Guide to create the disks.

For an example of this command, see “RAWRITE utility” on page 3.
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Follow these steps to create the boot disks for SUSE:

1.
2.

Insert SUSE Installation CD 1 into a Windows machine.

Use RAWRITE from the DOSUTILS\RAWRITE directory to write the disk
image to a Floppy disk. The disk images are stored in the DISKS directory on
the SuSE Install CD. The files in this directory are raw disk images. The
following files are boot images: bootdisk, i386, and rescue. Only a few
modules fit on the boot disk. Therefore, three modules floppy disks exist. You
will need these diskettes if you cannot find the driver for your hardware on the
normal disk. The modules disks contain the following files:

— Modules1: USB and file system modules
— Modules2: SCSI/RAID/IDE modules and old (non-ATAPI) CD-ROM drivers
— Modules3: Network, PCMCIA and FireWire (IEEE1394) modules

RAWRITE utility

RAWRITE is a utility usually shipped with the Linux distribution; it is used to write
the prepared diskette images to diskettes, enabling them to be used in the
installation process.

To create a diskette from one of these prepared images use the following steps.

1.
2.
3.

Load the Linux CD on a Windows machine.
Open an MS-DOS prompt.

Change the default directory to the directory where the diskette images are
stored (this varies according to the distribution of Linux used).

Run the following command by pre-pending the directory where the
RAWRITE program is stored.

\path\rawrite image a:

For Red Hat, replace x with your CD-ROM driver letter and run:

X3
cd \images
\dosutils\rawrite -f boot.img -d a

For SUSE, replace x with your CD-ROM driver letter and run:

X:

cd \disks
\dosutils\rawrite\rawrite
bootdisk

a

There is a version of RawWrite for Windows. This is available from:

http://uranus.it.swin.edu.au/~jn/Tinux
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1.1.2 RAID configuration

If you have a machine with a RAID controller, you need to configure the disks
before you install Linux. Use the same procedure to configure your RAID sets as
you would for a Windows NT or Windows 2000 machine. Once your RAID is
configured, and the logical disk is online, you can proceed with the installation of
Linux. You may need a driver disk for the Linux installation.

1.1.3 Partitions

We have simplified the typical UNIX partitioning scheme. A conventional
UNIX-style install would include partitions for /home, /usr, and more. However, a
Domino server does not require or use a number of these partitions, so they are
simply a waste of disk space. Therefore, we have concentrated on the ones
important for Domino.

Attention: One reason for a conventional UNIX-style install is to prevent users
of your system from filling your hard drive. Therefore, if you are installing Linux
on an external system that will have exposed volumes, such as an FTP area,
you should create a partition specifically to hold the FTP data. While this will
limit the total amount of available disk space, it will keep your system from
crashing should someone intentionally or unintentionally use all remaining
disk space.

Table 1-1 An example of partitioning on a Domino Server

Partition Description Minimum Size Recommended Size
/ Root partition 2GB 3-9GB

/local Partition for data See Note 1
/translogs For Transaction logs See Note 2

Ivar For system files, such | 256 MB 512 MB

as log files
<swap> Page File See Note 3
Table notes:

1. This is where your Notes Data is stored. Depending on the number of users
and amount of data you keep, this partition can require a lot of disk space.

2. This partition is needed if you will be using Domino Transaction Logs. We
recommend that you do so and that you dedicate a 4 gigabytes RAID1 to the
transaction logs. You may skip creating this partition if you are not going to
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make use of transaction logs. See “Transaction logging” on page 229 for more
information.

3. See Table 1-2 for recommended SWAP partition sizes.

Table 1-2 SWAP Memory size

Amount of physical memory Size of SWAP partition
< 256Mb 4 times physical memory
512Mb 2 times physical memory
1024Mb 1 times physical memory
2048Mb > 2048Mb

1.1.4 Time configuration

During the Linux installation process, you will be asked if your system clock is set
to UTC (Coordinated Universal Time) or to local time. We recommend that you
set the system clock (the BIOS clock) to UTC/GMT. This way Linux can keep the
clock on the correct time when the change for Daylight Saving Time occurs. The
safest way is to set your clock to UTC before beginning the installation process.
Should you have missed this, you can still set the system clock immediately after
you have completed the installation and before the first time your machine
reboots.

Coordinated Universal Time is the international time standard. It is the current
term for what was commonly referred to as Greenwich Meridian Time (GMT).
Zero hours UTC is midnight in Greenwich, England, which lies on the zero
longitudinal meridian. Universal time is based on a 24 hour clock; therefore,
afternoon hours such as 4 pm UTC are expressed as 16:00 UTC.

1.1.5 Video card and monitor

It is not as easy to configure your monitor and video card in Linux as it is in
Windows. If you currently have Windows installed on the machine that you are
going to use for Linux, check the video card and monitor and their respective
settings before starting the Linux Installation. This will help you later in the install
process to select the right settings. You could also open the machine and check
which video card is installed.

1.1.6 File systems in Linux

Linux supports multiple file system types. Examples of file systems in Windows
are FAT, FAT32, and NTFS. As new or better file systems are developed, they are
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6

incorporated into the kernel. In Linux, as in other UNIX derivatives, the separate
file systems that are available for use by the system are combined into a single
hierarchical tree structure rather than being addressed by drive names. Each
new file system is added into this single tree structure by mounting the file
system onto a specified directory. This directory is known as the mount point.
The files and directories in the mounted directory are then accessible through
this directory. If a file system is mounted onto a directory which already contains
files, these files are masked by the new file system and so are unavailable. Once
the file system covering them up is unmounted, the files become visible again.

Initially, Linux used the minix file system. This had restrictions and performance
problems, which were solved in April 1992 by the introduction of the Extended
File System (ext). The ext file system was developed as an expandable and
powerful file system for Linux. In January 1993, the Second Extended File System
(ext2) was released. It has become the most successful file system for Linux and
is the standard file system for most Linux distributions. While being a very solid,
stable file system with good performance, it is quite slow to run a file system
check (similar to CHKDSK). This occurs when the system fails and is being
brought back up, or every twentieth time the file system is mounted. On a system
with big partitions, this check can take a while, and the system is inaccessible
during the check.

To solve these problems, new journaled file systems were introduced with the 2.4
Linux kernel; we briefly discuss them in the following paragraphs.

Journaling ensures consistency of the file system. This means that you do not
have to run the file system check if the system should go down unexpectedly. In
order to minimize file system inconsistencies and restart time, journaling file
systems keep track of changes that they are about to make to the file system.
These records are stored in a separate area of the file system, which is known as
the journal or log. Once the journal records have been successfully written, the
changes to the file system will be applied and the journal entries purged. If the
system should go down unexpectedly, this process ensures that the file system is
consistent without the need for a lengthy check.

1. ext3 - ext3 extends the ext2 file system by adding journaling. This means that
it shares ext2’s robustness and performance. One major advantage of ext3
compared to other journaled file systems is that it is forward and backward
compatible with ext2. You may freely switch between ext2 and ext3 as long as
the file system has been cleanly unmounted or a file system check has been
run.

2. ReiserFS - ReiserFS stores not just the file names, but also the files in a
balanced tree. Balanced trees have a sophisticated algorithmic foundation
and are more robust in their performance. Storing small files in large partitions
is very efficient. Being more efficient at small files, however, does not mean it
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is inefficient at storing larger files. ReiserFS is considered a truly multipurpose
file system.

We have opted to use the ext3 file system for the Linux servers used in writing
this book.

Note: The ext2 is a faster filesystem due to the fact it is not journalling
everything, but it takes a lot longer to recover from a system failure than a
journalling filesystem.

An excellent source of information about file systems is the File Systems
HOW-TO. You can find this HOW-TO document, as well as numerous others, on
The Linux Documentation Project Web site at:

http://tldp.org/docs

Additional information about the ext3 file system can be found on:

http://www.redhat.com/support/wpapers/redhat/ext3
http://www.linuxplanet.com/linuxplanet/reports/4136/1/

The home page for ReiserFS is located at:

http://www.reiserfs.org

1.1.7 Different Linux distributions

Domino 6 for Linux supports two different Linux distributions, identified in
Table 1-3.

Table 1-3 Supported Linux distributions

Distributions Kernel Home page
version
Red Hat 7.2 or newer or 2.4.18 www.redhat.com

Red Hat Advanced Server 2.1

SuSE 8.0 or newer or 2418 www. suse.com
SuSE Groupware Server 7 with Lotus Domino

Note: We recommend using the enterprise/groupware versions of the Red Hat
or SuSE Linux instead of the personal or professional version. The
enterprise/groupware versions have an extended release cycle. The
enterprise server versions have also been certified by the top ISVs, such as
IBM.
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UnitedLinux

In May 2002, four companies, Caldera, Conectiva, SUSE, and Turbolinux,
announced that they had formed a consortium to develop a single distribution of
the Linux operating system. This distribution is called UnitedLinux. Previously,
each of these companies had their own Linux distributions.

By developing a unified distribution, UnitedLinux is attempting to help Linux
vendors, ISVs, and OEMs to support a single Linux offering, instead of many
different versions. By combining their skills and resources, the four companies
are trying to make a better, standards-based business version of the Linux
operating system.

The consortium has announced that a public beta of UnitedLinux will be available
in Q3’2002 and the first release version will still be available in Q4°2002.

IBM plans to add support for UnitedLinux to Domino 6 for Linux, once
UnitedLinux version 1 has been released.

1.2 Installing Red Hat 7.2

8

In this section we show you how to install Red Hat 7.2 Professional on your
server.

Note: At the time of writing, 7.2 was the newest version of the Red Hat Linux
and it was used to create the installation instructions. Version 7.3 of the Red
Hat Linux operating system was released later in May 2002. The redbook
team did some limited testing with version 7.3, and all the installation
instructions seemed to apply also to this version.

Note: We recommend using Red Hat Advanced Server version 2.1 or newer
instead of the RH Personal or RH Professional version. The RH Advanced
Server version has an extended release cycle . The RH Advanced Server has
also been certified by the top ISVs, such as IBM. The installation of the RH
Advanced Server is similar to the installation of the RH Professional version,
which we detail here.

To capture the screens shown in this book, we have installed and configured
Linux in a VMware window. VMware is a product by VMware, Inc.
(http://www.vmware.com). It allows you to run one operating system as a guest of
another. This means that some of the screens might look slightly different from
what you would see on your system. These differences are hardware-related, as
VMware emulates different hardware devices for the guest operating system.
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Be sure to read “Before you begin” on page 2 to make the installation easier. To
start the installation, insert the Red Hat 7.2 CD-ROM and turn on or reboot the
server.

Attention: The installation process will destroy any existing data stored on
your hard disk drives.

Welcome to Red Hat Linux 7.2t

— To install or upgrade Red Hat Linux in graphical mode,
press the <ENTER> key.

— To install or upgrade Red Hat Linux in text mode, type: text <ENTER>.

— To enable low resolution mode, type: lowres <ENTER>.
Press <F2> for more information about low resolution mMode.

— To disable framebuffer mode, type: nofb <{ENTER>.
Press <F2> for more information about disabling framebuffer mode.

— To enable expert mode, type: expert <ENTER>.
Press <F3» for more information about expert mode.

— To enable rescue mode, type: linux rescue <ENTER>.
Press <F5> for more information about rescue mode.

— If you have a driver disk, type: linux dd <ENTER>.
— Use the function keys listed below for more information.

[F1-Mainl [F2-Generall [F3-Expert]l [F4-Rernell [F5-Rescuel
boot :

Figure 1-1 Red Hat 7.2: Initial boot screen

1. Once the screen shown in Figure 1-1 is displayed, you are ready to start the
Linux installation. Press Enter to begin installation immediately or wait for it to
start automatically after a short pause.

2. The system will begin to probe (detect) the hardware installed on your system
and load the appropriate drivers for it. The Welcome to Red Hat Linux window
is displayed while this is happening.

Once the drivers are loaded, the Red Hat Install Program will start. We used
the graphical setup program, so this is what is described here. If the graphical
installation fails to start, consult your RedHat Installation Guide.
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Online Help Language Selection
What language would you like to use during the installation
process?

Language

Selection
Czach

Choose the language you Danish

would like to use during English

this Red Hat Linux French

installation, German
Icelandic
Italian
Japanese
k.orean
MNorwegian
Russian
Slovenian
Spanish
Swedish
Ukrainian

‘? Hide Help 7 Release Motes < B> Next

Figure 1-2 Red Hat 7.2: Language selection

3. Select the language from the list shown in Figure 1-2 that you would like to
use during the installation. You will be prompted later for the languages the
OS should support. Click Next to continue.
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Online Help

Keyboard
Configuration

Choose your exact
keyboard model if it is
listed. If you cannot find
an exact match, choose
the closest Generic match
{for exarnple, Generic
101-key BC).

Hint: & 101-key keyboard
is a generic keyboard, A
104-key or 105-key
keyboard is a keyboard
designed to work with
WIS Windows 95 and
features
Windows-specific keys.

Choeose the layout type
for your keyboard {for

P Hide Help

? Release Motes ‘

kevhoard Configuration

[»

-

g
. “ﬁ“g Which model keyboard is attached to the computer?
[

o

rodel
Everex STEPnOte |
L]

Generic 101-key PC

Generic 102-key (Intl) PC

Generic 104-key PC

Generic 105-key (Intl) PC -

Layout

Thai B

= | | | Turkish

1.3, English
L5, English w deadkeys -
1.5, English w/1509995-3 |

Dead keys

Disable dead keys

Enahle dead

Test your selection here:

ol

< Back

B’Neka

Figure 1-3 Red Hat 7.2: Keyboard configuration

4. The Keyboard Configuration screen is shown in Figure 1-3. Specify the
keyboard attached to your computer. If in doubt, select Generic 101-key. Click

Next to continue.
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Online Help

Mouse
Configuration

Choose the correct
mouse type for your
system,

Do youhave a PS/2, Bus
or serial mouse? (Hint: If
the connector your mouse
plugs into is round, itis a
P&2 or a Bus mouse; if
rectangular, it is a serial
Mouse.)

Try to find an exact
match. If an exact match
cannot be found, choose
one which is compatible
with vours. Gtherwise,
choose the appropriate
Generic mouse type.

P Hide Help

[»

=

? Release Motes

Mouse Configuration

Which model mouse is attached to the computer?

|»

ALPS GlidePoint (PS/2)
[ ASCl

ATl Bus Mouse
=~ Genefic

2 Buttan touse (USE)
2 Button Mouse (serial)
3 Button Mouse (PS/2)
3 Buttan Mouse (USE)
3 Button Mouse (serial)

> Genius

[ Kensington

I» Logitech

[ -

¥ Emulate 3 Buttons

<« Back = Mext Y

Figure 1-4 Red Hat 7.2 - Mouse Configuration

5. As shown in Figure 1-4, you can select different mouse settings. Specify the
type of mouse attached to your system and click Next.

Most systems have two button PS/2 mice so you should make certain to
check the emulate 3 button mouse.
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Online Help

Welcome to
Red Hat
Linux

Welcome! This
installation process is
outlined in detadl in the
Fed Hag Linux
Installation Guide
available from Red Hat,
Inc.. Please read through
the entire manual before
vou begin this installation
Process.

HTML and PDF copies of
the manual are available
online at

http:ffwrerar redhat. com.
There is alsp an HTML

K1

? Hide Help

|

Welcome

? Release Motes

Figure 1-5 Red Hat 7.2: Welcome

v

L
redhat
Linux'7.2

@ 7995-200% Red Ha, Ine-

[ Mext kl

<] Back ‘

Tip: If you do not need the Online Help bar on the left-hand side of the screen,
you can disable it by clicking the Hide Help button in the bottom left corner of
your screen. To see the help again, click the Show Help button.

6. On the welcome screen shown in Figure 1-5, click Next to start the Red Hat
System Installer. The Install Options screen shown in Figure 1-6 will be

displayed.
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Online Help

Install
Options

Choose whether you
would like to perform a
full installation or an
upgrade.

A full installaion will
destroy any previously
saved information on the
selected partiions.

Anupgrade will preserve
existing Red Hat Linuz
system data,

If you wwant to perform a
full installation, you must
choose the class (or fype)
of the installadon, Your
optons (Workstation,

? Hide Help

? Release Motes

Installation Type

N

Install

Warkstation

Server

Laptop

Custom

Upgrade Existing System

=

<] Back B Next o

Figure 1-6 Red Hat 7.2: Install options

7. On the Install Options screen, select Custom and click Next.

Note: Some disk controllers require drivers supplied by the manufactor and
are not supported out of the box. See http://www.redhat.com/docs/manuals/
Tinux/RHL-7.2-Manual/install-guide/ch-driverdisk.html for more
information about installing disk drivers.
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Online Help Disk Paritioning Setup
i
Choosing
Y()UI‘ Autamatic Partitioning sets up your partitioning based on your
g . installation type. You also can customize the resulting partitions to meet
Partitioning your needs.
Stl'ategy The manual disk paditioning tool, Disk Druid, allows you o set up your
partitions in an interactive environment. You can set the filesystem
One of the largest types, mount points, size and maore in this easy to use, powerful
obstacles for a new user interface.
during a Linux installation
is partiioning, Red Hat || flisk is the traditional, text-based partiioning tool offered by Red Hat.
Linws makes his process although it is not as easy to use, there are cases where fiisk is
. preferred.
much simpler by
providing an option for (7 Have the installer automatically parition for you
automatic partifoning,
(& Manually parition with Disk Druid
By slellec.Ung auton?atlc ' Manually partition with fiisk [experts only]
partitoning, you wil not
hawe to use partijoning
tools to assign mount
peints, create partiions,
or allocate space for your
installatinn hd|
? Hide Help ? Release Motes < Back [ Mext A

Figure 1-7 Red Hat 7.2 - Partitioning

8. On the following screen, shown in Figure 1-7, select the method you would
like to use to partition your hard disk(s). We selected “Manually partition with
Disk Druid” to partition the disk because the automatic process will not
provide an optimal partitioning scheme. Click Next to continue.
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Online Help

Choosing
Your
Partitioning
Strategy

Cne of the largest
obstacles for a new

is partitioning. Red B
Linux makes this pre
much simpler by

providing an option £
automatic partiionin

during a Linux instal Q

Disk Paritioning Setup

Automatic Partitioning sets up your partitioning based on your
installation type. You also can customize the resulting partitions to meet

your needs.

Wws you to set up your
The partition table on device sda was set the filesystem
unreadable. To create new partitions it must be use, powerful
initialized, causing the loss of ALL DATA on this
drive.

offered by Red Hat.
would yaou like to initialize this driva? where fdisk is

ition for you

@ ves R“ @ o |

By selecting automanc
partitoning, you wil not
hawe to use partijoning
tools to assign mount
peints, create partiions,
or allocate space for your

imetallatiom

' Manually partition with filisk [experts only]

=

? Hide Help ? Release Motes < Back [ Mext

Figure 1-8 Red Hat 7.2: Unreadable partition table notice

9. You may see a message indicating that the partition table is unreadable, as
shown in Figure 1-8. This usually happens when you have new, unformatted
disks. Click Yes to initialize each of the drives installed in your system. This
message will not always appear.
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Online Help Disk Setup

Drive fdevisda (Geom: 522/253/63) (Model: ViMware, VMware Virtual

Free
Partitions i
Choose where you would Drive fdevisdb {Geom: 522/255/63) (Model: Yiware, Vidware Virtual
like Red Hat Linuz to be Soss we
stalled.
Drve fdevisdc (Geom: 9921/2565/63) (Model: VMware, ViMware Virtual
If vou do not know how to Free
partiion your system, feain
please read the section on
peritigningin the ifeq fan New | Delete Reset Make RAID |

Linux Instalindion Guide.

13

It you used automatic DBICB Start| End| Size (MB)|Type tdount Point | Format

partitioning, you can A

either accept the current &/ Ffredi L AR IEhhRee
= : 3 eys

partition settings (click L Free 1 522 4095 Free space

Next), or modify the setup EFfdevisdc

using Disk Druid, the LFree 1 9921 77623 Free space

manual partitoning tool.

If you just finished

partiioning with fdisk,

vou must define mmouns =

P Hide Help ? Release Notes < Back ‘ [ Mext |

Figure 1-9 Red Hat 7.2: Drive geometry

10.We are now ready to partition our disks. Have a look at section 1.1.3,
“Partitions” on page 4 for the recommended partitions and their respective
sizes. You might also want to review “Linux performance” on page 196 for
alternate configurations using software RAID and Logical Volume Manager
(LVM).

Important: If you have existing partitions from another operating system on
your machine, you must delete them before you can create the Linux
partitions. Once the old partitions are deleted, proceed with the next step.

11.As shown in Figure 1-9, click New to create your partitions.

Important: You can only have four primary partitions for each hard disk drive.
If you need to create more than four partitions, create three primary partitions
and one extended partition that uses all the remaining disk space. You can
then create all subsequent partitions in this extended partition.

Chapter 1. Installing Linux 17



18

Online Help Disk Setup

-
_l Niva fowleda o S2 728501 Fhdodals 4 Mware, Vidwrare Virtual

s rdount Point: i -
Partitions . _J
ilesystam Type: extd v
Mwrare, Vidwrare Virtual
‘?h‘“’se wherel FOUTC 4 llwable Drives: ware Wirual
like Red Hat Limez to t AR
installed.
Vidware, VMware Virtual
[f 7ou do not know hos ¥
partiton your system, gjzq {ME]: =
; b 3000
please read the sectior | | m
‘Honine i Additional Size Options
partiioning in the Red p Resat Make RAID

Linux Instaliation Gur | @ Fixed size

It you used automatic | O Fill all space up to (ME): ) L ounRan) Foput

partiioning, you can
either accept the curre
partition seftings {click
Next), or modify the s¢ 7 FOICe 10 be & primary paition
using Disk Druid, the
manual partiioning toc

C Fill to maximum allowable size

[ Check for bad hlocks

If wou just finished
partitioning with £di oK k|

=]
=]

B

Cancel |

vou rust define moun:

? Hide Help # Release Naotes |

Figure 1-10 Red Hat 7.2: Creation of the / (root) partition

< Back ‘ [ Mext

12.A window will be displayed, as shown in Figure 1-10, to allow you to enter all

the relevant information for creating a partition.

a. To specify the mount point of a partition, either select it from the Mount
Point drop-down list or type it in the field provided. We selected / in order

to create the root partition.

b. If you have more than one hard drive in your system, the partition will be
created on any one of the selected drives. Unselect all drives except the
one that is to hold the partition. The blue line indicates that the / root

partition should only be created on sda.

Note: /dev/sda is the first disk connected to a SCSI controller in the
machine.Subsquent disks will be sdb, sdc, etc. If you have multiple controllers
the disks will be numbered sequentially starting on the first controller and then
continuing on the second controller. Depending on the implementation of the
RAID controller in your machine it could be known as /dev/sda for a IBM
ServeRAID Controller or /dev/ida/c0d0 for a Compaq Smart Array Controller.

The first IDE drive would be /dev/hda.
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c. Enter the size of the partition. Since we have a 4 GB (4000 MB) drive and
need 512 MB for swap and roughly 500 MB for /var, we allocated 3 GB to
the root partition. Refer to Table 1-2 on page 5 to determine the
appropriate size of swap partition for your system.

d. In the Additional Size Options box, you have several options. We selected
Fixed size since we wish to specify a 3 GB partition size.

e. Since it is safer to boot off a primary partition, we recommend that you
select Force to be a primary partition for the boot partition (the partition
that contains your root file system).

f. Select Check for bad blocks to be confident your drives are in good
shape; this will take quite a bit of time for large drives.

Tip: To be safe, you should always select Check for bad blocks for all
partitions you create.

g. Click OK once all information is entered correctly to create the partition.

13.To create the Swap partition, click New on the Disk Setup Screen. (The same
step was illustrated in Figure 1-9.)
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Online Help Disk Setup

-
_l Niva fowleda o S2 728501 Fhdadals 4

Mware, Vidware Virtual

Free
1093 ME

Mwrare, Vidware Virtual

S rdount Point:
Partitions BIZ
Filesystem Type: a3
Choose where youwe uapie Drives: software RalD
like Red Hat Limz to t swap
installed. T e
If wvou do not know ho [
partition your system, gjzq {ME]: |1 |.

please read the sectior
partitioning in the Req [Additional Size Optians
Linux Instaliation Gut | @ Fixed size

If you used autornatic | < Fill all space up ta (MB): S
partiioning, you can

either accept the curre
partiion seftings {click
Next), or modify the s¢ [ FOICe 10 be & primary paition
using Disk Druid, the

manual partiioning toc

C Fill to maximum allowahle size

[ Check for bad hlocks

If wou just finished

partitioning with fdi oK Cancel |

vourust define moun:

E [viwrare, VMware Virtual

Reset

Make RAID |

!
space

space

space

? Hide Help # Release Notes < Back ‘

Mount Foint |Fan

Yes

[ Mext

Figure 1-11 Red Hat 7.2: Selecting swap as the filesystem type

14.Click the Filesystem Type drop-down and select swap, as shown in

Figure 1-11.
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Online Help Disk Setup

-
_l Niva fowleda o S2 728501 Fhdodals 4

s rdount Point: -
Partitions o
Filesystem Type: swan =
]i;hOESZiherf xo w; Allowable Drives: 5 Wirual
: ia.]led AL L sdb: Whiware, VWhkdware Yirdua
nstaled. sdc: Whkiware, Whiware Vidua|
If wou do not know how 4 »
¥

partition your systenl'l, Size (ME): |512 |_|
please read the sectior s
partitioning in the Req [Additional Size Optians

Linux Instaliation Gur | @ Fixed size

If you used autornatic | < Fill all space up ta (MB): =

partiioning, you can

either accept the curre | & Fll to maximur allowable size

Mware, Vidware Virtual

Free
1093 ME

Mware, Vidwrare Virtual

VYidware, VMware Virtual

Reset

Make RAID |

{

partition seftings {click SRaLe
; [ Force to be a primary patition
Ngxt)bgr;ngdﬂ?}ét‘tt;le 3 p ¥p shaca
USINE WISK UG, I8 1 ook for badt blacks
manual partiioning toc space
If wou just finished
partiioning with fdi (8] k| Cancel |
vou st define moxa:
? Hide Help # Release Naotes | <] Back ‘

Figure 1-12 Red Hat 7.2: Creation of the swap partition

Mount Foint |Fan

Yes

i Mext

15.Select the appropriate disk array (sda in our case) from the Allowable Drives
list, enter the size of the swap partition, and select Fixed Size. Click OK to
create the swap partition. Our choices are shown in Figure 1-12.
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-
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please read the sector
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: 3 Reset hdake RAID |
Linux Installation Gl | © Fixed size — —
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I[f youused automatic | < Fill all space up to (ME): = | |
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P Hide Help ? Release Motes <] Back ‘ [ Mext

Figure 1-13 Red Hat 7.2: Creation of the /var partition

16.Create the /var partition in the same manner described previously for the
other partitions on sda. Since this is the last partition you are going to create
on sda, you can select Fill to maximum allowable size to use all remaining
space. We left about 500 MB for the /var partition, which is plenty for our
logging purposes. The results of our selections are shown in Figure 1-13.
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Figure 1-14 Red Hat 7.2: Creation of the /translogs partition

17.The next partition you need to create is /translogs for the Domino Transaction
Logs. Type /translogs into the Mount Point field; this is how you enter a

mount point not available in the drop-down list. Since /translogs will utilize the
entire disk, specify disk array sdb in the Allowable Drives section, then select

Fill to maximum allowable size as shown in Figure 1-14

. This is the easiest

way to utilize the entire disk. Click OK to create the partition.
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Online Help Disk Setup
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Figure 1-15 Red Hat 7.2: Creation of the /local partition

18.Click New, then enter /1ocal in the Mount Point field. Specify that the partition
should be created on sdc, and that it should use all available space.

Figure 1-15 shows our selections.
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Figure 1-16 Red Hat 7.2: Final partition list

19.All the partitions created are shown in Figure 1-16. Click Next to write the
partition table to disk.
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current boot loader, select "Do not install a boot loader.”

® Use GRUB as the hoot loader
(0 Use LILD as the boot loader
("' Do not install & boot loader

Install Boot Loader record on:
® fdev/sda Master Boot Record (MBR)

Linux on your computer.
It can also start other
operating systems, such Kernel Parameters: |
as Windowrs 9x. Here,
vow'll be asked how {or
whether) you want to . )
configure a boot loader Partition: fdevfsqa1 Type:extd
and which one (GRUB or [/ Default hoot image

LILO). Eoot labal: |Red Hat Linux

() rdevisdal First sector of boot partition

[ Force use of LBA3Z (not normally required)

Choosew}ﬁtlzhbootloader Default |Device  |Partition type |Boot label
wou want to install. If you =

would rather use the
legacy boot loader, LILO,
make sure it is selected hd|

Red Hat Linux

? Hide Help ? Release Motes < Back [ Mext A

Figure 1-17 Red Hat 7.2: Boot Loader installation

Attention: If the boot partition of the system you are installing is on an IDE
hard drive and it is stored on a section of the hard drive that is located beyond
1024 cylinders, select Force use of LBA32. The boot loader has to do special
processing to address more than 1024 cylinders when booting the system
from such a partition.

20.Figure 1-17 shows the boot loader options.

A boot loader is the first software program that runs when a computer starts. It
is responsible for loading and transferring control to the operating system
kernel software, which then loads the operating system. A boot loader can be
used to start Linux and other operating systems, such as Windows or OS/2.
Examples of boot loaders are GRUB and LILO for Linux and NTLDR for
Windows NT/2000.

We used GRUB (Grand Unified Boot Loader) for our installation because it is
the default boot loader for Red Hat. Be sure to specify that the boot record
should be installed in the MBR (Master Boot Record). All other default options
can be accepted.
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Tip: If you are removing Linux from a machine and re-installing another
operating system, you need to first clear the Master Boot Record. Otherwise,
the system will try and boot Linux, which was just overwritten with the
re-installed operating system.

To clear the MBR, first boot up with a Windows 98 diskette, and run the
following command:

FDISK /MBR

Now you can reboot the system and start the installation of your new OS.

Online Help Boot Loader Fassword Configuration

|»

& boot loader password prevents users from passing arbitrary options
to the kernel. For highest security, we recommend seting a password,

GRUB but this is not necessary for more casual users.
[ Use a GRUE Passward?

Password

New that vou have Password:

chosen to install GRUB as Canfirm:

vour boot loader, you
should create @ password
to protect your system.
Users can pass optons to
the kernel which can
compromise your system
security,

Password accepted.

To enhance your system
security, you should
select Use a Gricd
Frssword,

Once selected, enterin a
password and then
confirm it.

hd|

? Hide Help ? Release Motes <] Back [ Mesxt

Figure 1-18 Red Hat 7.2: GRUB password

21.You can set a password to protect GRUB as shown in Figure 1-18. We
recommend that you set a password to prevent unauthorized changes to the
GRUB boot parameters. If the password is too short, a message will be
displayed and you will have to enter a longer password.
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Online Help

Network
Configuration

Choose your netswork
card and whether you
would like to configure
using DHCP. If yvou have
multiple Ethernet devices,
each device will have its
own configuration screen.
You can switch between
device screens, (for
example ethD and ethl);
the information you give
will be specific to each
screen, If you select
Activate on doot, your

Metwork, Configuration
ethl |
[0 Configure using DHCP

[« aActivate on boot

IP Address: [105333
Metmask: ,m
Metwork: W
Eroadcast: ,W

Hostname: |itsoredhat.lotus.com
Gateway: 10.5.33.254
Primary DMS: 105334

Secondary DNS: [105.33.5
Terary DMS:

network card will be
started when you boot.
If you do not have DHCP
client access or are hd|
? Hide Help ? Release Motes <] Back [ Mesxt

information:

Figure 1-19 Red Hat 7.2: Network configuration

22.Figure 1-19 shows the window used to set up networking. Enter the following

a. Deselect Configure using DHCP.

b. Select Activate on Boot.

c. Enter a suitable IP Address, Netmask, Hostname, Gateway, and Domain
Name Server; the Network and Broadcast addresses are automatically
calculated for you. These are the lowest and highest IP Addresses of your
IP Network. If you have alternate DNS servers, they can be specified in
Secondary DNS and Ternary DNS.

d. Click Next to continue.
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Online Help

Firewall
Configuration

Red Hat Limaxz also offers
vou firevwrall protection for
enhanced system
security, A firewall sits
between yvour computer
and the network, and
determines which
resources on your
computer remote users
on the network are able to
access, A properly
configured firewwall can
greatly increase the
out-of-the-box security of
Four systerm.

]

Firewall Configuration

Please choose your security level:

O High

Choose the appropriate
security level for your
system, hd|
? Hide Help ? Release Motes

O Medium ® Mo firewall

OOoooodp O

Figure 1-20 Red Hat 7.2: Firewall configuration

23.Red Hat gives you the option to utilize a firewall. Since our network has a
dedicated firewall, we chose not to install one on the server. Click Next to

continue.

<] Back B Mext

Note: For performance reasons the Domino server should not act as a

firewall.
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Online Help

Language
Support
Selection

Select alanguage to use
as the default language.
The default language will
be the language used on
wour Red Hat Limz
systemn once installation is
complete. If you choose
to install other languages,
it iz possible to change the
default language after the
installation.

Red Haf Limux can
alternately install and
support several
languages. To use more
than ene language on

? Hide Help

|»

=

? Release Motes

Additional Language Support
Choose the default language for this system: |Eng|ish (Usa)

[ English (Botswana)
[] English (Canada)

[ English (Denmark)

[ English {Graat Britain)
[ English (Hong Kaong)
[ English {Ireland)

[ English (Mew Zealand)
[ English (Fhilippines)
[ English (Singapore)
[ English {South &frica)
English (U5&)

[ English (Zimbatbwe)
[] Estanian

[ Faroese (Faroe Islands)
[ Finnish

[] French (Belgium)

[] French (Canada)

[ French (France)

[] French (Luxemburg)
[ French (Switzerland)
[ Galician (Spain)

Figure 1-21 Red Hat 7.2: Language support selection

on your Red Hat system after installation.
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Choose additional languages you would like to use on this system:

a Select all |
Reset |

=

<] Back ‘ B Mext kl
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Online Help Time Zone Selection

Location ‘ uTc Oﬁset|

Time Zone view: World
Selection Narth Americg |

South America

4k

[T System clock uses UTC

You can set your fime i ndian Rim
zone either by selecting Europe
wour computer's physical | L .
locafion, or by your time. )

zone's offset from Asia
Universal Coordinated

Time {also known as

UTCy.

Motice the two tabs at the
top of the screen. The first
tab offers you the ability
to configure by locaton,
With this option, you can
choose your view, In
choosing View, your

e TTC S T 0TI o
Americasiontserrat
AmaricarMassau

Eastern Time
Eastern Time - Ontario & Guebec -

America/Nome Alaska Time - west Alaska

options are: World, Morth Awmaricatlaranha atlantic iclande A
America, South America, 4] | ]
Pacific Rim, Europe, hd|

? Hide Help ? Release Motes < Back [ Mext

Figure 1-22 Red Hat 7.2: Time zone selection

25.The Time Zone Selection window is displayed as shown inFigure 1-22. Set
the correct time zone for your installation. Be sure to choose the correct
hardware clock setting for your system. If your PC’s clock is set to UTC or
GMT, select System clock uses UTC. Change the view of the map by
selecting your area from the View drop-down list. Select your time zone by
clicking on a specific city. Click Next once you have made your selections.

Tip: For countries with Daylight Saving, we recommend that you set the BIOS
clock to GMT and select System clock uses UTC.

Chapter 1. Installing Linux 31



Online Help Account Configuration

Enter the password for the root user (administrator) of this
system.

Account Foot Passwore [

Configuration Confirm:

Note: Setting up a root Foot password accepted.

account and passwor ther users of this

Add a Mew User

one of the most impor _ - krsonal login account,
steps during your User Mame: itsodome need to use this
installation. Yeur root Full Name: TS0 Domino Account ditional user
account enables you- Password:

install packages, upg! add

Canfirm:

RPM s and do most
: User password accepted.
systemn maintenance.
Logging in as root giv
ou complete control
¥ P OK J & Cancel |
)

your systern and is ve
powerful,

Use the root account ondy

for administration, Create
ahoh-root account for

wour general use and su -

to gain root access when hd|

? Hide Help ? Release Motes < Back [ Mext

Figure 1-23 Red Hat 7.2: Root password and Notes account creation

26.Enter the password you want to set for the root user. The root user is also
known as the Super User, and is equivalent to the NT Administrator account.
This account has full control over the system.

You should add at least one user to the system to proceed, so you might as
well add the Notes account now. Once the root password has been accepted,
click Add to add a new user to the system as shown in Figure 1-23. After you
enter the requisite information and click OK, you can add more users or click
Next to continue.
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Online Help Authentication Configuration

[ Enable MDS passuiords

Authenticati(m [ Enable shadow passwords
Configuration iz | Loap | Kerberos 5 | sng |

You can skip this section [T Enable MIS
if ywou will not be setting |
up network passwords, If

FOU are unsure, ask your &

system administrator for |
assistance.

Unless you are setihg up
an MLS password, you will
notice that both MD5 and
shadow are selected.
Using both will make your
system as secure as
possible.

o Fpabie MD5
Fasswerds - allows
along password to
beused (up to 258 hd|

? Hide Help ? Release Motes < Back ‘ [ Mext *l

Figure 1-24 Red Hat 7.2: Authentication configuration

27.The Authentication Configuration screen is displayed. Make certain both
Enable MD5 passwords and Enabled shadow passwords are check, then
click Next to continue.
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Online Help

Selecting
Package
Groups

Select the package
{application) groups that
wou want to install. To
select a package group,
click on the check box
beside it.

To select individual
packages, check the
Select Individual
Fackages box at the
bottom of the screen.

? Hide Help

? Release Motes ‘

Package Group Selection

Printing Support

Classic ¥ Window System

(Il ﬁ Sound and kultimedia Support |
Total install size: 1,108M

B Mext !I

[1 Select individual packages

<] Back ‘

Figure 1-25 Red Hat 7.2: Package selection

28.The Package Group Selection screen is displayed. Use the scroll bar on the
side of the screen to see more selections. If a box has a check mark, the
package is selected for installation; if it is blank, it will not be installed. We
recommend that you select the same packages for your installation as we did.
If you are going to use Gnome for your graphical user interface (GUI), you do
not need to select KDE unless you want both GUIs available to your
administrators. In order to add other packages, such as telnet or ftp, simply
check the "Select individual packages" checkbox shown in Figure 1-25. The
packages we selected are:

— X Window System - The base X-Window manager

— KDE - Graphical user interface

— Network Support - Allows TCP/IP networking

— Utilities - Various system utilities

— Software Development - Various compilers needed for system

adjustments

Lotus Domino 6 for Linux



— Kernel Development - Useful for a number of reasons, including allowing
you to recompile the kernel to reduce its size by removing unnecessary

drivers

Deselect everything else and click Next to continue.

Online Help

Video
Configuration

Although, the installation
program probes to
determine the best video
card for your systemn, you
can choose another video
card if needed.

Cnee you have selected
your video card, choose
the amount of video RAM
present on your card,

If vou decide that the
walues you have selected
gre heorrect, use the
Restore original values
butten to retun to the
suggested probed
seftings,

? Hide Help

|»

=

Graphical Interface () Configuration

In most cases your video hardware can be probed to automatically
determine the best settings for your display.

If the probed settings do not match your hardware, select the correct
hardware settings below:

Generic §514 2l
Generic 1128

Generic Mach3Z

Generic Machad

Generic Machid

Generic P3000

Generic 53

Generic 53

4

R

i30Lahs

il
S
o

" e hd

2 MB H | Restore original values|

[ Skip ¥ Configuration

? Release Motes ‘

Figure 1-26 Red Hat 7.2: Video configuration

<] Back ‘

B Mext !I

29.The Graphical Interface (X) Configuration screen is displayed. The installation
will select a card based on the results of its probe; you can override this and
select the graphics card that is installed in your machine from the list. If you
are uncertain of the specific card installed in your system, Generic SVGA will

usually work.

Click Next once you are satisfied with the selections.
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Online Help Installing Packages

Package: automake-1.4p3-2
Size: 1,140 KBytes

. Summary: & GMU toal for automatically creating Makefiles.

Installing 5’ HERE
Packages Package Progress: |
We have gathered all the Total Frogress: |
informatien needed to
ingtall Red Hat Linug on Status Packages| Size| Time
your system, It may take Total 462 1137 M 0:56:21
a while to install Completed 362 TiZ M 0:36:18
everything, depending on Remaining 100 405 M 0:z0:02
how many packages need
to be installed.

% ? Release Notes | 4

Figure 1-27 Red Hat 7.2: Installation of packages
30.The install program is now ready to copy the software from the CD-ROM to
your hard disk drive. Click Next to start the process as shown in Figure 1-27.

First, the partitions will be checked for errors, then they will be initialized
(formatted). Once this is done, the actual installation begins.

After all packages are copied from the first CD, you might be prompted to
insert additional CDs depending on the packages selected. When prompted,
change CDs and click Continue.

Note: If you are installing from DVD you will not have to change the disc.
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Online Help Boot Disk Creation
@
Boot Disk The boot disk allows you to boot your Red Hat
Creation Linu systerm from 2 floppy disketts.
Please remove any diskettes from the floppy drive
Insert a blank, formatted and insert a blank diskette. A1l data will he
diskette into your floppy ERASED during creation of the boot disk.
drive, and click Next to
continue. [T Skip boot disk creation
? Hide Help ? Release Motes L [ Mext .

Figure 1-28 Red Hat 7.2: Boot disk creation

31.0nce the install is complete, you can create a boot disk. We recommend that
you create this boot disk and keep it in a safe place. This disk will be used to
recover your system should it become unbootable. Insert a floppy disk that
can be overwritten into the floppy drive of your machine and click Next to
create the boot disk.
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Online Help

Monitor
Selection

The installation program
will now attempt to detect
vour monitor to determine
your maching's best
display settings. [f the
monitor cannot be
detected, choose the
monitor that best matches
the model attached to this
cormputer from the
moniters listed.

Youmay also enter the
horizontal and wertical
synchronization ranges
for your moniter. These
values can be found in the
documentation for your
display. Be careful when

? Hide Help

|»

=]

? Release Notes <«

rdonitor Configuration

=~ @ Unprobed Monitor -
Unprobed kMonitor

[> @ Generic

[» @ aDI

[> W AOC

[> W AST

[» W ATAT

[» ¥ famazing

[» W acer

[» @ Action Systems, Inc.

[» W actix

[» W Adara

I» ¥ Apollo

[» ¥ Bricge

I» # Bus Computer Systems

[ W CTH

[» @ Carroll Touch

[» # Colorgraphic

[» ¥ Compag

[» ¥ Compdyne

[» ¥ Compeqg USAFoCUs

[ ¥ Conrac

[ ¥ Cordata kd|

Harizontal Syne: |31.5-48.5 kHz
Wertical Sync: |50-70 Hz

Restare original ualues|

[ k!

your machine.

Figure 1-29 Red Hat 7.2: Monitor selection

32.0n the Monitor Configuration screen, specify the Monitor that is attached to

We selected a Generic Monitor with a 1024x768 resolution since it will
generally work on all monitors. If your monitor is not listed, and you know the
capabilities of your monitor, specify the Horizontal and Vertical refresh rates
that your monitor supports. Click Next to continue.
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Online Help Custamize Graphics Configuration

|»

Custom X
Configuration

Choose the correct color
depth and resoluton for
vour X configuration.
Click Test Setting to try
ouf this configuration, If

you do not like what you Color Depth: Screen Resolution:

are presented with while High Color (16 Bif) | v| | 1024768 j
testing, click No to

choose another Test Setting 4
resolution.

Color Depth is the Your desktop enviru[]mf.nt is:

nurnber of distinct colors KDE
that can be represented
by apiece of hardware or

softwrare.
Please choose your login type:
Screen Resolution is the @ Graphical (O Text
the number of dots |
? Hide Help ? Release Motes < Back ‘ [ Mext

Figure 1-30 Red Hat 7.2: Custom X configuration

33.0n the Customize Graphics Configuration screen (Figure 1-30), you can
select the color depth, screen resolution, desktop environment, and login
type. We recommend that you run a graphical login, using the KDE desktop
with 1024x768 screen resolution. Once you have made your selections, click
Test Setting to ensure that your system will function once you reboot.

Once the screen displays correctly, click Next to accept your settings.
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Congratulations

Congratulations, your Red Hat Linux installation
i complete.

Remove any floppy diskettes vou used during the
installation process and press <Enter= to reboot
your system.

If you created a boot disk to use to boot yaur
Red Hat Linux system, insert it before you press
<Enter=to reboot,

Forinformation on errata (updates and bug fi<es),
visit hitpeidenssy redhat. comserrata.

Information on using and configuring your system
is available in the Red Hat Linux manuals at
hittp:Afwnany redhat.comsupportymanuals.

e

? Release Notes <« ‘ =] Exit kl

Figure 1-31 Red Hat 7.2: Installation complete screen

34.When the window shown in Figure 1-31 is displayed, the installation of Red
Hat 7.2 is complete. Click Exit to restart the system.

This completes the Red Hat 7.2 Installation process.

If you would like to view the KDE logon process, you can take a look at step 38
on page 80 since KDE is very similar for both Red Hat 7.2 and SuSE 8.0.

1.3 Installing SuUSE Linux 8.0

40

In this section, we show you how to install SUSE Linux 8.0 on your server.
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Note: We recommend using SuSE Linux Groupware Server 7 with Lotus
Domino or newer—instead of the SUSE Linux 8.0 Personal or SuSE Linux 8.0
Professional version. SUSE Linux Groupware Server contains SUSE
Entreprise Server 7 and Lotus Domino Server. The SuSE Enterprise Server
version has an extended release cycle. The SUSE Enterprise Server has also
been certified by the top ISVs, such as IBM. The installation of the SUSE
Groupware Server is similar to the installation of the SUSE Professional
version, which we detail here.

To capture the screens you see in this book, we installed and configured Linux in
a VMware window. VMware allows you to run one operating system as a guest of
another. This means that some of the screens might look sightly different from
what you would see on your system. These differences are hardware-related, as
VMware emulates different hardware devices for the guest operating system.

Additional information about VMware is available on the VMware, Inc. website at:

http://www.vmware.com

Be sure to read “Before you begin” on page 2 in order to make the installation
easier.

To start the installation, insert the SuSE 8.0 CD-ROM/DVD and turn on or reboot
the server.

Attention: The installation process will destroy any existing data stored on
your hard disk drives.
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linux -
Manual -
failsafe -

apic -

rescue -
harddisk -

boot :

Figure 1-32

1. When the screen shown in Figure 1-32 is displayed, you are ready to start the
Linux installation. Ensure that F3=640x480 is highlighted and press Enter to

F2=Text mode  [EEEETRTER

Helcome to SuSE Linuxt

To start the installation, just press <{return>.

Available boot options:

start installation (this is the defa.lt)

manual installation o

installation with some options that are needed on tricky hardware
(it is in fact equivalent to "linux ide=nodma apm=off acpi=off™)
start installation, use kernel with APIC support

start rescue system

boot installed systewm

Have a lot of fun...

SuSE 8.0: Welcome screen

begin the installation, or wait for it to start automatically after a short pause.
Once the kernel is booted and all device drivers are loaded, the SUSE
installation process is ready to install the operating system. If the graphical
installation fails to start, see the SuSE installation manual.
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Language
Selection

Installation
Settings

Perorm
Installation

Welcome to YaST2 — the SuSE Linux
installation and system administration program.

Select your language:

ETTEN=T LG0]
English (US)
Espatiol
Francais
ExANL LED
Irish

[taliana
BAEE

| iFtinn

Abort Installation

Figure 1-33 SuSE 8.0: Language selection

2. As shown in Figure 1-33, you can select the language you would like to use
on your system. Specify the appropriate language and click Accept.
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Installation Settings
Click any headline to make changes or use the "Change..." menu below.
Language
Selection
Analyzing your system...
i ILuading kermel modules for hard disk controllers
Installation
Settings
Perorm
Installation
Qhange..lil o
i s

Figure 1-34 SuSE 8.0: Analyzing system

3. The system will begin to probe (detect) the hardware installed in your system
and load the appropriate drivers for it. While this is happening, the screen
shown in Figure 1-34 is displayed.

Note: Some disk controllers require drivers supplied by the manufactor and
are not supported out of the box. See http://sdb.suse.de/en/sdb/html/ for
more information about installing disk drivers.
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Installation Settings
Click any headline to make changes or use the "Change..." menu below.

Language Mode
Selection *+ New installation

Keyboard layout
* English (US)

Installation Mouse
Settings * |ntellivvhes] mouse (Aux—part)

Paﬂilinni%
* Create swap partition 251.0 MB on fdevisdal

* Create root partition 7.7 GB (/devisdad with reiser)
Perform

Installation Software
* Default system with Office

el

Figure 1-35 SuSE 8.0: Default installation settings

4. Once all hardware has been detected, you will see the window shown in
Figure 1-35. You need to change the partitioning scheme since the installer’s
automatic settings do not provide an optimal partitioning scheme. Click on
Partitioning to change the partition configuration.
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This dialog displays the
sugeested partition setup
for your hard drive. vou
can either accept or
modify this suggestion.

Most users probably want
to select Accept here.

If you are not satisfied
with the results, choose
discard suggestion.

If you select discard
suggestion, use the
partition assistant ar the
expert paritioner (for
advanced options like
RAID, LM, etc.)

Partitioning

* Create swap partition 776.5 MB on /dew/sdc
* Create root partition 75.2 GB (fdewisdc? with reiser)

(2 Accept
@ Modify
(2 Discard

Figure 1-36 SuSE 8.0: Partitioning

5. Select Modify and click Next to change the partition configuration.

Important: You can only have four primary partitions for each hard disk drive.
If you need to create more than four partitions, create three primary partitions
and one extended partition that uses all the remaining disk space. You can
then create all subsequent partitions in this extended partition.
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disks...

Partition your hard % Expert Partitioner

This is intended for Device I Size I E ITL-":IE I Maunt ISt
experts. If you are not fdevisda 3.9 GB Whiware virtual 5
familiar with the /dewizsdb 3.9 GB Yhiware virtual 5
concepts of hard disk fdewisdc 75.9 GB Yhiware virtual 5

partitions and haw tc | del itian /d dc17
use therm, you might Do you really want ta delete parttion fdew'sdc1?  berroy f

want to go back and I ves o l

select automatic
partitioning.

Please note that
nothing will be

written to your hard | Tl |

disk until you confirm

the entire installation in Create I Edit || Delete I RegizeFA‘I’l

the last installation
dialog. Until that point, [ LvM... I [ RAID... |*” Egper‘t..|'l
you can safely abort the

installation. Mext

Figure 1-37 SuSE 8.0: Default partitions

6. You will be shown the disks installed in your system and the current
partitioning structure. (See 1.1.3, “Partitions” on page 4 for the recommended
partitions and their respective sizes. You might also want to review 4.1.1,
“Linux performance” on page 196 for alternate configurations using software
RAID and LVM.)

There are two ways to change from the SuSE-selected structure to the
structure used in this book. Select the partition and click Delete to remove it,
or Edit to change its settings. If the default setup is close enough to your
desired partition, it may be easier to edit the options. In these instructions, we
describe how to delete all partitions and then set each one up.

First, you need to delete the Root partition the Installer has created. Select
the Root Partition and click Delete to remove it. Click Yes to confirm that you
want to delete the partition.
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Partition your hard Expert Partitioner

disks...

This is intended for Device | size |F [Type | Mount [st
experts. If you arenot B flevisda 3.9 GB VMwa_lre \a’ir‘tu&_tl 5
familiar with the  On which disk would you like to create the partition?
concepts of hard
partitions and hi| ® /devisda
use them, you mif| & /dewsdb

wantto go back i O sdevrsdes
select automati

partitioning.

Please note that

Cancel I
nothing will be

written to your hard | I | Bssssssssses kI

disk until you confirm

the entire installation in | Create I[ Edit |I Delete I[Regize FATI

the last installation
dialog. Until that paint, [ .. ][ Bap.. -] [ Expen. -]
you can safely abort the

installation. et

Figure 1-38 SuSE 8.0: Select disk for partition

7. Specify the disk on which the partition should be created. If you only have one
disk or Raid Volume Set, you will not see this screen. Click OK once the
correct disk is selected.
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Partition your hard
disks...

Expert Partitioner

This is intended far Device | size |F [Tupe | Mount|st
experts. If you are not fdevisda 3.9GB Wiviware Wirtual 5
el et the BERIRE b A

concepts of hard di| ¥hich type of partition do you want to create?

partitions and how
use them, you might
want to go back and
select automatic
partitioning.

@ Frimary partition
(2 Estended partition

LCancel I

Flease note that
nothing will be

written to your hard | il | N

disk until you canfirm

the entire installation in | Create II Edit |[ Delete I[RegizeFATl

the last installation
dialog. Until that poirt, .. ) [ Rap.. ][ Expert. -]
you can safely abort the

installation. [Ext

Figure 1-39 SuSE 8.0: Primary partition

8. Figure 1-39 shows the options to create either a Primary or Extended
partition. For the root partition, select Primary and click OK.
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Figure 1-40 SuSE 8.0: Creation of / root partition

9. Select Format, then change the File system to Ext3.
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[ Options I

Mount Point

v ¢

| (8] 4 I Qanu:ell

you can saftely abort the
installation.

o=

Figure 1-41 SuSE 8.0: Entering the size of the partition

10.In the Size section, enter the size of the partition. The default is to specify the
start and end cylinders of the partition, but an easier method is to specify the
size in megabytes or gigabytes by entering a plus sign, the size, and M or GB

in the End field.

After you specify the size (we chose 3 GB based on a 4 GB drive) and the
correct Mount Point (the default is /, which is correct for this partition), click

OK.
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Figure 1-42 SuSE 8.0: Changing to Swap for the file system

11.Next you need to create the swap partition. Click Create and select the array
as you did in step 7 on page 48, then select Primary as shown in step 8 on

page 49.

Select Format, then change the File system to Swap.
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Figure 1-43 SuSE 8.0 : Entering the swap size

12.Enter the size of the swap partition. The installation will automatically
calculate the start cylinder based on your previous selections, so you do not
need to change this value. Click OK to create the swap partition.
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you can safely ahbort the

installation. Mext

Figure 1-44 SuSE 8.0: Choosing a disk for the /var partition

13.Click Create, then select Extended partition. You can have up to four
partitions per hard disk drive or array, so you could opt to create /var as a
primary partition. We chose to create it as an extended partition to
demonstrate how to do so. If you would like more traditional UNIX-style
partitioning, then you would use an extended partition to allow you to create
the additional partitions.
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Figure 1-45 SuSE 8.0: Assigning remaining space to extended partition

14.You can accept the default value to use the remaining space. If you enter a
value larger than the remaining space, SuSE will automatically reduce it to fit.
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Figure 1-46 SuSE 8.0: Selecting /var as the mount point

15.Click Format, select Ext3 from the File system drop-down list, and leave the

default value in the End field to use all remaining disk space. Select /var from

the Mount Point drop-down list. Click OK to continue.
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Figure 1-47 SuSE 8.0 - Creation of the transaction logs

16.Click Create and select the next available array (sdb for our installation), then
select Primary. (This is the same procedure described in steps 7 and 8.)

Next, fill in the necessary information. Click Format, select Ext3 from the File
system drop-down list, use all disk space (which is the default), and type

/translogs in the Mount Point field. This will create a partition specifically for
the Domino Transaction Logs. Click OK to continue.
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Figure 1-48 SuSE 8.0:- Creation of the /local partition

17.Click Create and select the next available array (sdc for our installation), then
select Primary. (This is the same procedure described in steps 7 and 8, and

also in step 16.)

Once again, complete the necessary information. Click Format, select Ext3

from the File system drop-down list, use all disk space (which is the default),
and type /1ocal in the Mount Point field. This will create a partition specifically
for your Domino data. Click OK to continue.
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Figure 1-49 SuSE 8.0: Final partition list

18.Figure 1-49 shows the final partition list. Click Next to continue. The partitions
will not be written to disk until you reach the end of the setup.
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Thi= =rlertinn dnpe

Figure 1-50 SuSE 8.0: Software selection

19.Select Default System, and click Detailed Selection as shown in
Figure 1-50.
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Muttimedia as well as to
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Figure 1-51 SuSE 8.0: Detailed software selection

20.Figure 1-51 shows the screen used to make your detailed software
selections. If a box has a check mark, the package is selected for installation;
if it is blank, it will not be installed. We recommend that you select the same
packages for your installation as we did. The software we selected is:

— Advanced-Devel

— All of KDE

— KDE Desktop Environment

— Linux Development Tools

— Help Support Documentation

Click Select single packages to add ftp and telnet.
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Select a group Select or deselect a package with double—-click
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[0 show package sets
Fartition |Free space TR an
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ftranslogs 3.44 GB

Reguired: 1.85 GB
Figure 1-52 SuSE 8.0: Adding the FTP package

21.Select Networking/Ftp/Servers, click ftpd, then click Select/Deselect to add
the FTP daemon. FTP provides an easy method by which to transfer files.

Attention: SSH can provide file transfer via scp, as well as a secure telnet-like
connection. If you are going to set up SSH, or already have it deployed in your
environment, you will not need ftp or telnet.
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Figure 1-53 SuSE 8.0: Adding the telnet package

22.Select Networking/Other, click telnet-server, then click Select/Deselect to
add the telnet daemon. Telnet provides an easy method by which to connect
to a server. (As already noted, SSH securely provides the same connectivity.)
Then click OK.

Tip: Take a moment to scroll through the selections and see if there are any
other programs you would like to install. You can always add packages later
with YaST2 (Yet another Setup Tool).

Note: Some packages require configuration before they can be used.
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Installation Settings
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Language * + All of KDE

Selection * 1 KDE Desktop Environment

* + Linux Development Tools

* + Help & Support Documentation

Installation | Booting
* Booting from '1. SCS), 4.00 GB, /dev/sda, Wiware,—vMware Vitual &'

Settings
Time zone
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Perform Language
Installation * English (US) I

Exen
e

Figure 1-54 SuSE 8.0: Time zone

23.Use the scroll bar on the side to scroll through the installation setting; click
Time Zone to change your time zone settings.
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Figure 1-55 SuSE 8.0 - Time Zone selection

24.Use the scroll bar to scroll through the Time Zone list. Click your time zone
and ensure that you have selected the correct Hardware Clock setting. Click
Accept to return to the Installation Settings screen.

Tip: For countries with Daylight Saving, we recommend that you set the BIOS
clock to GMT and select Hardware clock set to UTC (GMT).
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warning:
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gzregcﬁie required to install SUSE Linux.
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To commit the installation and all choices made
installation so far, choose "Yes". Choose "No" to return
Settings to the previous dialog.

Start installation?

Perform ‘es, install
Installation

¢ English (US)
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Figure 1-56 Suse 8.0 - Ready to start installation

25.0nce all settings are correct, you can proceed with the installation. Click
Accept to start the install.

You will be prompted to confirm that the installation can be done. Click Yes to
proceed with the installation as shown in Figure 1-56.
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— Current Package — Installation
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glibc—devel festimated)
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Current Package
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hing6 ——— B0BA assembler and linker
hinutils ——— GNU hinutils
gcc ——— The GMU C compiler and support files
gettext ——— Tools for National Language Support (NLS)
glibc—devel ——- Libraries for the C compiler

Figure 1-57 SuSE 8.0: Package installation

26.You will see several screens as your partitions are formatted, then the actual
installation starts. The package names are displayed as they are installed. As
each package installation finishes, a line is added to the Installation Log
window shown in Figure 1-57.
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Figure 1-58 SuSE 8.0: Finishing basic installation

27.0nce the basic installation is complete, several tasks are performed. These
can be seen in the background of Figure 1-58.

Partway through these tasks, the message shown in the foreground of
Figure 1-58 will be displayed, stating that the LILO Boot sector has been
written. LILO is the boot manager used by most Linux distributions. The boot
manager is the same as the NTLDR on a Windows NT/2000 machine, but it is
a lot more powerful than the Microsoft equivalent. Click OK to continue with
the installation.
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the system, who, for
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create graphics, ar
browse the Internet, the
user "root" exists on
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root when you need to I***********
he the system

administrator and anly

then.
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is equipped with
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the password for "root” <]

should be chosen
| Abort Installation et

Figure 1-59 SuSE 8.0: System administrator password

I***)K*)K*)K)K)KPK

Reenter the password for verification:

28.The screen will switch to text mode and several lines will scroll across it as
subsystems are started. If the next CD is required, you will be prompted to
insert it. Click OK once the correct CD is loaded. Repeat this process for all
remaining CDs.

Next, you will be prompted for the system administrator (root) password as
shown in Figure 1-59. Enter the password you want to set for user root. The
root user is also known as the Super User, and is equivalent to the NT
Administrator account. This account has full control over the system.

Enter the password, then click Expert Options to change security settings.
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the system, who, for
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create graphics, or
hrowse the Internet, the Password Expert Options
user "ront" exists on
every system and is Password Encryption ———————  [pot user:
called into action : —
whenever administrative (0 DES (Linux default)
tasks need to be | ® MD5

performed. Log in as
root when you need to
he the system
administrator and only
then.

Because the root user Expert Options...|

is eguipped with
extensive permissions,
the password for "root” -

should be chosen
M Ahort Installation Mext

Figure 1-60 SuSE 8.0 - MD5 password option

fiter here.

erification:

l Cancel I[ Help I

29.Select MD5 for Password Encryption, click OK, then click Next.
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If you fill out the fields
{First Name and Last
Name), a new user
account is created far
this name with the
password given in the
corresponding field.

When entering a
password, you must
distinguish between
uppercase and
lowercase. A password
should have at least 5
characters and, az a
rule, not contain any
special characters
{e.g., accented
characters).

30.Add a Domino user to the system. Once you have entered all the required

Add a new user

First name:

|20

Last name:

|DDminD

User login:

|itsud0m6

Enter a password:

|§uggesti0nl

I********

Re-enter the password for verification:

I********

[ Details... I [Additiunal usersfgrnupsl

information, click Next to continue.

Abort Installation

Tip: After filling in the requisite information, you can click the Additional

users/groups button. Click the Group tab, create a group called notes, and

add the user account you just created (itsodom6 in our case) to the notes

group. This will ensure that your user and group are ready for the Domino 6

installation.
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Figure 1-62 SuSE 8.0: Configure monitor

31.0n the next few screens your monitor and video card will be configured. As
shown in Figure 1-62, the installer tries to determine which monitor you have
attached to your system.

If the installer was not able to determine your monitor, you can select it from
the list of monitors. If you have the monitor driver disk that came with your
monitor, you can insert that and let the installation program read the settings
from the diskette. Click Driver disk to make use of this feature.

If your monitor is not listed, use VESA since most monitors comply with this
standard.

Once your selection is made, click Next to Proceed.

72 Lotus Domino 6 for Linux
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Window Sysien. If you
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desktop environment,
the current settings will be
tested when you select
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Deskiop Settings

{3 Text mode only —— no graphical desktop

@ Graphical desktop environment

Sugeested settings:
1024768, 24 bit # 16 M colars
Refresh rate: 75 Hz

3D acceleration disahled
Manitar:
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Ahort Installation

Figure 1-63 SuSE 8.0: Desktop settings

32.The screen shown in Figure 1-63 is displayed if the video card in your
machine and its capabilities could be determined. If the settings are incorrect,
click Change. Pick a resolution that is as high as your monitor can display or
that is comfortable for you. Linux displays are quite big and so work better at
1024x768 or higher resolutions.

Click Next to continue. This will automatically test your settings.
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into effect by pressing
Accept.
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Change... menu.
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Installation Settings
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Mot configured uet.
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Figure 1-64 SuSE 8.0: Installation settings

[0 Don't configure this now
[ start control center

Ahort (nstallation

33.The Installation Settings screen shown in Figure 1-64 will be displayed. Here
you can configure various peripherals, such as Networking, Printers,
Modems, and so forth.

You need to configure your network interface. Click Network interfaces to

change its settings.
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Network card setup Network cards configuration

Canfigure your netwark — Network cards to configure
c:ard.here. Available are:

Adding a network card: - _ T ———
el o (e e nced Micro D MD] 790970 [PChet LAMNCE]
from the list of detected
network cards. f your
network card was naot
autodetected, select

Other (not detected)
then press Configure.

Editing or deleting: Nothing is configured.
If you press Edit, an
additional dialog in which
to change the
configuration opens.

Other (not detected)

Figure 1-65 SuSE 8.0: Network cards configuration

34.A list of detected network cards installed in your system will be displayed as
shown in Figure 1-65. Click the name of the network card you would like to
configure, then click Configure.

Chapter 1. Installing Linux 75



76

Configure your IP [] Network address setup

address.
Metwark device IethO

“ou can select dynamic
address assignment, if
you have a DHCP
SErYEer running on your
local network.

— Choose the setup method

3 Automatic address setup (via DHCP)

@ Static address setup
Also select this if you

: IP Address Subnet mask
do nat have a static 1P
address assigned by |10-31-19-53| |255-255.255.0
the system
administrator or your
cable or DSL provider. ~ Detailed settings

Metwork addresses will
then ke obtained
automatically from the [
SENVEr.

[ﬂnst name and name SENEI’I

Routing I

Clicking Next completes

the configuration.

Figure 1-66 SuSE 8.0: Network address setup

35.Change to Static address setup and enter the IP Address and Subnet Mask
in the fields provided. Once your settings are correct, click the Host name
and name server button.
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Insertthe hostname | | Host name and name server configuration
and domain name for
your computer. Name — Host name and domain name
Sell G GBI Host name Dormain name
search list are optional. |_ I_ _I
& itsosuse otus.com

A NAME SENVEr s &
computer that [0 Change host name via DHCP
translates hast names
into IP addresses. This — Mame server list —————— Domain search list
value must be entered
as an IP address (e.g.

i 10.31.19.1
10.10.0.1), not as a I I
host name.
Search domain is the |10-31-19-2 |
domain name where
host name searching
starts. The primary I I

search domain is
usually the same as the

domain name of your et

romniter (e o

Figure 1-67 SuSE 8.0 - Host name and name server configuration

36.Enter the Host name and Domain Name of your system, the Name Server IP
Addresses, and any additional domains to search in the Domain Search List.
Click Next to return to the Network Address Setup screen.
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The routing can be set up
in this dialog. The default
route matches every
possible destination, but
poorly. If any other entry
exists that matches the
required address, it will be
used instead of the default
route. The idea of the
default route is simply to
enakle you to say "and
everything else should 2o
here",

Routing configuration

Default 2ateway

[192.168.0.254

2

— Routing table
[ Expert configuration

Destination IDummg or Gateway Il\letmask IDeviCE

add | [ Edt ] [_pee= ]

Figure 1-68 SuSE 8.0: Routing configuration

37.Before you configure another card, click the Routing button shown back in
Figure 1-66 on page 76 and enter the default gateway for your network as
shown in Figure 1-68. Click Next, then Next again to return to the Network

Card Configuration screen shown in Figure 1-69 on page 79.
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Network card setup
Configure your netwark.
card here.

Adding a network card:
Choose a network card
fram the list of detected
network cards. If your
network card was not
autodetected, select
Other (not detected)
then press Configure.

Editing or deleting:

If you press Edit, an
additional dialog in which
to change the
configuration opens.

Network cards configuration

— Metwork cards to configure

Ayailable are:

Other (not detected)

Already configured devices:

* Advanced Micro Devices [aMO] 790370 [PCnet LANCE]
Configured as eth0 with address 10.31.19.68

Figure 1-69 SuSE 8.0: Network card configured

You can repeat these steps to configure additional network cards installed in
your system. Click Finish to return to the Installation Settings.

You can configure the other peripherals listed in Figure 1-64 on page 74.

For the purpose of these instructions we continue with the installation by

clicking Next.
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EE—

Figure 1-70 SuSE 8.0: Graphical log in

38.The configuration of your system is written to disk. A window will appear to
inform you that the configuration has been saved successfully. Let it time out
to start up the system. Several lines of text will scroll across your monitor as
the system is started.

Once the system has loaded, you are ready to log in with the account you
created during installation, as shown in Figure 1-70.
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Step 1:Welcame to SusE Linux

Welcome to SUSE Linux 8.0

Linux was never easier to use

SUSE Linux 8.0 pravides a madern and comfartable Linux system. [tis
intuitive enaugh far navices, but still sufficiently flexible and powerful
far experts. Taking the SuSE taur or explaring the web pages gives an
ideaof the features included.

The Su3E four

The SUSE hame page

The free installation suppart

The extensive and infarmative

" SUSE support database

The unique Su3E hardware database

Heleage Mates

Figure 1-71 SuSE 8.0: Welcome screen

39.KDE will load, and then you will see the desktop settings wizard shown in
Figure 1-71. Click Next to accept the default settings, then click Finish to

close the wizard.

This completes the SuSE 8.0 installation process.

Chapter 1. Installing Linux

81



82 Lotus Domino 6 for Linux



Installing Domino 6 for Linux

In this chapter, we show how to check that your Linux system is properly
configured for Domino, then we describe how to install, set up, and launch the
Domino server. Along the way, we provide tips for how to make your environment
more user-friendly. For a discussion of security, see Chapter 3, “Security and
administration” on page 133; for performance, see Chapter 4, “Performance,
scalability, and troubleshooting” on page 195.
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2.1 Before you begin: Pre-installation tasks

First off, you need to make certain you have a Linux user account, as well as a
group, under which to run Domino. After booting the system, enter root for the
username, then the root password you entered during installation. Depending on
whether you elected to have X-Windows launch automatically, you will be at the
command line prompt or an X-Windows prompt. From the command line, log in
as root then type startx to begin an X-Windows session. Otherwise, log in as
root and the graphical desktop environment of your choice will load—ours is
KDE.

The bottom of a typical KDE or GNOME desktop has a task bar. Locate the shell
icon, which in KDE is a monitor with a sea shell superimposed, and click the icon
once.

Session Edit View Setings Help

[itodonéElinpaules: "> I

Figure 2-1 The Shell Konsole in KDE
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Tip: If you are accustomed to double-clicking icons in order to launch
applications, you can change the default behavior of KDE via the Control
Center. Click the Start Applications icon (first icon starting from the left of the
task bar), click Control Center, and go to Peripherals -> Mouse.

1. Check that the “notes” account exists.

Once you have the shell running, you can check for the existence of the notes
account. One way to check is shown in Figure 2-2. The tail command shows

you the last x number of lines for a file as specified by the command line
parameter. We used tail -20 /etc/passwd to view the last 20 lines of the
passwd file. The names of user accounts are kept in this file and located in th
first position of each line; you can see our account, itsodomé, listed at the
very bottom.

[ZI-+ Shell - Konsole
Session Edit

View Settings Help

e

itsosuse:™ #

itsosuse:” # tail -20 /etc/passud

ftp:x:40:2:FTP account:/usr/local/ftp:/bin/bash
firewall:x:41:31:Firewall account:/var/lib/firewall:/bin/false
named:x:44:44 :Nameserver daemon:/var/named:/bin/bash
fnet:x:49:14:FidoNet account:/var/spool/fnet:/bin/bash
odm:x:50:15:Gnome Display Manager daemon:/var/lib/gdm:/bin/bash
postfix:x:51:51:Postfix daemon:/var/spool/postfix:/bin/false
cyrus:x:96:12:TMAP daemon:/usr/lib/cyrus:/bin/bash
oracle:x:59:54:0racle database admin:/opt/oracle:/bin/bash
mysql:x:60:2:MySAL database admin:/var/lib/mysql:/bin/false
dpbox:x:61:56:DpBox account:/var/spool/dpbox:/bin/false
ingres:x:62:3:Ingres database admin:/opt/tngfu/ingres:/bin/bash
zope:x:64:2:7ope daemon:/var/lib/zope:/bin/false
vscan:x:65:65534 :¥scan account:/var/spool/vscan:/bin/false
wnn:x:66:100:Wnn system account:/var/lib/wnn:/bin/false
pop:x:67:100:POP admin:/var/lib/pop:/bin/false
perforce:x:68:60:Perfoce admin:/var/lib/perforce:/bin/false
sapdb:x:69:61:SAPDB demo account:/var/opt/sapdb:/bin/bash
dbdweb :x:70:100:0B4Heb account:/opt/dbdueb:/bin/bash

nobody :x :65534 :65533 :nobody: /var/lib/nobody: /bin/bash
itsodomb:x:500:100:ITS0 Domino: /home/itsodomb:/bin/bash

itsosuse:” #

3 vy [ ]

411

Figure 2-2 Portion of the passwd file

Those new to Linux will notice quite a few differences. Unlike a graphical user

interface, the command line interface allows you to work “more closely” with

the system. In addition to seeing the data, you see exactly how it is structured.

While it is both a strength and a weakness of the command line that it lacks
the ease of a GUI, the beauty of Linux is that you get the best of both: you ca

n
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use the command line when you wish and otherwise use the numerous GUI
programs available in a graphical desktop environment, such as KDE.

2. Check that the user group for Domino exists.

Next, we need to ensure that we created a user group for Domino and that our
account, itsodom6, is a member of that group. Those familiar with Lotus
Notes will understand the use of users and groups. The main difference is
that in Linux you cannot nest a group within another group.

To check for the group, we launch KATE by navigating to Start Application ->
Office -> Editors -> KATE (SuSE) or Start Application -> Editors -> KATE
(RedHat). KATE is a simple GUI text editor suitable for use in viewing the
/etc/group file. You can see that the group, notes, is listed at the bottom and
that our itsodom6 account is a member.

4~ fetcigroup - KEd
FEile Edit Go Tools Settings

SIS D g K
PODLIC X 52
video:x:33:

game :1x:40:

xok:x:41:

trusted:x:42:

modem:x:43:
named :x: 44 :named
postfix:x:51l:postfix
oinstall:x:54:
dba:x:55:0racle
localham:x:56 :dpbox
logmasgtr:x:57:
maildrop:x:59:
perforce:x:60 :perforce
gapdb:x:6l:zapdb

man:x:62:

intermezzo:x:63:
ugerz:x:100:

nobody :x:65533 inobody, root
nogroup:x:65534 nobody,root
notes:x:500:itsodomb

Figure 2-3 The contents of the /etc/group file.

If you look at the user file, you will notice the number 500 on the itsodom6 line
and again on the notes group line. Just as DNS is a human-friendly version of
numerical IPs, Linux associates the names of users and groups with unique
numbers so we can refer to them by name instead of number.
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In our example, we created the appropriate user account and group during
installation. If you did so as well, you can skip ahead to Step 6 on page 89.

3. Create the Linux user group to run Domino.

If the user and group do not exist, you need to launch a user manager
program. From the command line, you can run useradd, userdel, or usermod
and groupadd, groupdel, or groupmod, depending on whether you want to add,
delete, or modify a user or group. With a graphical desktop environment, you
have the use Red Hat User Manager and SuSE’s YAST2, as well as KDE
User Manager.

We used KDE User Manager because it is easy to use and is common to
both distributions. From KDE for Red Hat 7.2, navigate to Start
Application -> System -> User Manager; from SuSE 8.0 navigate to Start
Application -> System -> Configuration -> KUser. The Start Application
button is the far left button on the KDE task bar (refer to Figure 2-1 on

page 84 for a view of the KDE desktop).

First, create the notes group before adding the user. This makes the notes
group an available selection for the user account you will create next.

E u KDE User Manager - KUser *ox
File User Group Settings Help

G ¥TS BED
(Users | Groups « é

a. Click the Groups

GID | Group name | |~ tab.
41 ok
42 trusted T i
4o sted GO e | ——b. Click the second
44 named ADD button.
51 postiix Graup name: |notes ‘\
54 ninstall o

m——c. Enter the Group

Group number: |500]
95 dha . .
56 localham [ \ name, in this case
57 logmastr = =
59 maildrop notes.

B0 perfarce

B1 sapdy \d. Accept the default

62 man

63 intermezzo Group number.

100 users
65533 nohody
65534 nogroup

/1

[a]»]

Ready

Figure 2-4 Add Group with KDE User Manager

4. Create a Linux user account to run Domino.

Now that you have created the group, you can switch back to the Users tab to
create the account that will run the Domino server. When you click the first
ADD button, you will be prompted to enter the Username.
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E L KDE User Manager - KUser =0

File User Group Settings Help

— a. Click the Users tab.

Q 348 Db _
A

Users

b. Click the first ADD

{1][n] User login  [Full name

ID

button.

| c. Enter a username
with which to run the
Domino 6 Server. For
security reasons, you
might want to enter a
name other than
notes. See
Figure 2-21 on
page 99 for further

discussion.

1 hin hi

2 daeman o 4+ Enter Username |4

4 I P

§ mal M LUsername: W

9 news M

10 uucp Il |

12 games G

13 Enan v | 0K || Cancel |

25 at By

2B postgres Postgres database admin

zi mdam Mailing list agent

30 LR WWW daemon apache

31 squid W prosy souid

33 fax Facsimile agent

34 gnats Gnats GNU backtracking system [=]

36 adabas Adabas-D database admin E
Ready

Figure 2-5 Add User with KDE User Manager

Click OK to submit the name; this will bring up the User Properties window
shown in Figure 2-6.

Lis-» User Properties i [EA=TES]

User Infa r Passwaord Management r Groups ‘

Address |

New Account Options
[ Create home directory
* Copy skeleton

[~ Use Private Group

_a Click Set Password

User Login: itsodom#f T
User ld |EIJEI Set Passwnr# to enter a password
Full Name: |\TSO Doming Account : b. Enter a deSCrIptIVe
Login Shell [einsaash -~ name.
Home Directory: |floca\mmesdata =

3 ~
Office #1: | S = ~~c. Select the default
Office #2: [ BASH shell.

~ d. Enter the directory in
which you will install
the Domino Data
files. While not
required, it simplifies
administration.

Figure 2-6 User Properties

If you take a look at the Login Shell drop-down list in step ¢, you will see a lot
of options. The shell you select is a matter of personal preference. Common
shells are BASH, tcsh, and ksh. For the instructions and tips in this chapter,
we assume you selected the default BASH shell as your login shell.

Lotus Domino 6 for Linux



5. Make the user part of the group.

When you are finished with this tab, click the Groups tab. Scroll down the list
of groups until you see the notes group we created earlier. Click the check box
to make the new user a member of that group, then click OK to save your
changes and exit the KDE User Manager.

6. Check the available diskspace.

After checking that both the user and group exist and that they are correctly
associated, the next step is to double-check the available disk space. The
command df -k, and the human-readable df -h, shows the devices on the
system and usage statistics. As you can see in Figure 2-7, we have enough
space to install Domino into /opt/lotus since the /mount point has nearly 1 GB
free. Since you are going to install the Domino 6 program files to the same
mount point as the rest of the OS (this is equivalent to installing to the c: drive
on an NT system), you should have at least 500 MB free. Refer to the Lotus
Domino 6 documentation for the exact disk space requirements. If you do not
have enough disk space, the Domino installation program will detect this
condition and abort with an error message.

onsole [=][olf]|
Session Edit View Seftings Help
itsosuse:” #
itsosuse:™ # df -k
Filesystem 1k-blocks Used fivailable Use% Mounted on
fdev/sdal 3099260 1985968 955860 68% /
fdev/sdcl 78440040 335584 74119936 1% /local
/dev/sdbl 4127076 32828 3884604 1% /translogs
/dev/sdab 497829 38958 433169 9% /var H
shmf's 127732 0 127732 0% /dev/shm
itsosuse:™ # df -h
Filesystem Size Used fAvail Use% Mounted on
fdev/sdal 3.06 1.9G 933 68% /
/dev/sdcl 756 3284 706G 1% /local
/dev/sdbl 3.96 33H 3.7G 1% /translogs
/dev/sdab 486M 39M 4234 9% /var
shmfs 125H 0 124M 0% /dev/shm L
itsosuse:™ # I %
£ New'[ [P} st ‘

Figure 2-7 Two different ways to display disk usage

KDiskFree is a graphic tool to show free disk space. Invoke it by clicking

Start -> System -> File System Tools -> KDiskFree on SuSE, or Start ->
System - KDiskFree (View Disk Usage) on RedHat. The resulting display is
shown in Figure 2-8 on page 90.
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-2 e
Eile Options Help

Ic:nn| Device |Type |Size |Mnunt point ‘ Free |Fu|| Fa ‘Usage |
@ fdewscdrom  auto A fmediafcdrom 0B [ A
@ fdewrdwd auto [ fmedialdvd 0B A,
@ fdewfd0 auto A2 fmediafoppy 0B A,

4 fdewisdal ext3 3.0 GB i 949 MB 96.9% EE
& rdewrsdal extd 486.2 ME  fvar 404.1 ME16.9% I
ep| sdevisdbl ext? 1,007.9 MB translog 956.7 MB5.1% ]
ep| rdevssdol extd 39 GE focal 33GE  154% ]
& shmfs 7 B9.6 MB  sdew'shm E9.6 MB 0.0% —

Figure 2-8 KDiskFree, Graphical disk usage tool

2.2 Domino 6 server install

Once you have verified that the OS is ready, it is time to install the Domino
program files, configure the server and set up the initial databases, then launch
the server.

Important: If you are running a multi processor machine, you must be running
the 2.4.18 or above kernel.

2.2.1 Installation

You can install from a tar file, where the files and directory information have been
gathered into one file, or from a CD. This section assumes you are installing from
a CD. If you have a tar file, follow the directions that came from the download site.
Generally, you will issue the command tar -xvf to unpack the files, cd to change
to the appropriate directory, and ./install to begin. If the file ends with .gz or
another symbol denoting compression, you will need to unzip it first with gzip -d
or another appropriate program before using the tar command.

Mounting the CD-ROM drive

With the CD in the drive, you need to mount the CD-ROM device in order to alert
the system that it is in use. If you are using KDE, you can click the CD-ROM icon;
the device will automatically be mounted and the files displayed. From the
command line, it is a bit trickier. Issue mount /dev/cdrom to incorporate the
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CD-ROM in the file structure. To check where it will be mounted, type more
/etc/fstab. More, its counterpart Tess, and cat are all simple programs that can
be used to view files. Those new to Linux will quickly learn that there are
numerous programs for each task—pick the one that suits your style.

[ZJ - Shell - Konsole - ElE

Session Edit View Settings Help

itsosuse:/ # mount /dev/cdrom
itsosuse:/ #
itsosuse:/ # more fetc/fstab

/dev/sdal / ext3 defaults 1 2

fdev/cdrom /media/cdrom auto ro,noauto,user,exec 0 0
devpts /dev/pts devpts defaults 0 0

/dev/sdcl /local ext3 defaults 1 2

/dev/Td0 /media/floppy auto noauto.user,sync 0 0
proc /proc  proc defaults 0 0

ushdevfs /proc/bus/ush  usbdevfs noauto 0 0
/dev/sdbl /translogs ext3 defaults 1 2

/dev/sdab /var ext3 defaults 1 2

/dev/sda?2 swap swap pri=42 0 0

itsosuse:/ # I

e [FT]

Figure 2-9 Display of the fstab file contents

The next entry after /dev/cdrom is /media/cdrom, so we know that the CD-ROM is
now available by changing to the /media/cdrom directory. This is the default for

SuSE 8.0. For Red Hat 7.2, the default mount point is /mnt/cdrom. The same

process is used for the floppy drive: insert a floppy and type mount /dev/f1oppy.
Again, KDE provides automatic mounting and file display by simply clicking the

Floppy icon.

2.2.2 Starting the Domino server installation

Use the following steps to start the installation.

itsosuse:/ # cd /media/cdrom
itsosuse:/media‘fcdrom # ls
linux
itsosuse:/media‘cdrom # cd linux
itsosuse:/media/cdrom/linux # 1s
. .uxrmfile.txt  install license.txt script.dat sets tools
itsosuse:/media‘cdrom/Llinux # ./installl]

2y [ e

Figure 2-10 Launching the install program

1. Change to the CD-ROM with ¢d /media/cdrom (SUSE) or cd /mnt/cdrom
(RedHat).
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2. Change to the Linux folder with cd 1inux
3. Type 1s to view the directory contents (same as DOS dir).
4. Type ./install to launch it.

The ./ in step 4 tells the OS to look in the current directory for the executable
named install. For security reasons, ./ is not added to the root PATH
environment variable since you could be tricked into launching a malicious
program from a current directory, such as the /timp folder. The PATH environment
variable is the same as the PATH variable in DOS and NT.

Domino server installation steps

The Domino server installation program will launch, and you will first see the
Welcome screen.

[[J-w Shell - Konsole : [=][o][x]
Session Edit View Settings Help

[»

Domino Serwver Installation

Helcome to the Domino Serwver Install Program,

Type h for help on how to use thisz program,
Press TAB to begin the installation.

Type h for help
Type & to exit installation
Presz TAB to continue to the next screen.

[ZI=w Shell - Konsol [=][Dl[x]

Session Edit View Settings Help

[»

Domino Server Installation

A lot of new features have been added to the Rnext Domino Server,

In order to install your server correctly. please read the Domino

Server release notes first. then run your installation, Otherwisze.
you may experience problems when uzing the new features,

Type & to exit the Install program,
Fresz ESC to return to the previous screen
Press TAB to continue to the next screen,

Figure 2-11  Domino Install Welcome and New Feature Alert

Throughout the installation, you will press the Tab key to move on. (This is
comparable to clicking Next in a standard GUI). Press Tab and you will see the
second screen shown in Figure 2-11, which is simply an alert regarding the new
features available in Domino 6. Press Tab to continue.
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[C]-+ Shell - Konsole
Session Edit Yiew Settings Help

Domino Server Installation

In order to proceed with the installation of the Domino Server.
you must read and agres with the terms and conditions of the
Lotus DominosMotes Software Agreement.,

Press TAE to read the Lotus DominosMotes Software Agreement,

Type e to exit the Install program.
Pres= ESC to return to the previous screen
Presz TAB to continue to the next soreen,

[CJ=w Shell - Konsole
Session Edit View Settings Help

Domino Server Installation

fou may proceed with the installation only if you agree to the
termz and conditions of the Lotus Domino/Motes Software Agresment .

Type & to exit the Install program,

Fresz ESC to return to the previous screen,

Fresz the Spacebar to change the setting until you get the one you want,
Fresz TAE to accept a setting and continue to the next screen,

>»» Do you agree to the terms of the license agreement ?  [Yes]ll

Figure 2-12 Domino License Agreement

After you have read and accepted the license shown in Figure 2-12, press Tab.
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Session Edit Views Settings Help

Y
The existing Program directory must be specified in order for B
new Server Partitions to be created, However, existing Data
directories do not need to be listed, Any existing Data
directories that are listed will bhe installed to,. and old templates
in those Partitions will be owerwritten,
If you wizh to add more than one Partition to your existing
Domino server. select "Yes" when asked if you want to run
multiple server partitions on thiz system, Otherwize you will
only be ahle to upgrade or install one Data directory,
MWarning:
If you do not have an existing Domino Server on your systen.
please zelect "Mo" for the option to add data directories only,
Type & to exit the Install program,
Fress ESC to return to the previous screen,
Frezz the Spacebar to change the setting until you get the ohe you want,
Press TRBE to accept & setting and continue to the next screen, ]
_______________________________________________________________________________ —
>33O0 you want to install data directories only? [Mo I Il

ey (B s

Figure 2-13 Install Data directories only

You will need to select the type of server you wish to install: Utility, Messaging, or
Enterprise. To cycle through the available choices, press the spacebar until the
option you want is displayed. Since we will be using clustering, which is an
advanced service available only with Enterprise, we selected Domino Enterprise
Server as shown in Figure 2-14.

[Z]=w Shell - Konsole :
Session Edit Wiew Settings Help

Domino Server Installation

Select the tyee of installation you want,

Tupe h for help.

Type & to exit the Install program,

Pres=z ESC to return to the previous screen,

Press the Spacebar to change the setting until you get the one you want,
Presz TAE to accept a setting and continue to the next screen,

»»r Select Setup tupe @ [Domino Enterprize Server

Figure 2-14 Type of Domino server to install
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[[J=w Shell - Konsole : [=][Dl[x]

Session Edit Yiew Seftings Help
)
Domino Server Installstion ]
The optional installation feature for template files iz desigrned for
users who are installing owver a previous version of the Domino Server
and wish to keep all the previous template files, If thisz is not an
installation owver an existing Domino Server, all template files must
be installed,
Harning: To ensure proper operation of your Domino Server. we highly
reconmend installing all template files, 0Only select [Mol if you are
an advanced user and you know that thisz server already has the latest
template files, The Domino Server will not run properly without the
latest templates,
Type h for help.,
Type & to exit the Install program,
Press ESC to return to the previous screen,
Press the Spacebar to change the setting until you get the one you want,
Pressz TAB to accept a =setting and continue to the next screen. —
B (=]
»»»Do wou want to install all template files for this Domino Server? [Yes]H d
TMew Shell
& e | [
T T

Figure 2-15 Template selection

A new option with Domino 6 is the ability to install a subset of templates instead
of automatically installing every template. In general, however, you’ll probably
want to install all templates in order to take advantage of new features and bug

fixes.

If your company has customized any of the templates, evaluate the changes
made in light of the new functionality provided by Domino 6. If the customizations
are still required, you will need to apply them after the installation completes.
Press Tab to install all templates.
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session Edit View [Setftings Help

Domino Server Installation

The option to setup an ASP serwver refers to the configuration of an
Application Service Provider server, This type of zerver can only he
conf igured after an Enterprize Server installation,

Selecting "Yes" below will cause the Domino Setup program to confizure
the server appropriately for ASP functionality, Thiz will add =security
featuresz not present in a normal configuration. =o do not =zelect "Yesz"
unless an ASP configuration iz specifically reqguired for thiz serwver,

The default value iz "Mo". which iz recommended for performing server
upgrades and/or non-ASP installations.

Type & to exit the Install program,

Prezs ESC to return to the previous screen,

Prezs the Spacebar to change the setting until you zet the one you want,
Prezsz TAB to accept a setting and continue to the rnext screen,

53300 you want to configure this server with ASP functionality? [Ho

2oy [T o]

Figure 2-16 Configure ASP functionality

Press Tab.

Attention: ASP support is Application Service Provider and has nothing to do
with Active Server Pages.
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[CJ=w Shell - Konsol
Session Edit Wiew Seftings Help

[»

Domino Server Installation

The program directory iz the path where the Install program
installs the Domino program files, The Install program
automatically adds "lotusz" to the path.

Tupe h for help.

Type & to exit the Install program.

Fresz ESC to return to the previous screen,

Presz EMTER to edit a setting,

Fresz TAE to accept a setting and continue to the next screen,

Current program directory setting ¢ Jopt/lotus

Figure 2-17 Location for the Domino program files

With R5, you did not have to install the program files to /opt/lotus, but the server
required an /opt/lotus symbolic link in order to function properly. Domino 6 no
longer requires the /opt/lotus link, and so Domino 6 can co-exist with R5 (still
using /opt/lotus) or with other installations of Domino 6.

Table 2-1 Example of multiple installations

Version of Domino Program file installation path
Domino R5 /opt/lotus

Domino 6 /opt/dom6a/lotus

Domino 6 /opt/dome6b/lotus

Important: If you have Domino R5 installed on a server, then even if the
program files are not installed in /opt/lotus, you cannot install Domino 6 to that
directory. Doing so will overwrite the symbolic link and the R5 install will no
longer function properly.

For our single server, we chose to install only one version of Domino 6 and so
pressed Tab to accept the default path.
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[CJ=w Shell - Konsol
Session Edit VWiew Seftings Help

[»

Domino Server Installation

fou will now ke prompted for information on how to install one or
more Domino Dats Directories,

Fleaze note that the UNIK user and group names asked for will own
all of the data directories specified,

The system will own the program files,

Type & to exit the Install program,
Press ESC to return to the previous screen
Press TAB to continue to the next screen,

Figure 2-18 Explanation of Linux file ownership

Figure 2-18 outlines the basic file ownership concept of Domino running on
Linux. The user and group you specify will own the data and will be used to
launch the server. The file permissions for the program files, however, will be set
to root for required access to the system.

[[J=+ Shell - Konsole : [=][o][x]
Session Edit Wiew Settings Help

Domino Server Installation

‘fou can run more than one Domino Server on a =ingle computer
at & time, This feature iz called Domino Partitioned Servers,
and requires separate Data Directories for each Domino Serwver
to ke run,

Tuype h for help,

Type e to exit the Install program,

Pres=z ESC to return to the previous screen,

Presz the Spacebar to change the setting until you get the one you want,
Press TAB to accept a setting and continue to the next screen,

»>»» Do you want to run more than one Domino Server on this computer 7 [Mo Il

Figure 2-19 Partition Server option

While Domino 6 gives you the ability to run different versions of Domino on a
single server, you still have the option to partition a server. If you partition the
server, multiple instances of Domino will share one set of program files but each
installation will have a separate data directory. The new Domino 6 feature that
allows multiple installs requires separate program files, as well as separate data
directories, for every instance, and so requires more disk space than partitioning.
For our server, we chose not to partition it.
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[J=w Shell - Konsol
Session Edit View Settings Help

Domino Server Installation

The data directory iz the path where the Install program
installs the Domino data files.

Type h for help.

Type & to exit the Install program,

Pres=z ESC to return to the previous screen,

Press EMTER to edit a setting,

Pres= TAB to accept a setting and continue to the next screen,

Iiurrent data directory setting § /local/notesdata

Figure 2-20 Location for the Domino Data Directory

Press Tab to accept the default directory shown in Figure 2-20.

[CJ=» Shell - Konsole
Session Edit View Settings Help

Domino Server Installation

Flesse enter the Domino UMIX user name, This UMIX user will own the
Domino data files. and be used to run the Domino Server,

MOTE for the d4.x upgrade installer:
Domino UNIH user namelaccount name you specify here must be the same
as the existing 4.x installed data files for proper operation of Domino,

Presz EMTER to retain the current setting

or
Type a new setting and press EMTER,

Current. UNMIK user setting @ notes

Mew UMIH user setting 1 itzodonsl]

Figure 2-21 Linux user account for Domino

Since it makes it easier for hackers to break into your system if they can readily
guess an account name, you might not wish to use the default username of
notes. We opted to name our account itsodom6 since it reflects our group and the
version of Domino about which we are writing. Note that simply changing the
name of the account does not, by itself, make your installation secure.

To change the account name, press Enter, type in the user name, press Enter
again, then Tab.
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Tip: From KDE, you can switch to the KDE User Manager program, create (or
rename) the user account as shown in Figure 2-5 on page 88, then resume
the installation. You do not need to abort the install.

onsole [=][o[]

Session Edit View Settings Help

Domino Server Installation

FPlease enter the Domino UMIX growp, This UNMIH group will own the
Domino data files, The Domino UMIK user must be a member
of thiz group,

MOTE for the 4.x upgrade installer:
Domino UMIK groupdaccount group you specify here must be the zame as
the existing 4.x installed data files for proper operation of Domino.

Type h for help.

Type e to exit the Install program,

Presz ESC to return to the previous screen.

Presz ENTER to edit a setting,

Presz TAE to accept a setting and continue to the next screen,

Current UNIH group setting : notes

Figure 2-22  Linux group for Domino

Enter the name of the group you created earlier. We chose the default of notes.
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B nsol
Sess] Edit Yiesw Settings Help
qstickyI
Y
Domino Server Installation ]
four configuration of the Install program iz complete,
By continuing, the Install program will first allow
you to review your configuration settings before
beginning the installation,
Type & to exit the Install program,
Prezs ESC to return to the previous screen
Press TAE to continue to the next screen,
|
(-
[~]
Ty Shell
4] v [ [P

Figure 2-23 Configuration complete

Press Tab.
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] vy [ s

[ * shell - Konsole x
Segsion Edit View Settings Help
Y
Domino Server Installstion I
Inztallation settings:
Inztallation type 1 Domino Enterprise Server
Inztall template files : Yes
Configure to ASP Serwver: Mo
Program directory 1 Jopt/dlotus
Data directory t flocal/notesdata
UMI¥ user 1 it=odoms
UHIH group 1 hotes
Fress the Escape key to re-confizure the ssttings
or
Press the Tab key to perform the installation...
[
=]

Figure 2-24  Perform installation

Press Tab if you are satisfied with the configuration.
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[[J =+ Shell - Konsol [=][O][x]
Session Edit Wiew Settings Help

Domino Serwver Installation

Inztallation setting=:
Installation type : Domino Enterprise Server

Inztall template files : Yes

Program directory 3 dopt/lotus
Data directory : flocal/notesdata
UMIK user 1 itsodoms
UMIX group i notes
Walidating, ..

Mot checking patches for linux,

Inztalling Domino Server kits ...
The installation completed successfully,

Fleaze be =zure to login as the appropriate UNIH user
before running Domino - Do not vun as root,
itzosuseyM: " linux #

ey [F o]

Figure 2-25 Installation complete

You will be given a chance to review the information entered, as shown in
Figure 2-25. If you entered something incorrectly, press Esc (this is comparable
to clicking Back in a GUI) to correct it. When ready, press Tab to install Domino 6.
When the installation finishes, you will be returned to the command prompt.

Important: For those of you familiar with R5 or earlier versions of Domino, do
not type http httpsetup unless you don’t have X-Windows installed. Domino 6
ships with a new Java installation program that can be run locally or remotely.

If you receive an error message, you will need to fix it, then re-run the installation
from the start. A typical error message involves either incorrectly specifying the
user or group, or else failing to create the user or group before beginning the
installation. Another common error message concerns lack of disk space. You
can avoid both of these errors by following the steps outlined in 2.1, “Before you
begin: Pre-installation tasks” on page 84.

2.2.3 The CheckOS tool

CheckOS is a script used to verify that the operating system contains the
appropriate patch level in order to run Domino 6. The script is installed during
Domino installation and resides in the Lotus Binaries directory (that is,
/opt/lotus/bin/checkos).
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The CheckOS tool can also be downloaded from the Iris Sandbox at:

http://www-10.1otus.com/1dd/sandbox.nsf/Threads/192F30EDB7F28DB300256BF1004A1CC
E?OpenDocument

Running the CheckOS tool
You must be logged into the system as the root user.

Change your directory to the Lotus binaries directory. The default would be:
cd /opt/lotus/bin

Now type in ./checkos to start the script.

Note: If you get an error or the script doesn't run, check to see if you are in the
Lotus binaries directory. Also, by issuing an 1s you should be able to see the
checkos file. If the file does not exist then the install may not have completed.

CheckOS explained

First you will see a couple of lines, including a link to the latest patches, and a
line of information while the tool gathers the data. Next, the script checks and
reports which OS you are running on the system, followed by the machine type,
and filesets required for the Domino 6 server to run properly. If there are any
filesets missing, they will be reported in the section “The following OS patches
are required:” You need to install the missing patches before continuing.

£

nadrbZibranch: fopt/ lotus/bin> ./checkos

For the latest patch DB please go to hrttp://www. lotus.com/ ldd/sandbox. nst/EyipplicationMNamelNJ/ 1921
F0edb7f25db300z256bf1004alcce?Openhocment

Thi= program will check the Operating System lewvel and tell you what i= mis=ing, if anvthing.

O3 Linux 2.4.18-64GE-5MP
MACHIME: unknown
The following O3 patches are reguired:

The 02 appears to have the correct patches .
nadwbZibranch: fopt/ lotus/bin> I

Figure 2-26 CheckOS Script
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2.2.4 Setup

Now that you have successfully installed Domino 6, it is time to configure and set
up the server. Log out as root and back in under the notes user account so that it,
and not root, owns the X-Windows session.

Setting the Linux PATH environment variable

Before you begin, you are going to make a quick change to your shell
environment to make it more user friendly. If you installed Domino 6 to a different
directory than the default, you will need to replace /opt/lotus/bin with the path you
chose.

Normally, commands are given with the full path, for example
/opt/lotus/bin/server for the server executable. Linux searches your PATH
environment variable for executables, so you are going to add /opt/lotus/bin, as
well as the current directory, to your PATH. Make certain you are logged in with
the Domino user account and not as root. You can check this by issuing the
command whoami or id.

Start the KATE editor. The program automatically begins with a new file (file
needs to be called .bash_profile, as shown later) so all you need to do is enter
the following line:

export PATH=$PATH:/opt/lotus/bin:./

Note: Linux is case-sensitive, and PATH must be upper case.

This preserves the existing path and simply appends our additions.

Click File -> Save to open the Save File dialog box.
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Temparary Files

=

P IcEautharity

] bashic

.DCOPserver_iteasues__0 55

183 2002-04-24 0.

1,692

2002-04-24 0525 -re---r--

- e 83 1. Click the Home
4 49 ’@ @ @ %_@gigi @flocalfnotesdatai v| isa 83 Directory fo|der_
Name Size Date Porffissions || .
& moop |4,096 ‘2002—04—23 Iﬁng _/2. Type the new file
public_ttmi E at 4,008 2002 05:05 drarar-r-1 . 3
5 akel 4,096 2-04-23 D505 lrwesr-kr-x /1 name. . bash_proﬁ le.
@ 5 xemacs 2002-04-23 05:03 drer-xr- The . in front of the file
Dreskiop <3 Deskiop f 2002-04-24 05 26 drwer-wr-x .
4= 2] Documents 4,006 2002-04-23 0503 drwer-uy, name makes It a
J\j Sipublic_y 4,096 2002-04-23 05:03 drwgr-1 [ hidden file:
Dacuments \a Ly server_itsasuse_10 55 2002-04-24 0527 | i

.bash_profileis a
hidden file read when

P xauthariy 206 2002-04-2 i —
€] Xdetauhs 5,742 -04/63 D503 -Twe-r-r you launch a new
@.chdmap 1,308 2003/04-23 0502 -nar-r--r-
RoatDireetary | |(y xresources 5742 030433 05 D3 -twe-r—r BASH shell.
@j ] bash_history 744 002-04-24 1322 - Click Save to write the

file to disk.

Metwark

Location: | bash_profile

Eiter:  [AlFiles | [ cancel

Figure 2-27 KWrite Save File dialog box

Log out and log back in for the changes to take effect.

Note: If you started X-Windows from the startx command, make sure that
you log out and not just restart X-Windows. To log out, use the exit command
or ctrl-d.

You can check that the PATH variable was set correctly by launching a shell and
typing echo $PATH at the command prompt. To verify that you are using the
Domino server executable, type which server and check the path.

== Shell - Konsole -« g

Session Edit View Setlings Help

itsodomb@itsoredhat:™> echo $PATH
fusr/local/bin:/usr/bin: /usr/¥11R6/bin:/bin: /usr/games: fopt/gnome/bin: fopt/kd
e3/bin:/usr/lib/ java/bin:/opt/lotus/bin: ./

itsodomb@itsoredhat:™> which server

fopt/lotus/bin/server

itsodomb@itsoredhat:~> |

3oy [ sre

Figure 2-28 echo andwhich commands

Change to your Domino data directory (in our case it was the /local/notesdata
directory) before starting the Domino Server setup. You must be in the Domino
data directory when you start the server.
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Note: When the notes user account was set up, the home directory should
have been set to the Lotus Domino data path: /local/notesdata.

2.2.5 Remote setup

Note: We recommend remote setup because it gives you the ability to
download the server and certifier ID files to your local workstation.

The new Java setup also allows for remote configuration. The setup is virtually
the same as the local setup.

1. To run the remote setup, you must have installed the Lotus Administrator with
the remote server setup option (see Figure 2-29) on your workstation.

i'é" Lotus Motes 6 - Install Wizard : ﬂ
Custom Setup

Select the program Features you want installed.

Click. an an icon in the lisk below to change how a Feature is installed,

- [mFeature Descriphion =7 ]
Modem Files ‘I
Provides capability to remakely

setup a server ar bo record a

Just-in-time Debugger

Client Single Logon Feature setup script For plavback on a
Migration Tools SEFVEr,
El ------- | Darning Designer
P _I Designer Help This Feature requires OKE on
[=-- =0 = | Damino Administrakor vour hard drive.

= - | Administrakor Help Files

- ¥ | Domino Direckory W2000 Sync Sel
<= - | Admin Migration Toaols

Server Load thllltv

Remoke Serve

--------- » 'I Symbol Files For Support

l |

gt

Help | < Back I Mewxk = I Cancel

Figure 2-29 Lotus Administrator remote server setup option
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2. Logon to your server with the Domino user account (i tsodom6), change to the
Domino data directory (/local/notesdata) and start the Domino server with the
listen option (see Figure 2-30).

Important: Make sure that the system LANG variable is set correctly for your
language, that is, LANG=en_US, LANG=de_DE @euro. To set the system
variable type LANG=.

[notes@RHDOMG notesdatal$ soptslotussbinsserver -listen

.~ java -ss51Zk -cp jhall. jar:cfgdomserver. jar:Notes. jar lotus.domino.setup.Wizar
dManagerDomino -data ~localsnotesdata -listen

Remote server setup enabled on port 8585.

The Domino setup server is now in listening mode.
A remote client can now conmect to this server and configure Domino.

To connect to this server, launch the Remote Domino Setup program from a command
-prompt as follows:

From a Domino administrator client: serversetup -remote

From a Domino server: server -remote

To end this serwver, launch the Remote Domino Setup program from a command-prompt
as follows:

From a Domino administrator client: serversetup -g

From a Domino server: server -g

For more information, see the printed guide Setting Up Domino Networks and Serwve
rs.

Figure 2-30 Domino server with listen option

3. Go to a command prompt, change to the Domino Administrator programs
directory, and start the Java configurator (serversetup.exe) as shown in
Figure 2-31 on page 109.
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o C\WINDOWS' System32,cmd.exe

E:“lotuswnotesbrserversetup.exe

E:~lotus™~notesh>_

Figure 2-31 Java setup program serversetup.exe

4. Enter either the server's name or IP address in the Remote Host Address field
and click Ping. (See Figure 2-32.)

Eg_'-_%tunnect To Remote Doming Server El

FPlease provide the host name or netiwork address of the
remote semeryod wish to set up.

ﬁ Remaote Host Address: Fort:
[182.168.0.12 2585
Ik Cancel | Fing |

Figure 2-32 Connect to remote server

5. If the remote server is set up correctly and the network is functioning, then
you should see a message like Figure 2-33 on page 110.
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B3 server setup : |

@ Successfully located remote Lotus Domino semver

Address: 192.168.0.12

Yarsion: Build W60_m14_08012002KF Release Candidatel&ugust 01, 2002
Flatform: Linux

Figure 2-33 Successful ping

6. Now click OK.

Remote Server Setup for 192.168.0.12

a YWelcome to Doming Server Setupl

“ou are ghoutto set up a new Lotus Doming Semver,

Setup will askyou a few guestions and suggest default options whenever possible ta
gquickly and easily setup your Doming semer.

Setting up remote Domino server. 192.168.0.12

To continue with Setup click Mext.

Help | = Hack | Mest = I Cancel

Figure 2-34  Starting remote configuration

Click Next and you will see the screen shown in Figure 2-34.
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XA Server Setup =[]

ﬂ First or additional server? L“tu_s

Is this Doming server the first server or a stand-alone server, or should
it join an existing Domino domain as an additional server? (A Domino
domain is a collection of Domine servers and users within an
arganization).

0 Set up the first server or a stand-alone server

This will setup a new Coming Server and a new Coming damain.

ﬂ% (7 Set up an additional server

This will setup an additional Domino server intg an existing
Domino domain. This requires that the server is already
registered in the Doming Directory (You may need to obtain
additional information from your Doming administratar),

Help | = Back || Next = || Cancel |

Figure 2-35 First or additional Domino server

7. You are setting up the first server in what will be your new ITSO domain. If you
are setting up an additional server, you will be prompted to specify the
location of your server ID and the hierarchical name of the additional server.
Once you have done so, you can skip ahead to Step 12 on page 116. Click
Next to continue.
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X Server Setup

ﬂ Frovide a server name and title L“ll

You must provide a8 unique name for your new Domino server. Carefully
chogse the server name; you cannot easily change it later. By default,
Setup recommends that you use the computer's host name as the server
name.

ﬂ SEerver name: itsaredhat

For example Salesl ar salesl acme.com

Optional: Provide a short title which describes the purpose or function of
this server. (You can always change this information later in the Doming
Directary)

FE Server title: ITSC Enterprise Server

For example Corporate Sales Server 1

B[] | want to use an existing server 1D file:

Help = Back Next = Cancel
| | | 'l

Figure 2-36 Domino server name and title

8. We have set the server name to be the same as the host name. This is a good

idea for a number of reasons, one being that when a Lotus Notes client

attempts to locate a server, it will query DNS using the common name of the
server. If the common name matches the host name, the client will be able to
locate it even if the server resides in a different domain from the user’s home

server.

The title gives you an opportunity to provide a terse description of the server’s

main function or the organization to which it belongs.

Click Next to continue with the installation.
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XA Server Setup |EE

-'_ Choose your arganization name

Lotus.

The organization name is usually your company name. It becomes part of
each server and user name. Do not choose a long organization name. Far
exarmnple, instead of Acme Corporation, use Acme.

j Jrganization name: |ITSO

This server's final name wi... [itsoredhatyITSO]

A typical user name will be; notes | TEO

organization Certifier pass...  Confirm password:
;\/9 |wwwwwwwwwww | |wwwwwwwwwww

Minimum of & characters

B[] 1 want to use an existing certifier 1D file:

o —

To specify additional organization sertings click Custo... Customize...
Help | | = Back || Next = || Cancel |

Figure 2-37 Domino organization name

9. Set a meaningful Organization name, and make certain to enter a secure
password for your Certifier ID, then click Next to proceed.

If you are rebuilding your Domino domain, you can check the “l want to use an
existing certifier ID file” to do so.

Important: The Certifier ID is the key to all user and server authentication; it
should be removed from the server immediately after you have finished the
setup and stored in a secure location. You should also rename the file (it will
be named cert.id by default) to include the Domino domain name, especially if
you manage or intend to manage multiple domains. Do not forget, however,
that you will need the Certifier ID in order to create subsequent Organizational
Units (OUs). Additional OUs are useful for distinguishing people from servers,
as well as distinguishing departments or regions. You should settle on a
scheme that minimizes the number of OUs but provides sufficient detail. See
Domino 6 Administration Help for further details.
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X4 Server Setup

= Choose the Domino damain name

Az part of setting up the first Domino server, Setup creates a new Doming
damain, which is a collection of Damino servers and users that share the
same Daoming Directory.

The Domine damain name can be the same as the arganization name.
Choose a short damain name,

% Domino domain name: ITSO

For example: Acme

Help = Back Next = Cancel
| | B 'l |

Figure 2-38 Domino domain jname

10.For ease of administration and use, we made the Domino domain name the
same as the Organization name.

Tip: If you intend to have multiple domains, you should decide on a naming
scheme now and make certain the first domain conforms to the scheme you
will use for all subsequent domains.

Type the name you would like to use and click Next.
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X Server Setup |E||E|

El specify an Administrator name and passwaord L(ﬂ_lu."

To create the Administrator's |D, you must provide the administratar's
name and password. You can use the name of a specific person, or a last
name anly to create a generic Administrator |D that can be used by several

peaple.

o3 First namie: Midd. . Last name (or generic dccount na. ..

{f2 | | | [ITscAdmin |
Administrator pass... Confirm passwaord:

;\f}) |wwwwwwww | |wwwwwwww |
Minimum ef 5 characters
The Administrator 1D file will be stored inside the server's Doming. .
[] Also save a local copy of the ID file:

(11D i o ;
el [] | want to use an existing Administrator 1D file:

Help | | = Back || Next = || Cancel

Figure 2-39 Domino Administrator name and password

11.Enter an administrator name and password, then click Next.

We opted to create a generic Administrator ID and download it to our client via
a Web browser. If you intend to use the ID locally, check the “Also save a local
copy of the ID file” option so that you will have easy access to the ID. Since
the Administrator ID will have full access to the Domino Directory, we
removed the ID from the Person document after we downloaded it.

Important: Don’t select “Also save a local copy of the ID file” if you are
running a remote installation because it will try to access the local file system
on the server which you don’t have access to. There is an option later in the
remote setup to copy the ID files to your local workstation.
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X4 Server Setup (=1l

[i What Internet services shaould this Doming Server provide? L“lllg

Select the Internet services this Domino server will provide. Basic Motes
and Coming services are set up by default. (You can always change these
options later in the Doming Directory).

% Setup Internet services for

[w¥] Web Browsers (HTTP services)
[¥] Internet Mail Clients (SMTPF, PCOP3 and IMAFP services])

[w] Directory services (LDAPR services)

To customize all ather Doming services, click Customize. Customiz...

Help = Back Next = Cancel
| | | |l

Figure 2-40 Internet Services provided by Domino

12.Select all three options shown in Figure 2-40, then clicked Customize to
further refine your selections.
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X fulvanced Domino Services |E||§||E

E Tasks marked with an asterisk (*) are required for the proper gperation of
your Domino server. To enable or disable tasks, click the checkbox next to
the service.

[ Domine tasks | Task description:
[¥] *Database Replicator
[w¥] *Mail Router
[¥] *Agent Manager
[¥] *Administration Process
[v] Calendar Connectar
[¥] Schedule Manager
[w] Statistics
] CHNOP CORBA Services
] DECS Enterprise Connection Services
[] DOLS Doming Off Line Services

] Billing

Records database activity
in the log file.

[€]

v Task will be enahled.

oK || Cancel || Help ||7|

Figure 2-41 Advanced Domino services: Part |

13.We selected Calendar Connector, Schedule Manager, and Statistics to
provide the features needed for this server. You will need to consider which
services are appropriate for the server you are setting up and select only
those that you need.

Tip: You can always add a service later by modifying the ServerTasks= line of
the notes.ini or issuing a set config servertasks= command from the
Domino console. With the set config command, you need to enter every
service you would like to have running, not just the ones to add. You can see
the existing services by typing show config servertasks.
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X pdvanced Domino Services |E||§||£|

E Tasks marked with an asterisk (*) are required for the proper operatian of
your Domino server. To enable or disable tasks, click the checkbox next to
the service.

M_H| Domino tasks | Task description:
[] Billing

W] HTTP Server

[w] IMAP Server

[ 15py

[v] LDAP Server

[w] POP3 Server

[] Remote Debug Server
[w] SMTP Server

[w] Stats

[] statistic Collector
[]Web Retriever

Il

Cenerates statistics for a
remote server on demand.

W Task will be enabled.

(8] 4 || Cancel || Help ||"-'|

Figure 2-42 Advanced Domino services: Part Il

14.We selected HTTP for Web services; IMAP and POP3 for mail client access;
SMTP for native mail delivery; LDAP to provide the Domino directory to LDAP
clients; and Stats for on-demand statistics. Again, you should select only the

services you need based on the intended use of your server. Click OK, then
click Next.
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X server Setup

= Daminao network sertings

Setup has automatically detected all available netwark ports found an
this camputer based an your current aperating system canfiguration
ou can change all settings later in the Domino Directory).

@] Enabled port dri... TCRAIP

Setup suggests the host name to use in the Domino Directory for this
Domino server hased an this computer's network name.

@ Host name: itsoredhat lotus com

To custamize the network settings, click Cust... Custamiz...

Help = Back Next = Cancel
| | B |l |

Figure 2-43 Domino network settings

15.The auto-detect correctly determined our network port and host name, as
shown in Figure 2-43. We then clicked Customize to enable encryption; you
would also click Customize to correct the detected network ports.
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X Advanced Hetwork Setfings IIEIIEE

To enable a network part driver on this Domino server, click the checkbox
ﬁ] and provide a host name. To edit the host name or change options, click
inside the row.

|  Motes Port Driver | Host Name (Editable) | Encrypt | Compress
[w] TCR/IP itsoredhat.lotus.com [w] [

W Port driver will be ena...

@ Type the fully qualified internet host name for this Domino server:

|itsoredhat.|otus.com |

For example: hostl. acme.cam

(5] % || Cancel || Help |

Figure 2-44 Domino advanced network settings

16.We checked “Encrypt” for the network traffic in order to guard against anyone
“sniffing” the packets during transmission. For a WAN server with sufficient
processing power and memory, we would have selected the “Compress”
option instead. Click OK, then click Next.
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X

-

Server Setup |

Secure your Domino Server

Lotus.

Toincrease security and prevent unauthenticated access of databases from the
Internet, Setup recommends to configure Access Control Lists of all databases and
termplates to prohibit Anonymous access.

[¥l Prohibit Anonyrmous access to all databases and templates

For better managability and administration, Setup will add the system group
"LocalDomainAdmins" with "Manager" access to all databases and templates.

[w] Add LocalDomainAdmins group to all databases and templates

(If you are not sure, leave both options selectad)

Help <= Back || Next > || Cancel

Figure 2-45 ACL settings

17.To increase security, ensure that the two security boxes in Figure 2-45 are

checked (this is the default) and click Next.
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Remote Server Setup for 192.168.0.12

a Make optional copies of ID files L[ﬂ]_lg

Semer Setup will create these new 1D files:

[flocalinotesdatalserver.id]
[Mocalinotesdata/cert.id]

These |D files will be stored on the server. To make additional copies ofthese D files,
click the checkbhox below and specify where ta store them. Otherwise, click Mext.

¥ {'want to make additional copies ofthe ID files: Browse...

——

EMotusinotess

To continue with Setup click Mext.

Help = Back 1 Mext= - Cancel

Figure 2-46 Copy ID files

18.The remote setup allows the server and certifier ID files to be copied to the
local workstation.
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Remote Server Setup for 192.168.0.12

a Please review and canfirm your chosen server setup options

Flease review the following options you have chosen for your Domino server setup:

Setting | Current selection |
Remote server name itsoredhat/T30
Server type Set up the first server or a stand-alone server
Data directory ar partition focalinotesdata
Organization narme: T80
Domina damain name: TS0
ACL Frohibit anonymous access to all databases and templates.
Systern Group LocalDomainAdming created with "Manager access to all templates a...

To make any changes, click "Back”.

To setup your server with the above options, click"Setup”.

Help | = Back

Figure 2-47 Remote server setup

Cancel

19.When you are satisfied the information is correct, click Setup to finish the
process.

Click Yes to stop the Domino server command in the listen mode (see
Figure 2-48).

]
Server setup

Figure 2-48 Stop the Domino server
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2.2.6 Local setup

Running the setup locally on the server is slightly different than running the
server remotely. The difference lies in the steps necessary to start the setup
program. But once setup is running, the process is identical to the remote setup.

1. Log in as root to the graphical desktop environment of your choice. Most
people use KDE or Gnome. Then add your server to the access control list of
xhost. This will give permission to your server to send a display to your
screen.

/usr/X11R6/bin/xhost <hostname>

2. Switch to the user account for Domino and set the DISPLAY environment
variable to your local screen.

su - <Domino user>
export DISPLAY=<hostname>:0

3. Make sure that you are located in the data directory and launch the server:

pwd
/opt/lotus/bin/server

XA Server Setup =[]

El Welcome ta Doming Server Setup! L“tlls

You are about to set up a new Lotus Domino Server.

Setup will ask you a few questions and suggest default aptions whenewver
possible to quickly and easily setup your Doming server.

To continue with Setup click Mext.

Help | ' : Next = || Cancel

1
Figure 2-49 Domino 6 Welcome screen
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4. The server will detect that the notes.ini is new and so will launch the Java
Server Setup program. Click Next to continue. The rest of the steps are
similar to those described in 2.2.5, “Remote setup” on page 107.

Re-running the Domino server setup

If you need to re-run the setup from scratch, you can remove all lines from the
notes.ini after the CleanupScriptPath= line.

This, of course, means you’ll lose all previously configured information and
customized notes.ini settings.

“ﬁ i Shell - Konsole <3» "
Session Bdit View Setlings Help

linux:ftranslogs jhedford # head notes,ini -
[Motes]

Directory=/local/notesdata

it Type=2

UzerHame=

Companytame=

MotesProgran=,opt / lotusMotes 0000, 1 inux

ASPInstall=0

CleanupScriptPath=/opt/lotus /noteslastest./ Linux/nsd,sh -batch
lirx: ftranslog/ joedford # [

[4]»]

13 ey [ vt

Figure 2-50 Re-running setup

2.2.7 Starting the Domino server

To start the server, launch a shell (refer to Figure 2-1 on page 84 for instructions),
change to your Domino data directory (in our case it was the local/notesdata
directory) and type server at the command prompt. If you have not customized
your shell environment as shown in “Setting the Linux PATH environment
variable” on page 105, you will need to supply the full path in order for Linux to
locate the executable.
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This will start the server in the foreground, and Domino will create the initial
databases required for operation and for the enabled services. As with any Linux
program running in the foreground, you will need to leave the shell window open
until the program is complete. Normally, we append & to the command line to run
the server in the background so that we can exit the shell and log off. The idea of
a service in NT is a mirror of the UNIX concept of running a task in the
background.

Once the initial tasks are finished and you have verified that there are no errors,
type quit to exit the server so you can take a look at the new Java console.

Java Domino console
To start the server with the new Java console, issue the following command:

server -jc &

This command will launch all three components: the Domino Server itself, the
Domino Controller, and the Domino Console. For those of you familiar with the
Win32 Domino Administration client, you will recognize the interface.

Note: Java Domino Console is new to Domino 6 and it replaces the cconsole
that was the built in console program in Domino R5. The cconsole command
is still available if you don’t have access to a GUI system. See the Lotus
Domino R5 for Sun Solaris 8 redbook for more information on the cconsole
command.
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X Dornino Console [BLE
File Edit Wiew Commands Help
User: 'I(_)ca'lm:lmin —
| e Platform: Linux B
] Sarvear: itsoredhat.lTotus.com n
| e R e s -
i‘(EJ_J'(MJZSJZOOZ 01:07:03 PM  Database Server started e
i 04/25/2002 01:07:03 PM  Calendar Connector started
047252002 01:07:03 PM  Jtsoredhat/ITSC0 is the Administration Server of the Domine Direct
04/25/2002 01:07:03 PM  Stats agent started
047252002 01:07:03 PM  Schedule Manager started
047252002 01:07:03 PM  Maps Extractor started
i04/25/2002 01:07:03 PM DECS Server started
04/25/2002 01:07:04 PM  Mail Router started for deomain ITSO
?04!25I2002 01:07:04 PM  Router: Internet SMTP host itsoredhat in domain lotus.com
i04/25/2002 01:07:04 PM Agent Manager started
047252002 01:07:05 PM  Schedule Manager: Informational: Detailed schedule information c
047252002 01:07:05 PM  5chedMgr: Walidating Schedule Database
042572002 01:07:05 PM  HTTP Server: Using Web Configuration view
04/25/2002 01:07:05 PM  SMTP server: Started
042572002 01:07:05 PM  J¥M: Java Virtual Machine initialized.
042572002 01:07:05 PM  HTTP Server: Java virtual Machine Toaded
042572002 01:07:05 PM Domino Off-Line Services HTTP extension (Rnext Beta Release) Tloal
042572002 01:07:05 PM  HTTP server: DSAPI Domino Off-Line Services HTTP extension Loade
042572002 01:07:06 PM  J¥M: Java Virtual Machine initialized.
0472572002 01:07:06 PM  AMgr: Executive '1' started
0472572002 01:07:06 PM  LDAP Server: Started
0472572002 01:07:06 PM LDAP Serwver: Serwving directory names.nsfT in the lotus.com Intern
047252002 01:07:06 PM LDAP Schema: Started loading...
047252002 01:07:06 PM Administration Process started
04/25/2002 01:07:07 PM  SchedMgr: Done walidating Schedule Database
04/25/2002 01:07:08 PM  HTTP Serwver: Started
047252002 01:07:09 PM Maps Extractor: Building Maps profile
047252002 01:07:09 PM  Maps Extractor: Maps profile built 0K
047252002 01:07:09 PM LDAP Schema: Finished leading
047252002 01:07:10 PM LDAP Server: Started wverifying directory tree on "names.nsf"...
047252002 01:07:10 PM LDAP Server: Start-up completed, ready to service protocol reque
|04/25/2002 01:07:10 PM LDAP Server: Finished werifying directory tree on ‘names.nsf’ x|
(R : [¥]
Damino Command: | | | send |- | Commands ... |-
L I

Figure 2-51 The new Domino console

Essentially, the Controller runs on the server and listens for connection requests
from the Console. When it receives a connection request, it authenticates the
connection using information that it has cached from the Domino Directory then
allows access to the server and the Linux environment according to the rights
granted in that particular server document.

In this case, we launched the Java console as part of the initial server startup
and so were granted rights as a local administrator. However, you can start the
Domino Console at any time, and it can be run locally or remotely.

To see how this works, go to File -> Disconnect Controller and disconnect from
the server. Next, select File -> Exit to exit the Domino Console. Remember, if

you type exit or quit at the Domino Console prompt, you will instead cause the
Domino server to exit.

Chapter 2. Installing Domino 6 for Linux 127



128

At this point, the Domino Console has quit, but the Domino Server and Controller

are still running. If you would like to verify that the server is up, you can type ps
-A | grep server (you can replace server with another Domino task, such as
replica) at the shell command prompt. To see if the Domino Controller is still
listening, type netstat -a | grep 2050. If you have changed the default port,
you'll need to substitute the port you are using for 2050.

@ i root@itsoredhat:~ - Shell - Konsole = o

B

Session Edit View Semings Help

[root@itsoredhat rootl# netstat —-a | grep 2050

tep 0 0 itsoredhat.lotus.c:2050 #:= LISTEN
[rootRitsoredhat root# ps -A | grep server
1988 ? 00:00:00 ksmserver

4905 pts/2 00:00:03 server
4914 pts/2 00:00:00 server
4915 pts/2 00:00:00 server
4916 pts/2 00:00:07 server

S [FT

[»

[« ]

Figure 2-52 ps and netstat output

Tip: When in doubt about what a Linux command does, for example ps, you
can type man ps to view an on-line manual page. If you are uncertain what the
command you need is, you can try man -k <keyword>. This will search the
manual page descriptions for the keyword you specified.

From a shell, type jconsole to launch the Domino Console.
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X+ Domino Console = o x|
File Edit Wiew Cemmands Help

User: Pause
Platfarm: You are not connected to any server i i
Server:

Passwaord

E Lagin: [TTs0Admin
. WWWWWWWW'

Server: i tsoredhat/ITa0
Fort: 2050

Cancel

Domina Command: | | | send Commands ...

Figure 2-53 Connecting to the Domino server

Enter your Domino user name, password, and the name of the server to which
you would like to connect. We connected to the same server, but you can use the
Domino Console to connect to any Domino server for which you have
administrator privileges.

The Administrator field located in the Domino Directory server document grants
you the right to issue all Domino console commands, including quit and restart
server, but does not allow the use of shell commands. This will allow you to carry
out all normal Domino server administration, but should you desire additional
rights, you could consider adding your username to the Full Access
Administrators field in the Domino Directory. However, this field grants extensive
rights and is not required for most administrative tasks. In general, only a single
ID with multiple passwords should be entered into the Full Access Administrators
field to protect the integrity of your domain.
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Even when the Domino server has been shut down, you can start it again, as
long as the Domino controller is still running. All the data between the jconsole
and the controller is encrypted using SSL.

Starting Domino from a script

We recommend that you start Domino from a script. This will ensure that the
server is always started when the system is rebooted. Starting Domino via a
script is akin to the service feature available with Windows NT. The advantage of
a script over a pre-defined GUI is that you can configure the script to carry out
specialized tasks, as well as start Domino in the manner best suited to your
operating environment.

The startup script included here can be downloaded from the redbook website.
See more information on how to acquire the script in Appendix B, “Additional
material” on page 445.

To install this script on your Linux system:
1. Log in to the system as root.

2. From a shell command line, navigate to /etc/init.d (issue the command cd
/etc/init.d)

3. Copy the Domino file from the website into this directory via ftp or ssh, or else
create a new file with your favorite editor and paste the text of the script into it.

4. Once you have copied or saved the file—it should be named domino—you
need to set the permissions and the owner. These should be the same as the
other files in the /etc/init.d directory. This is usually root:root for the owner and
group and -rwxr-xr-x for file permissions.

You can learn more about file permissions and ownership in “File
permissions” on page 135.

5. Issue the command chkconfig --add domino to register the script with the
Linux startup process.

Here is the startup script for Domino 6. Remember that this script assumes you
will be using the performance enhancements described in 4.1.2, “Linux
scalability” on page 208.

The domino startup script is meant to be run automatically during system
startup. If you need to restart Domino without rebooting the entire system, use
the startserver script, instructions how to obtain the script are included in the
Appendix B, “Additional material” on page 445. The startserver script should be
placed in the Domino data directory and given execute permissions as outlined in
Step 4. However, the owner should be the Linux account used to run Domino
and the script should be started by that account as well.
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Example 2-1

#1/bin/sh
# A startup script for the Lotus Domino 6 server

chkconfig: 345 95 5
description: This script is used to start the domino \
server as a background process.\

Usage /etc/init.d/domino start|stop

This script assumes that you are using the performance tweaks

detailed in the Domino 6 for Linux redbook and that these tweaks

are stored in a directory called T1ib 1in the Domino Data directory.

If you are not using these tweaks, you should replace the line starting with
su - $DOM_USER -c “LD_PRELOAD...

with the following Tine
su - $DOM_USER -c “$DOM_PROG/server -jc -c® > /dev/null 2>&1 &

H I3 = I I H I I ¥ I ¥ H I

# You should change the 3 following variables to reflect your environment.

# DOM_HOME is the variable that tells the script where the Domino Data resides
DOM_HOME=/Tocal/notesdata

# DOM_USER 1is the Linux account used to run the Domino 6 server
DOM_USER=notes

# DOM_PROG is the location of the Domino executables
DOM_PROG=/opt/1otus/bin

start() {
echo -n “Starting domino:
if [ -f $DOM_HOME/.jsc_lock ]; then
rm $DOM_HOME/.jsc_lock

fi
su - $DOM_USER -c
“LD_PRELOAD=$DOM_HOME/1ib/1ibpthread.so.0:$DOM_HOME/1ib/1ibrt.so.1;export
LD_PRELOAD;$DOM_PROG/server -jc -c” > /dev/null 2>&1 &
return 0

}

stop() {
echo -n “Stopping domino:
su - $DOM_USER -c “$DOM_PROG/server -g”
return 0

}

case “$1” in
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start)
start

stop)
stop

*) 2
echo “Usage: domino {start|stop}”
exit 1

esac
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Security and administration

In this chapter, we describe the basics of Linux and Domino security and what
you can do to achieve an appropriate level of security. We touch on physical,
system, and network security for Linux, then discuss partitions, scripts, and
scheduling jobs. For Domino, we review steps you should take to secure your
new server, then discuss the enhanced Web administration client and the new
Domino Controller available with Domino 6.
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3.1 Linux security

In this section, we focus on security at the OS level. After you install the OS, the
first step is to secure your server so you will not install subsequent applications
on an already compromised server.

Because of expanding global communications and internet connectivity, more
and more people have access to your servers, and not all of these people have
good intentions. Therefore, you need to protect your servers from attacks and at
the same time grant access to those who need it. Keep in mind that no server,
regardless of the OS, is completely secure; all you can do is make it increasingly
difficult for someone to compromise your servers.

The levels of security that we discus in this chapter are:

» Physical security

» System security

» Network security

» Backup security

3.1.1 Physical security

The first step in securing your server is limiting physical access to the machine.
Consider all of the following:

» Lock the server in a special room to which only administrators have access.
» Lock the server console with a password.

» Lock your case. This way no one has easy access to the inside of your
computer. Otherwise, someone could insert another hard drive, boot from it,
and potentially gain access to the other drives in the system.

» Secure the floppy and CD-ROM. After you install all the software, consider
removing the floppy and CD-ROM from the BIOS boot list.

» Lock the BIOS setup utility with a password.

Attention: If you enable a power-on password in BIOS, then your system will
no longer reboot automatically in the event of a power failure.

3.1.2 System security

Not every user on the system needs root access. Though it is easier to work as
root, you should grant root access only to those administering the server. If a
user does not need access to a resource, you are better off not granting access.
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File permissions

In Linux almost every resource (files, directories, symbolic links, disks, modems,
and so forth) is considered a file, and file permissions give access to the
resource. From a shell, you can view the permissions of a file if you issue the
command Is -1 at the command line, as shown in Example 3-1.

Example 3-1 Example of file permissions for /etc/passwd

# 1s -1 /etc/passwd
-rw-r--r-- 1 root root 873 Apr 4 15:27 /etc/passwd

This command gives the long listing format of the file /etc/passwd. In addition to
the name of each file, it prints the file type, permissions, number of hard links,
owner name, group name, size in bytes, and time stamp (by default this is the
modification time). The type and the permission is the cryptic string of letters and
dashes at the beginning of the line. The first character of the 10 character long
code is the type of the file; in this case it is a dash which means this is a plain file.
The possible file types are:

- Plain file

d Directory

1 Symbolic link (like a Windows shortcut)

b Block device (drives)

c Character device (terminals, modems)
The next nine characters describe the permissions on the file. They are
organized in groups of three. The first group gives the permissions of the owner
of the file (in this case the user root), the second the permissions of the group (in
this case the group root), and the last three characters give the permissions for
any other user on the system.
A group of three characters is built as follows:
» First character is an r which means permission to read the file.
» Second is a w which stands for write permission.

» The last character is x for execute rights on a program or list rights if the file is
actually a directory. Also s, S, t, and T are possible values for this character,
but these permission are less frequent and beyond the scope of this book.

In our example, the permissions -rw-r--r-- root root mean read and write
access for the user root, read rights for anyone who is a member of the group
root, and read rights for any other user on the system.
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On a Linux system, ordinary users only have write access to their $HOME
directory (also known as ~) and the /tmp directory. This is different than on
Windows NT systems, where every user has access to all the disks except where
access has been specifically denied. Since the Domino server runs as an
ordinary user under Linux, you have to be sure that ownership of files and
directories is set correctly.

For example, if you want to enable transaction logging, you have to make sure
that the directory where the logs are stored is owned by the user who runs the
Domino server. Let’s say the disk that will contain the transaction log files is
mounted under the directory /translogs. The ownership of this file, if created
during installation, is root.root, so we have to change it. Log in as root, go to the
top level directory (the / directory), and change the ownership as follows with the
chown command:

# chown itsodom6.notes translogs

The user itsodom6, which is the user who runs the Domino server in our
example, is now the owner of the directory /translogs. This makes it is possible to
enable transaction logging for Domino.

Passwords

Passwords are an ubiquitous means of security, and every company should
determine and set password rules based on their security requirements.

Each password has to be chosen with care. There are two components of
password strength:

» Quantity - This is simply a minimum number of characters required before a
password is acceptable.

» Quality - This is a more complex requirement that dictates the password must
contain a combination of lower and uppercase letters, numbers, or other
symbols.

In Linux, the default password length is five, but there is also a maximum length
of eight. However, this can and should be changed. Linux offers a range of
options to guard against weak passwords and we detail a number of them in this
section. There are also many printed references, as well as Linux websites.

Password settings in SUSE 8.0

SuSE 8.0 has a tool for system administration that is like the Control Panel in
Windows: Yet another Setup Tool (YaST2). This tool can be used either in text
mode or in graphical user mode.

Note: You have to be logged in as root to have access to all areas of YaST2.
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To quickly change the password settings, you can use the graphical YaST2. Click
Start Application -> System -> YAST2, click Security and Users, then
Security Settings as shown in Figure 3-1.

¥aST2 Control Center @ linuxSuSE

p Control Center

Software c
Create a new group Create a new user

Harchware

% Edit and create groups % Edit and create users
[ Metwork/Basic

1 Network/advanced . i
_& Firewall -Lirity Settings
[ ]

o ] )

a‘r’

B Q@

Security and Users

d

r.};,@’ System
@ Misc
I Help ]I Search ]

Figure 3-1 Security settings in SUSE 8.0

Check Custom Settings and click Next to display the Password settings window.
You have a number of options regarding passwords. Here are our
recommendations, shown in Figure 3-2 on page 138.

» Enable “Checking new passwords.”
» Enable “Plausibility test for password.”
» Enable “Activate MD5 encryption for passwords.”
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X * YasST2@linux SuSE

In this dialog, change various Password settings
password settings. These

settings are mainly stored in the

“ietcdogin.defs" file.

Checking new passwords

It is wise to choose a password

that cannat be found in & Checks

dictionary and is not a name ar ; i O Checking new passwords
X o A :

it testiof password,

M Activate MDS encrgption for passwords

— Password length

Minimum Maximum
ls ] les S
— Days of password change warning

Minirmum Maximum
I ENE =

Daus before password expires warning:

5 [_Back ] Abort | et

Figure 3-2 Password settings

There are a lot of opinions regarding minimum password length; the consensus
seems to be that the password length should be at least six characters but seven
and eight are also recommended. The root password should certainly be eight or
more characters in length. Table 3-1 on page 139 shows different password
lengths and the respective total possibilities if no restrictions are in place. As you
can see, the use of just lowercase letters in a password seriously reduces the
number of possible combinations.

In addition to minimum length, you should also change the maximum length to a
much higher number than 8; we opted for 64 as shown in Figure 3-2.
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Table 3-1 Password length and total possibilities

Password length Combinations using Combinations using
lowercase letters (26) letters, numbers, and
special characters (94)

5 11,881,376 7,339,040,224

6 308,915,776 689,869,781,056

7 8,031,810,176 64,847,759,419,264

8 208,827,064,576 6,095,689,385,410,816

Next, you should require your users to change their passwords periodically.
Remember, however, that if you make users change their password too often or
you require too many characters for the minimum password, it will often result in
the user writing down the password, thereby defeating your overly stringent
security measures. Twice a year seems a reasonable compromise, so we set the
Maximum for “Days of password change warning” to 183.

Attention: During our use of YaST2, the “Days of password change warning”
was not set correctly. You can verify that your changes have been saved by
viewing the /etc/login.defs file, as detailed in “Password settings in Red Hat
7.2” later in this section.

You can then click Next to view the remaining security options. We elected to use
the default settings, which include a three second log-in delay for failed attempts
and a record of each failed attempt.

Tip: If you want to increase security even further, investigate switching to
Kerberos authentication. There are many sources to learn more about
Kerberos, for example, the Kerberos pages of MIT at:

http://web.mit.edu/kerberos
Another good source is the Linux Security HOW-TO, which you can find along

with numerous other helpful documents at the Linux Documentation Project
website at:

http://tldp.org/docs.html

Password settings in Red Hat 7.2
For Red Hat 7.2, log in as root and modify the /etc/login.defs file directly using
KATE, as shown in Example 3-2 on page 140.
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If your company already has a Linux security policy, make certain to utilize it in
conjunction with our recommendations.

Example 3-2 /etc/login.defs file

# Password aging controls:

#

# PASS_MAX_DAYS  Maximum number of days a password may be used.

# PASS_MIN_DAYS  Minimum number of days allowed between password
changes.

# PASS_MIN_LEN Minimum acceptable password Tength.

# PASS_WARN_AGE  Number of days warning given before a password expires.
#

PASS_MAX_DAYS 183
PASS_MIN_DAYS 0
PASS_MIN_LEN 6
PASS_WARN_AGE 14

Next, you can type setup at the command prompt to verify that you have enabled
MD5 passwords.

1. Select Authentication Configuration by pressing Enter.

2. Use the Tab key to navigate to the Next option and press Enter. This will
display the screen shown in Figure 3-3 on page 141.

3. Make certain that both “Use Shadow Passwords” and “Use MD5 Passwords”
are selected. (You can use the spacebar to select and deselect options.)

4. Press Tab until OK is highlighted; press Enter to accept.
5. Quit the setup program.
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Figure 3-3 Authentication Configuration for Red Hat 7.2

Network security

In this section, we cover both basic and advanced network security. For more
information, visit the following Web site:

http://www.linuxsecurity.com

Basic network security

In the UNIX system world, software that is able to connect to (exchange
information with) other software on the same system or another system is called
a daemon. Usually, the daemon listens on a specified IP and port; the Domino
server listens on port 1352. A server normally has many daemons running at the
same time, such as the ftp daemon, telnet daemon, and so forth. Through these
daemons, another system can connect to the server and exchange information.

Daemons are divided into two categories: those started by root user; and the
rest, started by other users. The daemons started by root listen on ports below
1024.

If a daemon has a programming “bug” or there is an unusual circumstance, such
as information coming too fast for the daemon to handle or reception of a
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command it should not receive, the daemon may crash. When a daemon
crashes, it often returns a prompt without requesting a password and whoever
was connected at that time with the daemon now has the prompt. If the daemon
was started by root, then when it crashes, it returns a root prompt, which is very
dangerous. Minimizing the number of daemons run by root is an important step
in securing your server.

After the installation of Linux, there are many ports open by default because a
number of daemons are automatically started. To increase security, as well as
performance, you should stop daemons that you do not need.

In Table 3-2, we explain some of the frequently used services available for Linux.
On a Domino server, you will not need to run many of these daemons. In the
table, the column labeled Enable? indicates whether or not we recommend this
daemon for a Linux Domino 6 server.

Tip: You can always enable a service, such as ftpd, when you need to
transfer files and then disable it when you are done.

Table 3-2 Linux daemons

Name of the | Enable? | Observations Port

service

crond Yes It runs user-specified programs at periodically N/A
scheduled times. It it useful for log rotation, for
example.

ftpd No This is an ftp (file transfer protocol) daemon 21

common on SuSE. Use it to move files from one
server to another. You can use the scp command
with an SSH shell.

gpm Yes It adds mouse support to a text console. N/A
httpd No Linux web server. 80

ipchains No Firewall tool. N/A
iptables No Firewall tool. N/A
keytable Yes It loads the selected keyboard map. N/A
kudzu No This runs a hardware probe akin to plug and play. | N/A

After you install your server hardware, you can
turn this off.

Ipd No Print daemon. 515
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Name of the Enable? | Observations Port
service
network Yes Activates/Deactivates all network interfaces
configured to start at boot time.
nfs No A file sharing protocol across TCP/IP. 2049
sendmail No An SMTP server. 25
snmpd No A management protocol. You should enable this | 161
daemon only if you have implemented SNMP.
ssh Yes A secure shell for remote administration. Useitto | 22
remotely administer the server from a shell.
syslog Yes The facility by which many daemons log N/A
messages to various system files.
telnet No A shell for remote administration. Use SSH for 23
secure remote administration.
wu-ftpd No An ftp (file transfer protocol) daemon common on | 21
Redhat. Use it to move files from one server to
another. You can use the scp command with an
SSH shell.
xfs Yes The X Font Server. N/A
xinetd Yes Runs other daemons on demand. N/A

Starting and stopping daemons
Starting and stopping daemons can be done by logging in as root to KDE and
launching the SysV - Init Editor by selecting Start Application -> System ->
Configuration -> SysV Init Editor on SuSE or Start Application -> System ->
SysV Init Editor on RedHat. (See Figure 3-4 on page 144.)
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Figure 3-4 SysV Init Editor

Before using the SysV Init Editor you should first understand runlevels. Windows
really has only two runlevels: Recovery and Normal. Recovery is only used when
there is a problem with the system. Most of the time Windows runs in Normal
mode.

Linux usually has six runlevels. Runlevel 0 is used to shut down the server;
runlevel 6 is used to restart the server. Runlevel 1 (Single user mode) is used like
the Windows recovery mode. Most systems normally run at runlevel 3 (command
line) or runlevel 5 (X-Windows).

The top row of boxes in Figure 3-4 shows the services that will start when the
system enters each runlevel, the bottom row of boxes show what services will be
stopped when the system enters that runlevel.

Note: A service should not appear in both the Start and Stop boxes for a
runlevel.
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Figure 3-5 Properties for a service

To stop/start a service, click on the service (see Figure 3-5) and then go to the
Service tab and click the Start or Stop button (see Figure 3-6 on page 146).

To prevent a service from starting when entering a runlevel, drag and drop the
service from the runlevel to the Trashcan.

To start a service when entering a runlevel, drag and drop the service from the
Available Services list to the start box of the appropriate runlevel.

To stop a service when entering a runlevel, drag and drop the service from the
Available Services list to the start box of the appropriate runlevel.

Tip: It is a good idea to have the Domino service in the stop boxes for
runlevels 0 and 6. This ensures that the Domino server shuts down cleanly
when the system is shut down or rebooted.
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Figure 3-6 Start/Stop a service

Showing running daemons

To see what daemons are listening (accepting connections) on your server, log in
as root and issue the command netstat -a | grep "LISTEN " as shown in

Figure 3-7. In this way, you can always check to see if your daemons are
listening.

Note: Linux is case-sensitive, so LISTEN must be upper case in this example.
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Figure 3-7 netstat-a | grep "LISTEN " command output

Securing daemons
If you need a daemon to run and want to control who can connect to your
machine and who can’t, use the files /etc/hosts.allow and /etc/hosts.deny.

In the file /etc/hosts.allow, you can set who can connect to your machine on
different ports, as shown in Example 3-3.

Example 3-3 The /etc/hosts.allow file

# cat /etc/hosts.allow

sshd: 192.168.1.0/255.255.255.0

sshd: 192.168.234.0/255.255.255.0
in.ftpd: 192.168.0.0/255.255.0.0

This means only clients with an IP address between 192.168.1.1 and
192.168.1.254 or 192.168.234.1 and 192.168.234.254 can connect to the ssh
server, while only those with an IP address between 192.168.0.1 and
192.168.255.254 can connect to your ftp server.

In the file /etc/hosts.deny, you can set who is not allowed to connect to your
machine on different ports, as shown in Example 3-4.
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Example 3-4 The hosts.deny file

# cat /etc/hosts.deny
sshd: 10.10.10.0/255.255.255.0
in.ftpd: 10.10.99.0/255.255.255.0

This means clients between 10.10.10.1and 10.10.10.254 cannot connect to the
ssh server, while clients between 10.10.99.1 and 10.10.99.254 cannot connect to
the ftp server.

Tip: For best security practices the /etc/hosts.deny should contain all: all deny.
This means that nobody can connect to the daemons protected by tcpd (see
man tcpd) unless they are in the /etc/hosts.allow.

Tip: Use the ssh daemon instead of the telnet daemon because SSH
encrypts all the data between your client and server. You will need an SSH
client if working from a Windows machine; you can find one free, such as the
versatile PUTTY and its companion product PSCP (PuTTY Secure Copy), on
the Internet. A good use of PSCP is to copy the cert.id file from the Domino
server to a workstation. For more information, see:

http://www.chiark.greenend.org.uk/~sgtatham/putty

Advanced network security
If you want to remotely administer servers in a very secure manner, use a
different physical network if possible. In other words, use different network
adapters and different switches.

Note: The administrative network does not have to be a high speed network.
You can use older hubs or switches.

If you create a separate network for administration, you will have the following
advantages:

» You don’t have to worry about someone stealing your password.

» You can update your software through the administration network so your
client will not notice a performance decrease.

» In case your high speed network fails, you can use the administrator network
for a short period of time.
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Firewalls

To increase the security of the internal network and to protect servers from
anyone who tries to steal or destroy your data, we recommend that the network
and the servers be connected to the Internet through a firewall system. Firewall
software is a network filter between your network and the Internet. All traffic to
and from the Internet should pass through at least one firewall. For example, the
firewall software is responsible for stopping all the requests coming in to your
servers that are not addressed to the servers, and to stop some of the requests if
the server cannot handle all the requests (also called flooding).

We recommend that you implement a firewall system in your network to protect
your data. Figure 3-8 is a simple illustration, where the network is separated in
two. One segment, typically referred to as a DMZ, has servers that need special
access to the Internet. The second network is the internal LAN, where the most
important data resides.

DMZ

Firewall 1 LL DNS Domino HTTP Domino SMTP Domino App

Firewall 2 | L

Figure 3-8 Firewall system
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There are commercial firewall solutions and open source firewall solutions. Linux
has a firewall solution that is very secure and very fast: iptables/netfilter. Some of
its features are the following:

Packet filtering

Content filtering

MAC address filtering

NAT (Network Address Translation)
Anti-flooding procedures

Many, many other features

vVvyvyvyYyy

Note: For more information about netfilter, refer to the following website:
http://netfilter.samba.org

Backup security

Another method to gain access to your information is by stealing your backup
tapes. In this way, it is possible for someone to read your information, but not to
modify it.

There are two ways to back up your server:

» A tape or a library directly attached to your server

» A backup server with a tape or library attached to it

Make certain to lock your tapes in a safe place, and if you are using a backup
server, be sure to use a username and a password to back up or restore your

files. See “Backup” on page 425 for more information about backing up your data
and about different backup solutions.

Operating system patches

Both SUSE and RedHat provide easy ways to keep you system up-to-date with
the latest security patches. See YaST2 for SUSE and RHN (RedHat Network)
RedHat for more information.

3.2 Linux administration

It is not difficult to administer a Linux server. In this section, we discuss basic
administrative tasks, such as creating a partition, creating a file system, creating
scripts, and modifying crontab.
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3.2.1 Partitions

The tool to create, erase, or modify a partition is fdisk. To be able to use it, log in
as root to a shell and type fdisk /dev/sda, where sda is the first SCSI hard disk.
If you are not using SCSI, then the first hard disk will be hda. To list the partitions
on a SCSI hard disk, type fdisk /dev/sda -1 as shown in Example 3-5.

Example 3-5 The partition list

# fdisk /dev/sda -1

Disk /dev/sda: 240 heads, 63 sectors, 2584 cylinders
Units = cylinders of 15120 * 512 bytes

Device Boot Start End Blocks Id System
/dev/sdal * 1 821 6206728+ 7 HPFS/NTFS
/dev/sda2 822 2584 13328280 f Win95 Ext'd (LBA)
/dev/sda5 1365 2584 9223168+ b Win95 FAT32
/dev/sda6 822 1329 3840417 83 Linux
/dev/sda7 1330 1364 264568+ 82 Linux swap

Partition table entries are not in disk order

Important: Your disk partitions will likely be different from the example.

Linux has the following partition numbering system:
» From 1 to 4 are primary partitions
» From 5 to 16 are logical partitions

To view all fdisk commands, start fdisk interactively with fdisk /dev/sda, then
type m as shown in Example 3-6.

Example 3-6 List of commands

Command (m for help): m

Command action

toggle a bootable flag

edit bsd disklabel

toggle the dos compatibility flag
delete a partition

1ist known partition types

print this menu

add a new partition

create a new empty DOS partition table
print the partition table

T O S 3 4o o0 To
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quit without saving changes
create a new empty Sun disklabel
change a partition's system id
change display/entry units

verify the partition table

write table to disk and exit
extra functionality (experts only)

X = < € &+ n QO

To delete a partition, follow Example 3-7.

Example 3-7 Deleting a partition

Command (m for help): d
Partition number (1-7): 7

Command (m for help):

To create a logical partition, follow Example 3-8.

Example 3-8 Creating a partition

Command (m for help): n
Command action
1 logical (5 or over)
p primary partition (1-4)
1
First cylinder (1330-2584, default 1330):
Using default value 1330

Last cylinder or +size or +sizeM or +sizeK (1330-1364, default 1364):

Using default value 1364

Command (m for help):

Note: The logical option will only appear for a new partition if an extended

partition has already been created.

After you have created a partition, you may change the partition’s type. In Linux
the partition type is coded as a number or id. By default, Linux creates a partition
with id 83, which mean it is designated as a Linux partition.

In Example 3-9 on page 153, you can see all the partition types supported by

Linux at this time.

Lotus Domino 6 for Linux



Example 3-9 All partition types supported by Linux

Command (m for help): t
Partition number (1-7): 6
Hex code (type L to list

0 Empty 1b
1 FAT12 1c
2 XENIX root le
3 XENIX usr 24
4 FAT16 <32M 39
5 Extended 3c
6 FAT16 40
7 HPFS/NTFS 41
8 AIX 42
9 AIX bootable 4d
a 0S/2 Boot Manag 4e
b Win95 FAT32 4f
c Win95 FAT32 (LB 50
e Win95 FAT16 (LB 51
f Win95 Ext'd (LB 52
10 OPUS 53
11 Hidden FAT12 54
12 Compaq diagnost 55
14 Hidden FAT16 <3 56
16 Hidden FAT16 5¢c
17 Hidden HPFS/NTF 61

18 AST SmartSTeep 63
Hex code (type L to list

codes): 1

Hidden Win95 FA
Hidden Win95 FA
Hidden Win95 FA
NEC DOS

Plan 9
PartitionMagic
Venix 80286

PPC PReP Boot
SFS

QNX4.x

QNX4.x 2nd part
QNX4.x 3rd part
OnTrack DM
OnTrack DM6 Aux
CP/M

OnTrack DM6 Aux
OnTrackDM6
EZ-Drive

Golden Bow
Priam Edisk
SpeedStor

GNU HURD or Sys
codes):

64
65
70
75
80
81
82
83
84
85
86
87
8e
93
94
9f
a0
a5
a6
a’
b7
b8

Novell Netware
Novell Netware
DiskSecure Mult
PC/IX

01d Minix

Minix / old Lin
Linux swap
Linux

0S/2 hidden C:
Linux extended
NTFS volume set
NTFS volume set
Linux LVM
Amoeba

Amoeba BBT
BSD/0S

IBM Thinkpad hi
BSD/386

OpenBSD
NeXTSTEP

BSDI fs

BSDI swap

bb
cl

cb
c/
da
db
de
df
el
e3
el
eb
ee
ef
f1
f4
f2
fd
fe
ff

Boot Wizard hid
DRDOS/sec (FAT-
DRDOS/sec (FAT-
DRDOS/sec (FAT-
Syrinx

Non-FS data
CP/M / CTOS / .
Dell Utility
BootIt

DOS access

DOS R/0
SpeedStor

BeOS fs

EFI GPT

EFI (FAT-12/16/
SpeedStor
SpeedStor

DOS secondary
Linux raid auto
LANstep

BBT

After you create a partition and set its type, press w to commit the changes to the
hard disk drive.

Attention: The changes you make to partitions are not committed until you
press w, so in case of a mistake, press q to exit without saving your changes.

3.2.2 File systems

With the partition created, you can format it and create a file system for it. To do
s0, you have to chose how you will format it. For a Linux partition, you can chose
to format it as ext2, ext3, or reiserfs. More information about file systems is in
1.1.6, “File systems in Linux” on page 5. In Example 3-10 on page 154, we

create an ext2 file system via the shell command line.

Chapter 3. Security and administration

153



Example 3-10 Formatting a Linux partition

mkfs.ext2 /dev/sdbl
mke2fs 1.23, 15-Aug-2001 for EXT2 FS 0.5b, 95/08/09
Filesystem label=
0S type: Linux
Block size=4096 (log=2)
Fragment size=4096 (1og=2)
384768 inodes, 769104 blocks
38455 blocks (5.00%) reserved for the super user
First data block=0
24 block groups
32768 blocks per group, 32768 fragments per group
16032 inodes per group
Superblock backups stored on blocks:
32768, 98304, 163840, 229376, 294912

Writing inode tables: done
Writing superblocks and filesystem accounting information: done

In Example 3-11, we format a swap partition.

Example 3-11 Formatting a swap partition

#mkswap /dev/sdb2
Setting up swapspace version 1, size = 1036378112 bytes

Note: Do not create a swap partition more than twice the size of your RAM
memory.

Next, create a directory where the formatted partition will be mounted, for
example type mkdir /data, then modify the file /etc/fstab by adding the lines
shown in Example 3-12 so the partition will be mounted at boot time.

Example 3-12 Adding the patrtition in file /etc/fstab

/dev/sdbl /data ext2 defaults
/dev/sdb2 swap swap defaults

O =
o =

When you reboot the server, your new file system will be mounted.

3.2.3 Scripts

In this section we describe how to create a shell script. Shell scripts are a
powerful method by which to customize your Linux server. As an example, we will
create a simple script. This script will erase the log files that are more than 2
months old. Example 3-13 gives the actual code.
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Note: Each shell has its own syntax for scripts. The scripts we created are
made for the BASH shell.

Example 3-13 Log eraser

#1/bin/bash

## Log eraser ##

LPATH=/var/log
NR_OF_DAYS=60

for i in 'find $LPATH -atime +$NR_OF _DAYS'

do

rm -f $i
done

>

The first line #!/bin/bash tells the environment that the script will run. This
line is to be treated as is and should not be modified.

The sixth line sets the variable LPATH to equal /var/log and the seventh line
sets the variable NR_OF_DAYS to 60. We recommend that you use variables
because it makes it easier to debug your script.

$LPATH and $NR_OF_DAYS indicate that you wish to use the value of the
specified variable.

find $LPATH -atime +$NR_OF_DAYS will search in the /var/log directory for files
older that 60 days.

Note: For more information about find consult the man page: man find.

Next is a for loop. For every value of i, we will run the command rm -f $i
which will remove every file specified by the value of i.

Lines that start with a # are comments but there are special cases, such as
the first line or the comments utilized by the chkconfig command.

Save the file as log_erase.sh. We recommend that you create a directory, such
as /scripts, in order to keep your scripts in a single location. To be able to execute
the script, you have to modify the rights of the file. Run the command chmod 700
/scripts/log_eraser.sh. You will be the only one who can read, write, and
execute the file. In case you were wondering, the 7 in the chmod command
comes from adding the numerical values of the read(4), write(2), and execute(1)
permissions together: 4+2+1 = 7. The two zeros in the chmod command indicate
that the group and the world (all other users) have no rights to the file. This
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parallels the division of file permissions described in “File permissions” on
page 135.

To run the script, you would type /scripts/log_eraser.sh if you placed the file in
the /scripts directory.

Attention: This script is intended primarily as an example that can be adapted
to other situations. Although it works, you might want to consider a more
sophisticated algorithm for the management of your log files, or use the built-in
logrotate daemon.

3.2.4 Crontab

156

In everyday life, you may have several scripts for maintaining your server.
Crontab is a scheduler in Linux that automates the process of running these
scripts. To list the scheduled programs in crontab, log in as root and type
crontab -1. On a fresh Linux installation, you will not see anything or else will
receive a message “no crontab for root.”

Example 3-14 Crontab example

20 * * * * /[scipts/scriptl

20 0 03 08 * /scripts/script2

0 0,6,12,18 * * * /scripts/script3
302 * * 6 /scripts/scriptd

00 ** 6 /scripts/log_eraser.sh
*/10 * * * * [scripts/scripth

Following is an explanation of the crontab syntax. The six fields are:
Minutes | Hour | Day of the month | Month | Day of the week | Path

The lines in the crontab example have the following meanings:

» At 20 minutes past each hour run /scripts/scriptl.

» At 20 minutes, at midnight, on 03 august, run /scripts/script2.

» On12 Am, 6 Am, 12 PM and 6 PM, on every day, run /scripts/script3.
» At 30 minutes, at 2 AM, on every Saturday, run /scripts/scripté4.

» At midnight, on every Saturday run /scripts/log_eraser.sh.

» Every 10 minutes run /scripts/script5.
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Tips:

» Be sure the date is set correctly on the server.
» A week starts on Sunday. Thus, to run a job on a Sunday, enter 0, not 7.

To create a schedule:

>

>

>

>

Log in as root and at the command prompt type crontab -e.

Press i to insert data.

Enter a value for all six entries. Use * when an entry is not applicable.

After you finish, press the Escape key and :wq (which means write and quit).

Notes:

» The crontab uses vi as the default text editor. The commands described

here assume the use of vi.

» There is a graphical front end to cron called KCron.

3.2.5 Network status

S
h
a

ometimes it is very useful to know who is connected to your server and what is
appening. In this section, we describe the functions of the netstat command
nd the iptraf utility.

Important: The information in this section requires some TCP/IP protocol
knowledge. Explaining all details in the screen captures is beyond the scope
of this book, but enough information is provided to explain the common use of
these network status tools. To learn more about TCP/IP, see the IBM Redbook
TCP/IP Tutorial and Technical Overview, GG24-3376.

Netstat command

L
s

og in as root and type netstat and you will see a screen similar to the one
hown in Figure 3-9 on page 159.

From left to right, the columns have the following meanings.

>

Proto

The protocol used by sockets (TCP, UDP, raw)

Recv-Q

The count of bytes not copied by the user program connected to this socket
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» Send-Q

The count of bytes not acknowledged by the remote host
» Local Address

Address and port number of the local end of the socket
» Foreign Address

Address and port number of the remote end of the socket
» State

The state of the socket. Since there are no states in raw mode and usually no
states used in UDP, this column may be blank, but it can be one of several
values:

— ESTABLISHED
The socket has an established connection.

— SYN_SENT
The socket is actively attempting to establish a connection.

— SYN_RECV
A connection request has been received from the network.

— FIN_WAITA1
The socket is closed and the connection is shutting down.

— FIN_WAIT2
Connection is closed and the socket is waiting for a shutdown from the
remote end.

- TIME_WAIT
The socket is waiting after close to handle packets still in the network.

— CLOSED
The socket is not being used.

— CLOSE_WAIT
The remote end has shut down and is waiting for the socket to close.

— LAST_ACK
The remote end has shut down and the socket is closed but still waiting for
acknowledgement.

— LISTEN
The socket is listening for incoming connections. Such sockets are not
included in the output unless you specify the --listening (-1) or --all (-a)
option.

Lotus Domino 6 for Linux



CLOSING

Both sockets are shut down but we still don't have all our data sent.
UNKNOWN

The state of the socket is unknown.

E root@andrew:~ H=]
[root@andrew root]d netstat

Active Internet connections (w0 =srvers)

FProto Recv—{) Send-( Local Address Foreign Address State

tcp a 20 192.168.1.2:=ssh 192 .168.1.111:139%& ESTABLISHED
top 0 0 andrew:32771 andrew: 8989 ESTABLISHED
top 0 0 andrew:8939 andrew: 32771 ESTABLISHED
Active UHNIX domain sockets {(wro servers)
JEroto REefCnt Flags Tvpe State I-Hode Path

uniz 7 [ 1 DGRAN 1021 sdevslog

uniz 3 STREAM CONHECTED 8107 Stmps . ICE—uni=zs1247
uniz 3 STREAM CONHECTED 2106

uniz 3 STREAH COHNHECTED 8104 Atmpe . ICE—uni=zs1272
uniz 3 STREAM CONHECTED 8103

uniz 3 STREAM CONHECTED 8101 stmps . EXll-uni=zsXE0

uniz 3 STREAM CONHECTED a1o0

uniz 3 STREAH COHNHECTED 6246 Atmpe . ICE—uni=zs1272
uniz 3 STREAM CONHECTED 6245

uniz 3 STREAM CONHECTED 6243 stmps . EXll-uni=zsXE0

uniz 3 STREAM CONHECTED 242

uniz 3 STREAH COHNHECTED 6235 Atmpe . ICE—uni=zs1247
uniz 3 STREAM CONHECTED 6234

uniz 3 STREAM CONHECTED 222 stmps . EXll-uni=zsXE0

uniz 3 STREAM CONHECTED 221

uniz 3 STREAH COHNHECTED 6218 Atmpe . ICE—uni=zs1247
uniz 3 STREAM CONHECTED 6217

uniz 3 STREAM CONHECTED 6214 Stmps . ICE—uni=zs1272
uniz 3 STREAM CONHECTED 213

uniz 3 STREAH COHNHECTED 6209 Atmpe . Ell-uni=zsXE0

uniz 3 STREAM CONHECTED 6208

uniz 3 STREAM CONHECTED 6203 Stmps . ICE—uni=zs1247
uniz 3 STREAM CONHECTED 202

uniz 3 STREAH COHNHECTED 4974 Atmpe . ICE—uni=zs1272
uniz 3 STREAM CONHECTED 4973

uniz 3 [ 1] STREAM CONHECTED 4969 stmps . EXll-uni=zsXE0

uniz 3 [ 1] STREAM CONHECTED 4968

uniz 3 [ ] STREAH CONHECTED 4965 Atmps . ICE—unizs1247

Figure 3-9 netstat output

Netstat options
The netstat command can be run with options. Some of the options and their

meanings are as follows:

-a

-p

=S

Show both listening and non-listening sockets; illustrated in
Figure 3-10 on page 160.

Show the PID and name of the program to which each socket

belongs; illustrated in Figure 3-11 on page 160.

Display summary statistics for each protocol; illustrated in
Figure 3-12 on page 161.

Chapter 3. Security and administration

159



f root@andrew:~

[root@andrew root]# netstat -a !
Bctive Internet connections (=ervers and established)

Froto Recv—( Send-( Local Address Foreign Address State

too 1] 0 =:18208 * % LISTEN

oo 1] 0 =:18191 *x LISTEN

top 1] 0 = =11 * % LISTEH

too 1] 0 =:10000 * % LISTEN

top 1] 0 *:18192 *: % LISTEH

top 1] 0 = ftp *® % LISTENH

top 1] 0 *:==sh * % LISTEN

top 1] 0 andrew:8989 * % LISTEH

too 1] 20 192.168.1 . 2:=sh 192.168.1.111:13% ESTABLISHED

top 1] 0 andrew:32771 andrew: 8959 ESTABLISHED

top 1] 0 andrew:2989 andrew: 32771 ESTABLISHED

dp 1] 0 =:10000 * %

dp 1] 0 =990 * %

Botive UHIE domnain sockets (=ervers and established)

Froto Eeflnt Flags Type State I-Hode Path

nix 2 [ A4CC ] STREAM LISTENING 1205 stmps . font-unizsf=7100

niz 2 [ ACC ] STREAH LISTENIHG 4795 stmpsksocket-rootkdeinit—: 0

ni=z 2 [ ACC ] STREAH LISTEHING 1828 Atmprksocket—root s klauncherPEMgih. =1
niz 7 [ 1] DGRAM 1021 sdevslog

nizx 2 [ 4CC ] STREAM LISTENING 4725 stmps . Kll-uni=z<X0

nix 2 [ ACC ] STREAM LISTENING 1149 sdevsgpnct 1

niz 2 [ ACC ] STREAH LISTENIHG 4892 Stmpencop-rootsandrev—04ed-3d4267 468
i 2 [ A0 ] STREEAN ITSTEHTHG A002 tmme TOE—nmis1247

Figure 3-10 netstat -a output

& root@andrew:~ H=]
[root@andrew root]# netstat —p

Active Internet connections (we0 =ervers)

Froto Recv-( Send—) Local Address Foreign Address State FPID-Program .
e

top 0 20 192.168.1.2:=sh 192.168.1.111:13%6 ESTABLISHED 1701-=shd

top 0 0 andrew: 32771 andrew: 8989 ESTABELISHED 910-cprid

top 0 0 andrew:8939 andrew: 32771 ESTABLISHED 953-cpd
Aotive THIE domain sockets (w0 ssrvers)

Froto RefCnt Flags Type State I-Hode FPID<FProgram names Fath

uniz 7 [ 1 LiCRAH 1021 Tld zy=logd sdewslag

uniz 3 [ ] STREAH CONNECTED g107 1247-kdeinit: docops ~tmps . ICE—uniz-12|
47

uniz 3 [ ] STREAH CONNECTED 3106 1465-kdeinit: konso

uniz 3 [ 1 STREAH CONNECTED 8104 1272-ksnserver Stmpe . ICE—uni=~12

Figure 3-11 netstat -p output

160 Lotus Domino 6 for Linux



f‘ root@andrew:~ !E
a

[root@andrew root]d netstat —-=
Ip:

2776 total packets receiwed
0 forwarded
0 incoming packets discarded
2783 incoming packets delivered
1397 requests =ent out
Tcmp:
15 ICHP me=ssages received
0 input ICHF messzage failed.
ICHP input histogram:
destination unreachable: 11
echo replies: 4
11 ICHP me=sages =ent
0 ICHP meszages failed
ICHEP output histogram:
destination unreachable: 11
Top:
24 active connections openings
0 pazs=ive connection openings
0 failed connection attempt=
0 connection resets received
3 connections established
1172 segnents received
1322 =zegments =end out
0 s=egnents retransmited
0 bad segments received.
11 resets =ent
Tdp:
25 packets receiwved
11 packets to unknown port receiwved.
0 packet receive errors
60 packets =ent
TopE=t
ArpFilter: 0
17 TCP sockets finished time wait in fast timer
18 delayed acks =ent
1 delaved acks further delayved because of locked socket
3 packets directly queusd to recvmnsg prequeus.
3 packet= directly received from pregqueus
264 packet= header predicted
TCPPureicks: 439
TCEFHPACk=s: 75
TCFRenoRecovery: 0O
TCPSackRecovery: 0
TCPSACKReneging: 0
TCFFACKReorder: O
TCPSACKReorder: 0
TCPRenoReorder: 0
TCPTSReorder: 0
TCPFulllUndo: 0
TCFPartiallndo: O
TCPDSACKTndn . 0 =

Figure 3-12 netstat statistic output

IPTraf utility
IPTraf is an IP network statistics utility. It is included in both the RedHat and
SuSE distributions. In this section, we present technical information about IPTraf.

Note: You must be logged in as root to run the IPTraf utility.

IPTraf is a console-based network statistics utility for Linux. It gathers a variety of
figures, such as TCP connection packet and byte counts, interface statistics and
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activity indicators, TCP/UDP traffic breakdowns, and LAN station packet and byte
count.

Features
Among the features provided by IPTraf are the following:

» An IP traffic monitor that shows information on the IP traffic passing over your
network. Includes TCP flag information, packet and byte counts, ICMP
details, OSPF packet types.

» General and detailed interface statistics showing IP, TCP, UDP, ICMP, non-IP
and other IP packet counts, IP checksum errors, interface activity, packet size
counts.

» A TCP and UDP service monitor showing counts of incoming and outgoing
packets for common TCP and UDP application ports.

» A LAN statistics module that discovers active hosts and displays statistics
showing the data activity on them.

» TCP, UDP, and other protocol display filters, allowing you to view only traffic
you're interested in.

» Logging.
» Support for Ethernet, FDDI, ISDN, SLIP, PPP, and loopback interface types.

» Utilizes the built-in raw socket interface of the Linux kernel, allowing it to be
used over a wide range of supported network cards.

» Full-screen, menu-driven operation.

Protocols recognized
IP
TCP
UDP
ICMP
IGMP
IGP
IGRP
OSPF
ARP
RARP

VVYVYYVYYVYVYVYYVYY

Non-IP packets will simply be indicated as “Non-1P” and, on Ethernet LANs, will
be supplied with the appropriate Ethernet addresses.

Supported Interfaces

» Local loopback
» All Linux-supported Ethernet interfaces
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All Linux-supported FDDI interfaces
SLIP

Asynchronous PPP

Synchronous PPP over ISDN

ISDN with Raw IP encapsulation
ISDN with Cisco HDLC encapsulation
Parallel Line IP

vVvVvyVvYyVvYyYYvYYyvyYyYy

The information generated by IPTraf can be valuable in making network
organization decisions, troubleshooting LANs, and tracking activity of various IP
hosts.

Once installed on the system, the IPTraf utility will look like Figure 3-13.

nq_ root@anet: /root M=l
IFTraf

r Source ————————————— Destination —————————— FPacketz ——— Bytesz Flags Iface ;
r62.231 66 .55:==sh 192 . 168.1.111:141¢ > 24 131508 —-PA- =thi
L192 168 .1.111:1416 62,231 66 .55 :==h > 262 10480 ——A— =thi
r24.65.31.164: 6699 192 .168.1.3:1192 > 01 704072 —PA— eth2
L192 168.1.3:1192 24 65 .31 1646699 a [ = stha
r2d4 . 65.31.164: 6699 192 .168.1.3:1192 b 501 704072 —PA— =thi
L192 168.1.3:1192 24 65,31 1646699 > 255 10248 —A— =thi
ré2.231 66 .55:1156 61.193 .98 91:6699 > 2 128 —Pa— =th2
LE1 193 98 91:6699 62,231 66 .55:1156 a 0 — eth2
rl92 168.1 3:11G5¢6 61.193 .98 91:6699 > 2 128 —PA-— =thi
Lg1.193 .98 91:6699 192 .168.1.3:1156 > 2 a0 —A— ethi
rl92 . 168.1.3:1498 62,137 .111.23:6699 b 45 25920 —A— =thi
Lg2 137 111 .23:6699 192 .168.1.3:1498 b 28 1120 —A— =thi
reé2.231 . 66.55:1498 B2.137.111.23:6699 > 45 25920 —A— =tha
Legz 137 111.23:6699 62 231 .66 .55:1498 a 0 —- =th2
ri92 168 .1 .5:1914 216 .55.95 34 http > 18 1191 CLOSED eth0
L216 .55 .95 34:http 192 .168.1.5:1914 > 26 35175 CLOSED eth0
r62.231 66.55:1315 64 .12 27 145:5190 > 1 46 —Pa— eth2
Lgd 12,27 145:5190 62,231 .66.55:1315 a [ = stha
r2l6 55 95 34:http 192 .168.1.5:1914 b 25 35135 —A— stha
L192 168.1.5:1914 216.55.95 34 http 1] [ = =tha
rl92 . 168.1.5:1915 216 .55.95 .34 http 5 626 CLOSED ethi
L2416 .55 .95 34:http 192 .168.1.5:1915 4 306 CLOSED ethi
r62.231 66.55:1915 216.55.95 .34 http 5 626 ——A— =th2

- TCP: 1k entries Active ——
ARP (42 bytes) from 0000=0992%9%c7 to 0050bf345d11 on =thO
ARP (60 bytes) from 0050bf£345d411 to 0000=09929=7 on =thi
ARFP (42 bwytes) from 0000c09929c7 to 00al00cl2eS%ea on ethl
ARP (60 bytes) from 00al00cl269=a to 0000c09929c7 on ethi

t Mg =———————— Elap=ed time: 0:00

IF: 2055212 TCE: 2055212 TUDE: 0 ICHE: 0 Hon-IE: 204

Up)Dn/PgUp/PgDn—scrl actvy win W—chg actv win M-more TCE info X -Ctrl+i-Ezit :I

Figure 3-13 IPTraf utility
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3.2.6 Multiple network cards (Private LAN)

This section covers how to configure Domino to use multiple network cards and
how to create a private LAN. The reason for creating a private LAN could be for
cluster traffic, inter-server, or for administration. Each partition server requires a
separate network card.

Use the ifconfig command to check the configuration of the network cards (see

Figure 3-14).
I]E + Shell - Konsole —
Session Edit View Settings Help

lir=:/local/motesdata # ifconfig ||
ethi Link encap:Ethernet HWaddr 00:50:56:05:AB:9C

inet addr:192,168,0,10 Beoast:192,168,0.255 Mask 255,205 ,2655,0
inetb addri FebB0:1250:156Ff (fedbakhSc /10 Scope:link

UP BROADCAST RUMMIMG MULTICAST MTU:;1500 Metric:l

R{ packetsz i34 errorsi0 dropped:) overrunz 0 fFrame ;0

TH packetz:1101 errors:0 dropped:0 overruns 0 carriec:0
collisions:0 txoueuslen:lO0

RH buytesi49d6 (4,8 Kb  TH bytes:Z3376 (22,8 Khl

Interrupt :1l Base address:i0x1080

=thl Link encapi:Ethernet Headdr 003505605 A8 190
inet addr:192,168,1,10 Beoast:192,168,1.255 Mask:255,255,2655,0
inete addr; FeB0i:200356FF jfedd1ak%d /10 Scopeilink
UP BROADCAST HOTRAILERS RUMMIMG MULTICAST MTU:1500 Metric:l
RH packets:91 errors:0 dropped:0 overrunz:i0 frame il —|
TH packet=s:10 errorsi0 dropped:) overrunzs:0 carrier 0
collizions:0 txgueuslen:100
RH bytes:13132 (12,8 Kbr TH bytes:2202 (2,1 Kh?
Interrupt ;10 Base addressiOxl10ald

linux:/local/notesdata # |

13 ey [ v

Figure 3-14 ifconfig command

[«Ir]

Make sure that the IP addresses for network cards are configured correctly for
name resolution. Use one of the following for name resolution: DNS or host files.
See Figure 3-15 on page 165 for an example of a Linux host file.
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ITE + Shaell - Konsole . s
Session Edit Yiew 3Settings Help

linuxz:/local/fnotesdata # tail Jetocihosts =
Fedly 0 ipvba-localnet

Fro0s 0 ipvb-ncastpref ix

FrozZ::l ipwbe-allnodes

FroZ: 2 ipwb-allrouters

FroZssa ipvb-allhosts

192,168,0,10 lirnux, local rniotes0

192.168.1.10 linux, local notesl
linux:/localnotesdata # i

K10

s [ o

Figure 3-15 /etc/hosts

The host file contains IP addresses, hostname (a host can only have one
hostname) and aliases (a host can have many aliases). In Figure 3-15 the host
linux.local has two IP address and two aliases.

Edit the server’s notes.ini file, as shown in Figure 3-16 on page 166.

Chapter 3. Security and administration 165



166

I]E + Shell - Konsole p
Session Edit Wiew 3ettings Help

Server Tasksft1l=Catalog . DesizQ

Server TasksAtZ=lUpdAll .Ob ject Collect mailokj.nsf
Server TazkeAt3=0b ject Info -Full

Server TasksAt5=5Stat log

TCRIP=TCP,. 0, 15, O

CLUSTER=TCP, 0, 15, O

FPorts=TCPIP,.CLUSTER
TCPIP_TepIPAddress=0.192,168,0, 1011352
CLUSTER_TcpIPAddress=0.192,168,1,10: 1352
Serwer_cluster_Default_Port=CLUISTER
Seriall=HPC.1.15.0.

SerialZ=HPC.2.15.0,

Timezone=5

DST=1

Mail Type=0

##Hasl ANPort=1

DizabledPorts=Seriall.Serial

L 0G_REPLICATION=1

LOG_SESSIONS=1

KeyF ilenamne=/local /notesdata/zerver, id

Certif ierIDFile=/local/notesdata/cert, id
MAMELOOKUP _TRUST_DIRCAT=0 =
MailServer=CH=suze J=suzeorg o

15.29 L
%%j ngi [EE}ShGH

Figure 3-16 notes.ini setting for multiple network cards

The lines TCPIP=TCP, 0, 15, 0 and CLUSTER=TCP, 0, 15, 0 define the port
names TCPIP and Cluster to be TCP ports.

The PORTS= line defines which ports are enabled at startup.

The TCPIP_TcpAddress=and CLUSTER TcpAddress= lines define which IP address
and IP port are bound to which Domino ports.

Server_Cluster_Default_Port tells the Domino cluster task which port to use for
cluster data.

Edit the HTTP tab on the Internet Protocols section of the server document to
include the hostname and bind to host name (see Figure 3-17).

Note: If you have installed a partition server you must use the hostname and
bind to host option.
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Basics I Security | Farts | Server Taszks I Internet Protocaols

HTTP | Domino Web Engine | DIIOP | LDAP |

Hast narme(s): T notesl

Bind ta host name; T Enabled 1 =1

Figure 3-17 Bind to host

Configure the Notes Network port on the Ports tab of the server document (see
Figure 3-18).

Basics | Security | Portz I Server Tasks | Internet Protocals | MTAs | Mizcellaneous | Transactional Logging | Shared Mail | Administration

Motes Network, Ports I Internet Ports | Proxies |

TTCPIP TCP T TCPIP Netwark " Nates0 FEMABLED
“CLUSTER 4 TCP “CLUSTER Metwork “Hotes1 “ENABLED 4
r r r r

a a a DISABLED 4
™ ™ T TDISABLED 4
Ta " " " DISABLED 4
T T 4 4 TDISABLED 4
T " F 4 TDISABLED 4
F g F F " DISABLED 4

Figure 3-18 Notes Network Ports

3.2.7 System logs

The Linux log system is both flexible and powerful, and in many situations, the
log information will be very useful.

Logs can be generated by the system or by applications. Linux keeps logs in
/var/log unless the administrator changes the path. The program (daemon)
responsible for generating the logs is syslogd; log entries are caused by events.

Almost every application can send information (events) to the syslogd. The
syslogd daemon can be set to start at system boot or not, but we recommend
you set syslogd to start when the system boots (this is the default), as shown in
Figure 3-19 on page 168.
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;{l'_"" rooti@gogoson:~ !E
ntay=v 1.3.5 — (C) 2000-2001 Red Hat. Inc.
| Services |
What =ervices should be automatically =tarted?
[#] ==hd ;1
[#] =vslog ]
[ 1 talk B
[ 1 telnet i
[ 1 time i
[ 1 time—udp H
(] tux ¥
[ ] vnoserver ;]
Cile Cancel
Press <Fl: for more information on a service. :I

Figure 3-19 Red Hat system services

Figure 3-20 shows the syslogd configuration file /etc/syslog.conf.
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;{q rooti@gogoson:~ H=l
# Log all kernel messages to the console.

# Logging much el=se clutters up the =screen.

Hlkern . * sdev-console

# Log anvthing (except mail) of lewel info or higher.
# Don't log private authentication messages!
* info:mail . none:news. none; authpriv. none; cron. none syars logsnessages

# The authpriv file has restricted access.
authpriv. * syars logszecure

# Log all the mail messages in one place.
mail . * syarslogsmaillog
# Log cron stuff

Cron . * swars logscron

# Evervbody gets emergency messages
* energ *

# Save news errors of level crit and higher in a special file.
uucp, news . crit syars logsspooler

# Save boot messages al=o to boot. log

local? = syars log-boot . log

#

# INH

#

news . =crit Syarslogsnewssnevs . crit

news . =err svar/slogs/news-nevs.err

news . notice syarslogsnewssnews . notice
"setossyslog. conf " 33L, 9370 18, 0-1 Al :I

Figure 3-20 Syslog configuration file

By default, all system messages go in the /var/log/messages file unless
otherwise specified. In the syslog configuration file, there are specifications for
other log files for mail, news, and so forth.

The log files can be redirected to other paths by editing the syslog.conf or by
moving the file and creating a link to the new location.

There are situations when the system administrator wants to see the log
information in real time. To do so, log in as root and type at the shell command
prompt tail -f /var/log/messages. The tail command will watch the log file
and any information that is written to the log file is displayed in the console
window as show in Figure 3-21 on page 170.

Note: For more information about the tail command, type man tail.
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[root@gogozon root]# tail —f <var-slog-maillog

Jul & 09:36:05 gogoson =sendmail[1806]: g686a5HO01806: from=root. =ize=227. clas==0. nrcpt
=1, m=gid=<200207080636 . g686a5H01806@localhost . localdonain:, relay=root@localho=t

Jul 8 09:36:06 gogos=on =endmail[1806]: gb686aSM01806: to=root. ctladdr=root (0-0), delay=0
0:00:01, =delay=00:00:01, mailer=local, pri=30227, d=sn=2.0.0, stat=Sent

[root@gogoszon root]# tail —f svarslog /messages

Jul 8 09:31:44 gogoson =v=logd 1.4.1: restart.

Jul 8 12:31:23 gogoson =shdipam_uniz)[1977]: =es=ion opened for user root by (uid=0)

Jul 8 13:50:56 gogoszon ftpd[2109]: wu—ftpd — TLS =ettings: control allow, client_cert all
ow, data allow

Jul 8 13:50:58 gogos=on ftp{pam uniz)[2109]: s=e=s=sion opened for user root by {uid=0)

Jul & 13:50:58 gogoson ftpd: 192.168.1.111: root[2109]: FTP LOGIN FROM 192.168.1.111 [192
J168.1.111]. root

Jul 8 13:51:36 gogoson ftpipam_unix)[2109]: =session closed for user root

Jul 8 13:51:36 gogos=on ftpd: 192 168.1.111: root: QUIT[2109]: FTP =se=sion closed

Figure 3-21 tail -f /var/log/messages

3.2.8 Remote administration

170

Linux servers can be administered remotely and there are many software
programs available for this. Several of the most commonly used are described
here.

Webmin

Webmin is a powerful tool for remotely administering a Linux server. It can be
downloaded for free from:

http://www.webmin.com

It can be downloaded either as a .rpm package or as a source file. Download the
.rpm file, log in as root, and use the Package Manager to install the Webmin
software. You can also use rpm from the shell command line.

Once installed, connect from a Web browser to the server:
http://<server IP address>:10000

You will be prompted for your username (root) and a password (root's password).
After login, the Web browser should like the example shown in Figure 3-23 on
page 172.

Through the Webmin software, the system administrator can configure the server
and its applications from virtual anywhere. The Webmin server configuration
page is easy to use but has numerous capabilities, as shown in Figure 3-23.

Attention: We recommend that you use the Webmin software only from an
internal network if you do not use SSL authentication.
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% Webmin 0.970 on gogoson (Redhat Linux 7.3) - Netscape

Fil= Edt Wew Go Communicator Help

=

Back Forwvard  Reload

€ 2 32 B3 » W

Hoime Search  MNetzscape Pririt Security

& & B @

Shop Stop

w‘ T Biookmarks \& Location: | hittp: 1192 165 1 12100005 Feat=sarvers

~| @7 What's Related

EfVEr

Fres &0L & Unl [‘_‘|’ Security

BIND 4 DNE Server

- ¥ ]
&

[‘_‘" mil [‘_‘|’ liriz r_"' radius [‘_‘i Communigate

BIND DNS Server

nded Internet

Fetchmal Izl

Q

Jabber I Server

& 1P

DHCP Server

Majordomo List

My3QL Database

Server
Y

ProFTP Zerver

Zamba Windows

File Sharmg

Eetrniewval

y

PPFP Accounts

B

Postiix Confizuration

St

Soquid Proxy S

EfVEL

PostareS0L

Database Server

22L Tunne

=1

WII-FTP Server

[ == [raat lagged inta Webmin 0,970 on gogosen (Redhat Linux 7, = 36 T =@ o

Figure 3-22 Webmin server configuration page
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ebmin 0.970 on gogoson {(Redhat Linux 7.3) - Metscape
File Edit Wiew Go Communicator Help

A & 2 = S & B
= Back Foryward  Reload Hoime Search  MNetscape Pririt Security Shop Stop

% w§ " Bookmarks B Locatio [ nttp:192.166.1 1210000/ ~| @& what's Relsted

M Free &0L & Unl @ SEcUrity @ mail @ liriz @ radius @ Communigate

= Feedback | "< ¢

©.60. .06 0.6.6

.';w\ebrnfn System) Servers Hardware  Cluster Others
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Figure 3-23 Webmin interface

VNC

VNC is another program for remote administration of Linux servers. You can
download the VNC tool as well as obtain more information about it at:

http://www.uk.research.att.com/vnc/index.html
To install VNC on the Linux machine, download the Linux version, unpack the

files (tar xvfz vnc-XX.YY.tar.gz, where XX and YY are version and release
numbers) and copy the files to /usr/bin.
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Figure 3-24 Starting VNC Server on Linux

To start the server, run vncserver from a shell. This will prompt for a password to
be used when connecting from another machine. The machine name and the
windows number will be displayed (see Figure 3-24).

To connect to the VNC server, run the VNC viewer on you client and enter the
hostname:window (see Figure 3-25) and then click OK. Enter the password
when prompted.

x|
w_ WHC zerver IIinu:-::1 j
Llse host:display Cancel |
2.0, $hoopy2 :
[Dizplay defaults ta O not given) Optionz. . |

Figure 3-25 VNC viewer
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3.3 Domino security

In general, the principles of Domino security are the same from platform to
platform. This section provides an overview of initial options available for
securing a Domino server.

3.3.1 Domino 6 server document

Once you have the server set up, open the Domino Directory (names.nsf) and
review the server document. This document controls myriad server functions,
including security.

The Security tab contains settings for the following:

» Access server - The default is blank. At the very least, enter the organization
name used during setup, which in our case was */ITSO. This helps to ensure
that only those to whom you have issued an ID can access the server.

Tip: You can add other domains to the Access Server field after you have
added the appropriate cross-certification. Remember that a Domino server will
not be able to authenticate users or servers from a different organization
unless it has a cross-certificate.

» Check passwords on Notes IDs - The advantage of enabling this feature is
that when users listed in the Domino Directory lose their Notes ID, they will be
able to change the password on the backup Notes ID and prevent the lost ID
from accessing the Domino server. The disadvantage is that, like many
security options, it slightly increases the overall administrative burden.

» Create new databases - Enter individual names, or preferably, create an
administration group and enter the name of the group. If you leave this field
blank, anyone who can access the server can create new databases.

» Create replica databases - Enter individual names, or preferably, create an
administration group and enter the name of the group. If you leave this field
blank, no one can create new replicas.

Important: If the Create new database field is empty, it means that anyone
can create new databases; but if the Create new replica field is blank, it means
that no one can create a new replica.

The Ports - Internet Ports tab contains settings for the following:

» On the Web tab, you can redirect HTTP to SSL once you have the SSL
certificates in place. The same is true for the Directory tab and LDAP, as well
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as the other listed services. All of these services can be redirected to SSL
once you have the SSL certificates in place.

The Internet Protocols tab contains numerous options for Web access; consult
the appropriate Lotus documentation for details.

Tip: If you are using the Lotus Notes 6 client via CrossOver Office or a
Windows machine, you can click and hold the mouse to view pop-up help on
many items in the server document.

3.3.2 Database ACLs

You should review the ACLs of at least the following databases: names.nsf,
admin4.nsf, and certlog.nsf.

» Set the Default entry to No Access. By doing so, you will force both Notes and
Web clients to authenticate. With Default set to No Access, you do not need to
add an Anonymous entry.

Attention: For databases where Default is not set to No Access, you should
make certain that there is an Anonymous entry set to No Access unless you
specifically wish to allow anonymous access, such as with a Web home page
or a Web registration database.

» Assign an appropriate User Type to each entry. Make certain to differentiate
Person and Server, as well as single (Person or Server) and group entries
(Person Group or Server Group). A wildcard entry should be treated as a
group.

» Consider using “Enforce a consistent ACL” for the Domino Directory
(names.nsf) and Administration Requests database (admin4.nsf). This will
help ensure that only the appropriate administrators make changes to these
databases. Enforce a consistent ACL across all replicas also applies to
databases which users replicate to their local machines. Therefore users
cannot access locally data that they could not access on the server.

You must be careful with this option because if you accidentally omit the rights
to access the database, it cannot be bypassed by accessing the database
locally.

See the Lotus Domino Administration 6 help database for more information
about using this option and about its limitations.

» Further Domino system control over databases can be managed through the
Security tab of the Server document. From there one can assign additional
administrative privileges over databases. The added database access these

Chapter 3. Security and administration 175



176

settings can have should be taken into account when configuring database
security. Special attention should be given to the field “Full Access
administrator” if Full Access Administration is being used because it can
bypass all ACL settings, including Enforce consistent ACL.

» In order to delegate administrative access to a database based on
pubnames.ntf, an administrator will want to look at implementing the
Extended ACL (also known as the xACL). This allows you to further restrict
access to a database down to the field level. See the Lotus Domino
Administration 6 help database for more information about xACL.

You should also consider the ACL of log.nsf since quite a bit of information can
be gathered from the logs. However, you should balance the need to secure the
log.nsf database with the need for Domino administrators and developers to view
it. One solution is to set the Default entry to No Access, add a group with
Manager access for administrators, and either add your organizational unit, for
example */ITSO, with Reader access or else add a second group for developers
and others. Whether the additional overhead of maintaining a second group for
developers and others is worth the hassle depends on the location of the server
(Internet, Intranet, or internal) and the level of logging. Any server not located
behind one or more firewalls blocking internet traffic should be held to much more
stringent ACL settings than internal servers.

There are a number of notes.ini variables that help with security as well as
administration. While setting these will generate useful information in the log.nsf
database, remember that all logging comes with a performance price. Only use
the level of logging required for the server.

» log_replication - As with all notes.ini settings, you can add this directly to the
notes.ini by adding the line:

log_replication=1
or else by issuing the following command from the Domino console:
set config Tog_replication=1

A value of 1 will provide a summary of the replication once it finishes. A log
level of 2 is useful when you prefer to know the specific types of changes that
were replicated (data, ACL, view design, and so forth).

» log_console - This is set to either 0 or 1. A value of 1 will record commands
entered at the console.

» log_sessions - This is set to either 0 or 1. A value of 1 will record each user
session and so will generate a lot of log entries.

» log_agentmanager - This is set to either 0 or 1. A value of 1 will record the
start of agents in the log, which is quite useful for troubleshooting.
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» log_mailrouting - A value of 20 is normal, though 10 can be used to record
minimal information. A value of 30 or 40 should only be used temporarily
while troubleshooting a specific mail routing problem.

Important: The notes.ini file must have a blank line at the bottom.

Note: More details about Domino security are in Lotus Notes and Domino
R5.0 Security Infrastructure Revealed, SG24-5341.

3.4 Domino 6 administration

In this section, we highlight the use of the Domino 6 Web Administrator Client.
The Domino 6 Web Administrator closely parallels the Domino 6 Administrator
available for the Windows 32 client. This new feature provides Domino
administrators using a Web browser with much, if not all, of the functionality
available with the Windows Administrator client.

We then discuss the new Domino 6 Java Console, which is a separate
console-controller pair that allows an administrator to work with a server even
when the Domino Server is not responding.

3.4.1 Domino 6 Web Administrator

The Domino 6 Web Administrator is managed by the HTTP task. The first time
this task starts it will automatically create the webadmin.nsf database if it does
not already exist. Default access to this database is permitted to all Server
Administrators and Full Server Administrators as defined in the Domino 6 server
document under the Security tab. In Pre-release 1, any administrators added to
the server document are updated to the webadmin.nsf Access Control List by the
HTTP task.

Note: Refer to the Domino 6 Administration Help for detailed instructions on
administering the Domino server.

Domino 6 Web Administrator requirements
The requirements for using the Domino 6 Web Administrator are listed below.

Software requirements

In order to access the features of the Domino 6 Web Administrator, you need to
have the following:
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» Web browser
— MS Internet Explorer 5.5 or 6.0 on Windows 98/NT4/W2K/XP

— Netscape 4.7x on Windows 98/NT4/W2K/XP or Linux (RedHat 7.2 or
SuSE 7.2)

» Domino 6 Server

Domino tasks
The Domino 6 Server must be running the following tasks to support the Domino
6 Web Administrator:

— The Administration Process (AdminP) on the same server

— The Certificate Authority (CA) on the same server or another Domino 6
server in order to register users

— Web server (HTTP)

Note: The process of registering users also requires the migration of the
Notes certifier to the Certificate Authority process. This migration and other
aspects of Domino 6 user registration are covered in detail in “Domino user
registration” on page 248.

People & Groups tab

Figure 3-26 illustrates the administration functions available to the Domino 6
administrator from a browser, including the Tools drop-down for user registration
and group creation.
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Figure 3-26 Domino 6 Web Administrator: People view

2002-04-30

In the People view of the People & Groups tab, you are able to see the registered
users of your Domino domain. You can register, move, and delete users using the
links in the Tools pane located on the right side of the window.
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Figure 3-27 shows an example of the user registration window. In this window,

you enter the basic information about the user and then register the user in the
Domino Directory. To learn more about registering users, refer to “Domino user
registration” on page 248.
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Figure 3-28 Domino 6 Web Administrator: Group view
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In the Groups view of the People & Groups tab, you can see all the groups in your
Domino Directory. Each group has a type; this type can be mail, access-control,
deny list, server only, or else multi-purpose group. You can administer groups
using the view buttons and the links in the Tools pane.

Chapter 3. Security and administration 181



182

File Edit View Go Communicator

€ ¥ 3 ® . W <4 =% 3 B
Back Forward  Reload Home Search  MNefscape Print Security Shop Stop

| w§" Bookmarks M Location: http: //localhost febadnin. nsf /| 7 What's Related

@ People & Groups | Files | Server.. | Messaging.. | Replication | Configuration | () Sign Cut [JPreferences [ Help
Seryer: itsoredhatiITSO i
[;’;1 Host:  localhost Refiesh
3 » (] Doming Directories - i Bennl
Add Poli Delete Polic; E Trash Search e @ eople
» U] IT30's Directory e @ B @ RS ® i .
& People Hg‘ﬁ_‘m"
% Groups & OB & Move...

48 Deny Access Grougy & O

Folicies in [TSO's Dizecto
<3 Mail-In Databases ¢ = e

(7] Palicies

[&] settings Policy Namespace Description Bl Grnups

B [errnets B Explicit Palicies Find Group(s)..
Directory Catalog 1

¥ MasteI TS0

] O MastnITS0 Mfaster policy for ITS0

b P rokiasione

P ougantzational Poticies
4

1 e gP @
===

* B retscons: im0 @ inotesitsor=] [| & E o
& (The GIMF) o (6 .

2002-04-30

[z

FXL] FEEYFTY I

Figure 3-29 Domino 6 Web Administrator: Policies view

3

The Domino 6 Web Administrator allows a Domino administrator to work with
Mail-In Databases, Policies (both explicit and organizational), Settings and
Certificates.

Domino Administrators can create policies then, using an established hierarchy,
automatically distribute those policies across a group, a department, or an entire
organization. The use of policies makes it easy for administrators to establish

and maintain standard settings and configurations; it also automates redundant

administrative tasks.
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Figure 3-30 Domino 6 Web Administrator: Settings view

2002-04-30

Policy setting documents organize settings by administrative function. The
settings in these documents determine defaults, configuration, and rules that are
applied to users or groups using Policy documents. Although policy setting
documents define the default settings for users, there is no vehicle for assigning
policy settings, except by using a Policy document. Policy setting documents are
also where you control inheritance or enforcement of parent settings.
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Figure 3-31 Domino 6 Web Administrator: Certificates view

The Certificates view allows you to view and administer the certificates used to
authenticate users.

Files tab

The Domino 6 Web Administrator provides the Domino administrator using a
browser with file-level access to the operating system. The file-level view begins
in the Domino data directory and includes all sub-directories of the data directory.
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Figure 3-32 Domino 6 Web Administrator: Files view

On the Files tab, you can see and manage Domino databases and templates, as
well as folders and links. You can perform many database management
operations in this view, including compacting, signing and managing database
ACLs, and viewing available disk space. These functions are all available via the
Tools pane.

Server tab

On the Server tab, the Domino 6 Web Administrator provides the Domino
administrator with the ability to:

— Review several forms of server status
— Analyze server activities

— Review server statistics
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Figure 3-33 Domino 6 Web Administrator: Server status view

From the Server status view, you can see the status of different elements of your
Domino environment. These elements include:

» Server users - shows who is using your Domino server.

» Database users - indicates which databases are being accessed on your
Domino server, and by whom.

» Quick Console - allows you to issue console commands to the server.
» All server tasks - shows you a list of server tasks that are active.

» HTTP statistics - shows various statistics about your Domino Web server; an
example statistics page is shown in Figure 3-33.

» Schedules - lets you view schedules for programs, agents, mail routing, and
replication.

» Operation system statistics.
There are number of task you can perform by using the links in the Tools pane.

These tasks include replicating databases and shutting down and restarting the
Domino server.
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Figure 3-34 Domino 6 Web Administrator: Server analysis view

The Server analysis view provides you with sundry representations of
information regarding databases, mail routing, replication, logs, and
administration requests. See Lotus Domino Administration 6 help for further

information about data analysis.
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Figure 3-35 Domino 6 Web Administrator: Server statistics view

|

The final sub-tab of the Server tab is the Statistics tab, which shows you
voluminous statistics about processes running on your system. These statistics

include information about agents, databases, http, mail, and the server in
general.

Messaging tab

The Domino 6 Web Administrator provides the Domino administrator with the

ability to manage every aspect of enterprise mail management from a Web
browser. These tasks include:

— Mail server tasks
— Mail routing activities and events
— Mail reports
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Figure 3-36 Domino 6 Web Administrator: Messaging mail view

Within the Messaging tab, you are able to manage the mailboxes on your server,
check mail routing, monitor the logfile, run reports on various messaging usage
criteria, and use the Tracking Center tab to track messages. In the window shown
in Figure 3-36, you can see the Mail server tasks and the status of our Domino
server.

Replication
The Domino 6 Web Administrator enables the Web browser-based Domino
administrator to control and manage the following replication activities:

» Replication tasks

» Replication schedules
» Replication events

» Replication statistics
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Figure 3-37 Domino 6 Web Administrator: Replication view

Configuration

The Domino 6 Web Administrator provides the ability to control and modify

several Domino server configuration options from a Web browser. The following
configurations are available:

— Server documents, configurations, and connections
— Directory functions

— Web configuration

— Server monitoring

— Cluster management

— Miscellaneous
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Figure 3-38 Domino 6 Web Administrator: Configuration view
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One of the views available through the Configuration tab is the Current Server
Document, which is shown in Figure 3-38. It provides access to your Domino
server document, which contains many of the settings that define how your
server operates. These settings include:

» Basic information, such as the server name and the host name of your server

» Security settings

» Internet protocols, such as settings for the HTTP task and Domino Web
Engine

» Mail routing

» Transaction logging

3.4.2 Domino Java Console

The Domino Java Console provides real-time interaction with the Domino Server
and is often the fastest way to see what is happening with a server. In Domino 6,
the Domino Console is available through a new, powerful Java application. We
covered the basics of enabling this tool in “Java Domino console” on page 126.

Chapter 3. Security and administration 191



192

The advantage of the new Java Domino Console feature is that, unlike the Win32
Administration client, you can connect to the server Domino is installed on, even
when the Domino server is not responding.

To launch the Domino console, do the following:

» On a Linux system running X-Windows, issue jconsole from a shell
command prompt. If you have not added the Domino executable path to your
PATH environment variable, you will need to specify the full location, which is
/opt/lotus/bin by default.

» On a Windows machine with the Administration client installed, launch

Jjconsole.exe. This executable is located in the Lotus Notes Client program
directory.

Once the Domino Console launches, you can connect to a new server by File -
Connect Controller (Ctrl-O). If you have previously connected to the server with
this console, you can click the multiple server icon and select it from the list. In
the prompt box, enter your Notes name (or shortname) as your username and
your Domino HTTP password in the password field. For a new server, type the
name in the server; otherwise, select the server from the drop-down list.

[ Domina Console (O] x]

File  Edit wiew Coriolier Help

Puailable Servers K User:

Fause
& |4 Domino Servers Platform: ‘fou are nat connected to any server i
Senver. n
i
L

&4 Login Dialog

@ Login: [irsodon6

Password
Server: [itsoredhat. lo
Port: |2

Cancel

Domino Command; I Send |v| Commands ... |'|

Figure 3-39 Domino Console: Connecting to a server
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Table 3-3 identifies some of the common commands you can use from the
console; these commands will also work from the Web admin quick console.

Table 3-3 Common Domino Console commands

Domino Console command Description of the command results
(abbreviation)

show users (sh us) Shows the users connected to the Domino
server

show tasks (sh ta) Shows the tasks currently running

show cluster (sh cl) Shows how the cluster is performing and

current connectivity to cluster members

show config servertasks Shows the current value of the servertasks
notes.ini entry. You can use show config to
display any notes.ini entry.

set config servertasks= Replaces the existing server tasks notes.ini
entry with the values you specify after the
equals sign. The values you specify replace
the existing ones (they are not appended).

load replica Loads an instance of the replicator that
remains until you reboot the server. Any load
command without options loads another
permanent instance of the task while a load
command with options (see the next
example) runs, then quits.

replicate itsoredhat/ITSO names.nsf | This causes the current server,

(rep itsoredhat/ITSO names) itsosuse/ITSO in our case, to replicate the
specified database, names.nsf, with the
specified server, itsoredhat/ITSO. You must
use the full hierarchical name of the server.
Once replication finishes, the replicator will
quit.

show stat server.users Show stat displays the specified Domino
statistic. There are hundreds of statistics;
consult the event4.nsf database for a
description of each statistic.

restart server (res s) This will restart the Domino server. If issued
from the Web admin quick console, you
won’t be able to view the restart. If issued
from a client connected via the new
controller, you can monitor the restart
process.
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Commands are entered into the Domino Command area at the bottom of the
Domino console. For frequently used commands, you can click the Command
button and select from a pre-defined list. Optionally, you can click the arrow to the
right of the Command button and create a customize command list.

Here are the steps to record a customized command:

1. Click the arrow to the right of the Command button and select Customize.

In the Make a Custom Command dialog box, enter the desired command.
Click Add to add the command to your list.

Repeat Steps 2 and 3 until you have entered the commands for your list.

ok~ 0N

If you make a mistake or later desire to remove a command, highlight the
command in the Make a Custom Command display and click Remove to
remove it from your list.

6. Click Save to save and exit the dialog box.

You can now use your custom commands by clicking the arrow to the right of the
Command button and picking the desired command from the list.

In addition to Domino commands, you can also send Shell commands as long as

you have the appropriate access. Refer to Help -> Help Topics available with the
Domino Console, or the Lotus Domino Administrator 6 help, for more information.
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Performance, scalability,
and troubleshooting

This chapter discusses the performance and scalability of the Linux operating
system and Domino 6. We describe how to measure CPU and memory with
standard monitoring tools for Linux, such as top, vmstat, and ksysguard, as well
as monitoring disk arrays. Next, we discuss altering the maximum number of
threads available in Linux in order to provide high-end scalability. Finally, we
present options for increasing the performance of your Domino 6 server.
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4.1 Linux performance and scalability

Linux is a powerful operating system that can be molded to fit your needs. In this
section we discuss hard disk drive arrays, CPU and memory monitoring, then
give detailed instructions for significantly increasing the scalability of Linux
supporting Domino.

4.1.1 Linux performance

196

There are a number of ways to tweak your server to gain more scalability and
more flexibility.

IDE versus SCSI

The IDE bus is designed for normal PCs because it is simple to use, easy to
implement in the PC, and inexpensive. SCSI bus is designed for professional use
because it is faster than IDE, and you can attach more devices on the bus, such
as hard disks, CD-ROMs, and so forth.

Note: We recommend you use SCSI hard disks for your servers.

Buses

Generally, your server will have two buses. You should split your heavily utilized
cards, such as a primary network card and a RAID controller, so that they are
installed in slots on different buses. In a typical IBM server, for example, you will
see the buses designated as:

» Bus A, Bus B, and Bus C
» PCland PCI/ISA
» Bus 0 andBus 1

If you have a server with a 66 MHz (64 bit) bus and a 33 MHz (32 bit) bus, you
will have better performance splitting your cards, even though one bus is slower.
With significant I/O, the cards will benefit from working separately. If you put
them all on the 66 MHz (64 bit) bus, they will compete and so necessarily
diminish the overall throughput of that bus.

Distributing I/0

If you are running a program that is disk I/O intensive, such as a Domino server,
we recommend that you use separate, physical disks for the OS, Domino data
directory, and the Domino 6 transaction logs. If possible, use separate buses for
disks as well. Example 4-1 shows a possible configuration for distributing 1/0
using three separate disks (sda, sdb, and sdc). The numbers on the end of the
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disks (sda1, sda2) represent the partitions of that disk. For example, sda2 is the
second partition of the first SCSI disk.

Example 4-1 Distributing I/O

/ -> /dev/sdal

swap -> /dev/sda2

/translogs -> /dev/sdbl
/local/notesdata -> /dev/sdcl

RAID configurations

The main advantage of RAID is the redundancy. If one disk fails (for any reason),
you will not lose your data. Another advantage is that you can stripe your data
over multiple disks and gain speed for your applications. Striping will also
balance the data across the disks. There are multiple RAID configurations:

» RAID 0 stripes your data over multiple disks; you gain speed, but you do not
have redundancy.

» RAID 1 is called mirror because it writes the same data on two disks or more
(with Enhanced RAID1 or RAIDO+1). You have redundancy and the best
reading speed because the system reads the data from the less busy disk.

» RAID 5 stripes the disks and writes the parity at the same time. This is the
most used RAID configuration because it is a suitable compromise between
speed and redundancy, with only a small cost in performance.

There are two types of RAID: software and hardware.

Software RAID

Software RAID is done at the OS level. It is a layer between the physical disks
and applications. Since software RAID uses the main processor and the main
memory for calculation of the parity, these resources are not available to
Domino.

Note: For more information about how to build a software RAID in Linux, read
the “Software RAID” HOW-TO document. You can find this HOW-TO
document, as well as numerous others, on The Linux Documentation Project
Web site at:

http://tldp.org/docs.html

Hardware RAID

Hardware RAID is provided by a SCSI or IDE controller. The disks are connected
directly to the RAID controller. This is transparent even to the OS. The OS “sees”
only one drive. Before you install the OS, you need to create the RAID array. The
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hardware RAID controller has its own processor and RAM for parity calculation,
thus providing much better performance.

Hardware RAID versus software RAID
Table 4-1 identifies some differences between hardware and software RAID.

Table 4-1 Hardware versus Software RAID

Description RAID SW RAID HW
Use system CPU and memory? yes no
Transparent to the OS? no yes
Transparent to an application? yes yes

Can use IDE and SCSI hard disks within the same area? | yes no

Is it OS independent? no yes*

Can use disk on different buses? yes no

Can use fraction of the disks? yes yes

* Only if you have the drivers for the OS

See more discussion about RAID and recommendations for your Domino for
Linux server in “Transaction logging” on page 229.

Logical Volume Manager

The Logical Volume Manager (LVM) is a new feature in Linux. It is a layer
between the physical hard disk, or RAID controller, and the application. By using
the LVM you gain:

» Flexibility - you can modify the partition on the fly without unmounting the
partition

» Speed - by striping the logical volume
» Redundancy - by mirroring the logical volume

The structure of LVM is shown in Figure 4-1.
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Figure 4-1 LVM structure

Note: For more information about LVM and how to install it on Linux, read the
LVM HOW-TO. You can find this HOW-TO document, as well as numerous
others, on The Linux Documentation Project Web site at:

http://t1dp.org/docs.html

CPU utilization

You can monitor the CPU utilization with the top tool from the command line; if
you prefer a graphical tool use KDE System Guard described on page 202. It is
very useful if you have more than one processor. The results of the top command
are shown in Figure 4-2 on page 200.
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Figure 4-2 Top view

We recommend that you monitor the CPU utilization regularly. If the average
value is between 60 and 80 percent, you have reached the warning zone. If
average usage exceeds 80 percent, we recommend that you add a new
processor or upgrade the old one.

Memory usage

Memory is arguably the most important hardware in a system. We recommend
you use ECC (Error Checking and Correcting) memory or newer technology
when possible.

Linux uses memory efficiently. If you see the swap constantly in use, this
indicates a lack of physical memory and your server performance will suffer.

Linux has a tool, called vmstat, to monitor memory and CPU usage; you can
also use KDE System Guard. With the help of this tool, you can monitor the
server performance over a long period of time. Figure 4-3 on page 201 shows the
information vmstat produces. Note that the CPU usage statistics are averaged
across all CPUs in the server.
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Figure 4-3 vmstat output

The columns in the vmstat output have the following meanings:

r
b

swpd
free
buff
si

so

bi

bo

Cs
us

sy

The number of processes waiting for run time.

The number of processes in uninterruptable sleep.

The number of processes swapped out but otherwise runable. This
field is calculated, but Linux never desperation swaps.

The amount of virtual memory used (kB).

The amount of idle memory (kB).

The amount of memory used as buffers (kB).

Amount of memory swapped in from disk (kB/sec).

Amount of memory swapped to disk (kB/sec).
Blocks sent to a block device (blocks/sec).

Blocks received from a block device (blocks/sec).

The number of interrupts per second, including the clock.

The number of context switches per second.

User time.

System time.
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id Idle time.

Example 4-2 is a sample script that runs the vmstat command to gather usage
information and save it in a file. In this way, administrators can utilize the statistics
about memory usage and CPU usage to gauge if the server is heavily utilized. To
use this script, create and save the script, then set it to run periodically using
crontab. (Find more details about how to do this in 3.2.4, “Crontab” on page 156,
and “Scripts” on page 154.)

Example 4-2 vmstat.sh

#1/bin/bash

FILE_NAME=/var/log/vmstat.log
NR_OF_SEC=2 # Time between reading
WAIT_TIME=10 # The number is in sec.

echo "#########HHFHIFH A" >> SFILE_NAME
echo "#########HHHHIFH A" >> SFILE_NAME
echo "" >> $FILE_NAME

date >> $FILE_NAME

€Ch0 Mmm e e e e o " >> $FILE_NAME
vmstat $NR_OF_SEC >> $FILE_NAME &

echo "" >> $FILE_NAME

sleep $WAIT_TIME

for i in “ps ax|grep vmstat | awk '{print $1}'"

do

kill -9 $i > /dev/null

done

KDE System Guard

KDE System Guard is equivalent to Windows Task Manager and Windows
Performance Monitor in one tool. The Windows Task Manager Performance and
Networking tabs are similar to the System Guard System Load and Process
Tables. (see Figure 4-5 on page 204 and Figure 4-6 on page 205). The Windows
Performance Monitor is similar to System Sensors (see Figure 4-11 on

page 208).

To start KDE System Guard, click Start -> System -> Info -> KDE System
Guard on SuSE, or Start -> System -> KDE System Guard on Red Hat; see
Figure 4-4 on page 203.
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Figure 4-4 Starting KDE System Guard

System load

The System Load tab of the KDE System Guard tool provides a lot of different
statistics and information about the utilization of system resources, such as CPU,
memory, and swap. Figure 4-5 on page 204 shows you some of the statistics
available in the system load tab.
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Figure 4-5 System load
Process table
Click the Process Table tab to see a list of running processes, as shown in

Figure 4-6.
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Zi-Physical Memory &% adminp 1365 1177 sleeping 0.0 000 5 116064 7544 notd
g;ﬁ%ﬁ?m:;gw % amgr 1322 1177 sleeping  0.00 000 5 115492 4904 notd
3 Cached Memory §% amgr 1343 1177 sleeping  0.00 000 5 115492 4904 notd
4Free Memory §% amgr 1346 1177 sleeping  0.00 000 5 115492 4904 notd
@yUised Memary % amgr 1357 1177 sleeping 0,00 000 5 115492 4904 notd
+-Swap Memory % amgr 1358 1177 sleeping 000 000 5 122024 11748 notd
- Metwork % amgr 1353 1177 sleeping  0.00 0.0 5 122024 11748 notd
o Pa"&?’? tfage &% amgr 1360 1177 sleeping 0.0 000 5 122024 11748 notd
£ o e &% amgr 1433 1177 sleeping  0.00 0oo0 5 122024 11748 notd
-local 03 appletprosy 961 961 sleeping 050 0S0 0 20644 1528 root
+- oot 03 appletprosy 962 962 sleeping 050 000 0 21468 2284 root
1-transiog L% appletproxy 963 963 sleeping 000 051 0 zz0&& 1660 root
- V?rm’:m Level I3 appletproxy 954 964 sleeping  0.00 oon o0 Z0EEE 436 root
I3 appletproxy 965 965 sleeping 051 000 0 20364 E28 root
I3 appletproxy 966 966 sleeping  0.00 oo 0 Z1180 1240 root
ByPraocess Contraller 2 artsd 540 821 sleeping  0.00 000 0 6384 420 root
--%Pmcess Count £ atd 562 562 sleeping 0.00 n.00 1} 1456 16 rootf
=-Iogfiles [ bash 1000 1000 sleeping  0.0D oo 0 Z81Z 476 root[s]
- @gmessages 4] I A
 Tree All processes -] [ Berresh |
(1| [ [T ]]|

Figure 4-6 Process table

The process table shows you the tasks on your Linux server and various details
about the services, such as the status, memory usage, who started the process,
and so forth.

The Tree check box at the bottom of the screen shows what processes have
been started as child processes, and which therefore may fail if you kill a parent
process. (This function is not available in Windows Task Manager.) The
“Processes” drop-down list, also at the bottom of the screen, lets you choose to
see all process, the processes that belong to the system, processes that belong
to users, or just your own processes (see Figure 4-7).

Chhn processes -

&ll processes

System processes

User processes
e

Figure 4-7 Processes
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The Kill button allows you to kill selected processes; this is equivalent to End
Process in Windows Task Manager.

Performance monitoring
To create a new worksheet, select File -> New. The dialog box shown in
Figure 4-8 is displayed.

|#3 & Work Sheet Properties i O x

— Title

|Perf0rmance kanitaring

— FProperties
Rows |2 E
Columns |2| =]
Update Interyval |2 E Sec.

Figure 4-8 New worksheet

The number of row times the number of columns yields the number of monitors
you can set up; the update interval is how often the information is collected.

Now drag and drop one of the sensors from the Sensor Browser to the
worksheet, as shown in Figure 4-9.

File Edit Settings Help

Sensor Browser 21| System Load [ Pracess Table Patformance konitoring

--BDlocalhost — Drap sensar here — Drap s
--CPUD

- @} Clock Frequency

= i:ldle Load

--Ehrice Load

- @y5ystam Load

- @User Load

+-Disk Throughput §|gn_al FiRleH
4 Load kdultimeter

- @ Context Switches BarGraph

- @hldle Load SensarLogger
+-Interrupts

--@Load Average (1 min)
--@yLoad Average (15 min)
--@yLoad Average (5 min)
--@Mice Load

Figure 4-9 Drag and drop sensor

Lotus Domino 6 for Linux



Select the display type of the sensor (see Figure 4-9). Examples of the different
display types are show in Figure 4-11 on page 208.

A Multimeter or a Bar Graph just shows the current information, while a Signal
Plotter is a scrolling graph.

A SensorLogger logs the information to a file that can be accessed later (see
Figure 4-10).

&4 Sensor Logger iox
— File

|#root'Sy stemLoad.log

@]

— Timer Interval
[10

(B

— &larm for minimum value

[ Enahle Alarm Lower Limit |90

— &larm for maximum value

[ Enahle Alarm Upper Limit (10

4

Figure 4-10 Sensor Logger

The sensor Logger requires a file name to store the information in and an interval
timer (how often to collect the information). Optionally, you can add an upper and
lower alarm limit (the logger line turns a different color). By default the logger is
not running; to start the logger right-click the X and select Start Logger (see
Figure 4-11).
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File Edit Settings Help

Sensor Browser System Load r Process Table Performance hManitaring ‘
=-BPlocalhost — System Load
—-CPUO
EyClock Freguency
~@ldle Load

— System Load

@ Context Switches
yldle Load

- Interrupts

~@Load Average (1 min)
ByLoad Average (15 min)

----%Luad Average (5 miny

~EiNice Load

----&Pages In — System Load — Sensor Logger

~ElPages Out :

----&System Load ngmg merlnterva\

- EUser Load Eidaiics
<-Memory

Remove Display
Remove Sensar

i m@-Physical Memory
i m-Swap Memary

—-Metwork Edit Sensor
=-Interfaces Start Lagging
=-8ind Stop Logging
+-Receiver
= Transtitter
- ElCarrier
i~ @hcallisions

i~ @Compressed Pac
%Data
1| [4]]

Figure 4-11 Sensor types

4.1.2 Linux scalability

208

This section outlines changes you can make to your Linux OS to customize it for
maximum Domino 6 server performance. First, we cover the easily tunable
kernel limits, then we discuss a slightly more complex undertaking—recompiling
glibc in order to alter the hard-coded thread limit. We have detailed the steps for
both Red Hat 7.2 and SuSE 8.0.

Attention: Modifications to the Linux kernel, or compiling any Linux libraries
such as glibc, are not supported by Lotus software.

Note: With Domino R5 the supported Linux kernel versions are 2.2 and 2.4. At
present, Domino 6 only supports the 2.4 kernel.

Refer to the Release Notes of your Domino version for details about the
required kernel and patch levels.
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Enhancing Domino server performance
This section describes some changes you can make to enhance the
performance of Domino 6 on Linux.

First, the sysctl.conf file is used with the 2.4 kernel to set tunable parameters.
This file can be edited with any text editor; in this example we describe the
procedure using the versatile KATE. You will need to be logged in to KDE as root
in order to save the file into /etc.

1. Start the text editor program in Red Hat 7.2 by clicking Start Application ->
Editors -> Kate; in SUSE 8.0 click Start Application -> Office -> Editors ->

Kate.

We need to see if there is an existing /etc/sysctl.conf file.

a. Click File -> Open.

|

@4 0G '%_ {é}' o= Py [ roov + [is0 685¢ »

&y

Desktop

il

&7

Home Directory

&

Root Directory

©)

Temporary Files

2 &g

k.

= Root Directory: ¢
<5 Desktop oot
&5 bin &5 Desktop: froo¥Des
Location: || ,|| oK |
Eilter: [l Files v|| cancel |

Figure 4-12 Select root directory
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b. Click Root Directory from the drop-down box shown in Figure 4-12.
c. Click ete.

d. If you see the sysctl.conf file listed, click it, then click OK to open it.
Otherwise, use the new file that KATE opens by default.

2. Determine the current file-max, found in /proc/sys/fs/file-max; it is typically set

to a value of 49152 or higher. You can open the file with KATE or from a shell
prompt with more /proc/sys/fs/file-max. We used this value to set an upper
file limit in Steps 3 and 5, and then allowed Domino to use up to the maximum
value.

Note: Sometimes the warning message “File has changed on disk” appears.
Just click to cancel it.

3. Here are the lines that need to be included in the sysctl.conf:

fs.file-max=49152
kernel.shmmni=8192

For the fs.file-max line, use the value from Step 2 or 49152, whichever is
greater.

For Red Hat 7.2, you need to add an additional line:
kernel.sem=250 18432 32 1024

As with the file-max parameter, you can view the existing value with more
/proc/sys/fs/kernel.sem. If any of the existing values are greater than the
ones specified here, use the higher value.

. Verify that if the file /proc/sys/kernel/threads-max exists, it is set to a value of

8192 or higher. You can open the file using KATE or from a shell prompt with
more /proc/sys/kernel/threads-max. If the number is not greater than 8192,
your system will be limited by the given value. This number is determined
dynamically by the OS and is typically 8192 or higher. You can override it by
setting a new value (kernel.threads-max=8192 in the sysctl.conf file), but
doing so could have an adverse affect on your system’s stability.

. Next, edit /etc/security/limits.conf and add the following four lines for the notes

account used to run Domino, which in our case is itsodom6.

itsodom6 soft nofile 49152
itsodom6 hard nofile 49152
itsodom6 soft nproc 8192
itsodom6 hard nproc 8192

Again, you should use the value from Step 2 or 49152, whichever is greater,
for the hard nofile limit.
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Repeat these four lines for each Domino partition you have. For example, if
you have 2 partitions — the first partition run by npar1 and the second by
npar2 — then your limits.conf file would look like this:

nparl soft nofile 49152
nparl hard nofile 49152
nparl soft nproc 8192
nparl hard nproc 8192
npar2 soft nofile 49152
npar2 hard nofile 49152
npar2 soft nproc 8192
npar2 hard nproc 8192

These limits are applied only to the Linux account used to run Domino and do
not apply to any other account on the system. The two flags increase the
maximum number of open files (nofile) and the maximum number of
processes/threads (nproc) allowed for the user(s).

6. Check that /etc/pam.d/login has the following line:
session required /1ib/security/pam_Timits.so

7. Edit the file /etc/fstab and add the noatime parameter to the options of the file
system(s) on which your Domino data directories reside; in this example we
use the /local file system. This disables tracking of the access time, which is a
value that Domino never uses, and will increase performance.

/dev/sdcl /1ocal ext3 defaults,noatime 1 2

In this example, we added a comma and the noatime parameter after the
existing defaults parameter.

Once these settings have been made, reboot your system to put them to work for
you.

Red Hat 7.2 - glibc-2.2.4-13

With the existing Domino architecture on Linux, in order to truly scale Linux to
thousands of concurrent users, we need to alter and recompile the linuxthreads
portion of glibc on this version of Red Hat. Following are the steps to alter the
pthread limit for Red Hat 7.2 or 7.3; you will need to be root in order to carry out
these steps. Unlike Domino R5 for Linux, Domino 6 takes advantage of the
variable stack size provided by glibc, and so you do not need to alter the stack
size of glibc. Though there are quite a few steps, we have detailed them carefully
so that even those relatively new to Linux should be able to make this alteration.
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Note: Once you recompile glibc, you will be using a separate version stored
locally and any glibc patches subsequently applied to the operating system
will not be in effect for the version loaded with Domino. In order to get those
patches to be included in the version load for Domino, you need to alter the
PTHREAD setting and recompile. In general, this only needs to be done either
when you upgrade the operating system from one major version to the next,
such as RedHat 7.2 to 7.3, install a patch from RedHat with a newer version of
glibc, or when Domino fails to start with the customized library but starts fine
without it.

Install the glibc-2.2.4 source files
1. Check for the version of glibc on your Linux system by issuing the command:
rpm -qa | grep glibc
This queries all packages and sends the output to the grep program, which

searches for the value specified, in this case glibc. You should see output
similar to that shown at the top of Figure 4-13.

(B} Konsole - root@localhost:fusrisrciredhat/S OURCES - Konsole B
File Sessions Seftings Help

Lroot@localhost rootl# rpm —ga | grep glibe 5
glibc—2.2.4-13
plibc-common—2.2.4-13
plibc—devel-2.2.4-13
[root@localhost rootl# cd fusr/src/redhat/SOURCES/
[root@®localhost SOURCESI# ls
glibc-2.2.4-13.src.rpm
[root@localhost SOURCESI# rpm —ivh plibc-2.2.4-13.src.rpm
1:glibe [100%]
[rootBlocalhost SOURCESI# ]

D1, [ o]

Figure 4-13 RPM query output for Red Hat 7.2

2. While glibc is installed with Linux, the source code is not installed by default.
Therefore, we need to install the source files so that we can adjust the
definitions. You can install the source files from the third Red Hat 7.2 CD, or
you can download the appropriate glibc source code from the Internet. The
source code you download should match the installed version, which is
2.2.4-13 for the standard Red Hat 7.2 distribution.

Attention: If you do not use the version of source from the same origination
as your original glibc, then you may miss any patches which the vendor has
made, and therefore you may run the risk of destabilizing your system.
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3. To install the files, you need to cd to the appropriate location and type:

rpm -ivh glibc-2.2.4-13.src.rpm

If you are upgrading a different version of glibc, make certain to replace
2.2.4-13 with the correct version number.

Change directories with cd /usr/src/redhat/SOURCES/ and you should now

see the file glibc-2.2.4-13.tar.bz2 located in this directory. Since the file ends
with .bz2, it has been compressed with bzip2 and can be decompressed with
bunzip2 glibc-2.2.4.tar.bz2

(B} Konsole - root@locathost:fusrisreiredhat/SOURCES - Konsale |[=][aa][¢]
File Sessions Seftings Help

LrootBlocalhost rootl# cd /usr/src/redhat/SOURCES/
[root@localhost SOURCEST# 1s

glibc-2.2.4-13.src.rpm

Lroot@localhost SOURCESI# rpm —ivh glibc—2.2.4-13.src.rpm

[root®localhost SOURCESI# ls

glibc—2.2.4-13.src.rpm glibc-2.2.4.tar.bz2 glibc-kernel-2.4.patch
Lroot@localhost SOURCESI# bunzip2 glibc-2.2.4.tar.bz2
[root@®localhost SOURCESI# 1s

glibc-2.2.4-13.src.rpm glibc-2.2.4.tar glibc—kernel-2.4.patch
[root®localhost SOURCESI# tar —xvf glibc-2.2.4.tar ||

[»

1:plibc [100%]

[aD]

‘D New_[ [P} onsole

Figure 4-14 Decompress and unpack files

5. After decompressing the file, you need to unpack it. You can do this with the

tar command tar -xvf glibc-2.2.4.tar shown in Figure 4-14.

Change one glibc-2.2.4 header file

1.

The tar command creates a new directory, glibc-2.2.4 in the SOURCES
directory. We need to edit one file in this directory, and since we are running
X-Windows and using KDE on Red Hat 7.2, we are going to use the Kate
editor.

a. Click Start Application -> Editors -> Kate.

b. Click File -> Open.

c. Starting with the / directory (and not the root home directory, which is
/root) click usr, src, redhat, SOURCES, glibc-2.2.4, linuxthreads,
sysdeps, unix, sysv, linux, and bits. There are only a few files in this
directory.

d. Click local_lim.h and click OK to open the file, as shown in Figure 4-15.
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@ sigthread.h

Desktop

Dacuments

3

Home Directary

=

Raat Directary

Q]

Ternparary Files

=1
E=a
Metwark
Locatian: || "lacal_lirm.h" - | | v 0K |
Eiter:  [[All Files v|| X Cancel |

Figure 4-15 Kate Open file dialog box for local_lim.h

2. With the file open, you need to locate the appropriate
PTHREAD_THREADS_MAX line shown in Figure 4-16. The steps are:

a. Click Edit -> Find.

b. Enter PTHREAD_THREADS_MAX for the text to find.
c. Check the Case Sensitive option.

d. Click OK.
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/* The number of threads per process. */

#define _POSIX_THREAD_THREADS_MAX. 64
/* This is the value this implementation supports. */
/* #define PTHREAD _THREADS MAX 1024 */
#define PTHREAD_THREADS_MAX. 8192

/* Maximum amount by which a process can decrease its asynchronous I1/0 priority level.*/
#define AIO_PRIO_DELTA_MAX. 20

/* Minumum size for a thread. We are free to choose a reasonable value. */

#define PTHREAD_STACK_MIN. 16384
/*  Maximum number of POSIX timers available. */
#define TIMER_MAX. 256

Figure 4-16 Change to local_lim.h for Red Hat 7.2

3. Comment out the line:
#define PTHREAD_THREADS_MAX 1024

by adding the C-style programming multi-line comment characters so it looks
like this:

/* #define PTHREAD_THREADS_MAX 1024 */
4. Below the line you just commented out, enter:
#define PTHREAD THREADS_MAX 8192
This will increase the per-process Posix thread limit from 1024 to 8192.
5. Save and close the file.

Build glibc-2.2.4 with the changes
1. Now that you have edited the file, you need to replace the existing tar file with
the new version that includes your adjustments.

a. Return to the SOURCES directory with ¢d /usr/src/redhat/SOURCES.

b. Enterrm -f glibc-2.2.4.tar to delete the file. The -f switch merely
suppresses the text prompt to confirm deletion; you can use the command
without -f if you prefer to be prompted.

c. Enter tar -cvf glibc-2.2.4.tar glibc-2.2.4 to pack the files.

d. Enter bzip2 -z glibc-2.2.4.tar to compress the tar file.

2. Change to the SPECS directory with cd ../SPECS or by specifying the full
path of /usr/src/redhat/SPECS. To build the new linuxthread files you need,
enter the following command:

rpm -ba glibc.spec
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Tip: This took approximately one hour on the test servers in our lab. You can
preface the command with time to measure how long it takes.

[} Konsole - root@localhost:fusrisrciredhat/SPECS - Konsole

=B

File Sessions Settings Help

glibc-2.
glibc-2.
glibc-2.
glibc-2.
glibc-2.
glibc-2.
glibc-2.
glibc-2.

2.4/uctype/wchar-lookup.h
2.4/uctype/uctrans.c
2.4/uctype/uctrans_l.c

2o
2
2
2

4/uctype/uctype.c

4/uctype/uctype.h
4/uctype/uctype_l.c
.4/diff-CYGNUS—to—REDHAT .patch
2

4/glibe.spec

[root@localhost SOURCESI# 1s

glibc—2.2.4 glibc2.2.4-13.src.rpm glibc-2.2.4.tar
[root@localhost SOURCES1# bzip2 -z glibc-2.2.4.tar
[root@localhost SOURCESI# 1s
glibc—2.2.4 glibc2.2.4-13.src.rpm glibc-2.2.4.tar.bz2 glibc—kernel-2.4.patch
[root@localhost SOURCESI# cd ../SPECS/
[rootBlocalhost SPECSI# time rpm —ba glibc.spec |J

@ Konsale

D New'
I

glibc-kernel-2.4.patch

E101]

Figure 4-17 Building glibc-2.2.4

3. The two new share object files (Linux equivalent to Windows dll files) will be

located in the /usr/src/redhat/BUILD/glibc-2.2.4 directory in the following

sub-directories:

build-i386-linux/linuxthreads/libpthread.so

build-i386-linux/rt/librt.so

[[}-H4 Konsole - root@localhost:fusrisre/redhat/BUILD - Konsole

File Sessions Settings Help

[root@localhost rootI# cd fusr/src/redhat/BUILD/
[root@localhost BUILD1# find . -name libpthread.so
fglibe—2.2.4/build-i386-1linux/linuxthreads/libpthread.so
[root@localhost BUILD1# find . -name librt.so
Lfelibe-2.2.4/build-1386-1linux/rt/librt.so
[root@localhost BUILDI1# |

e, [ o]

Figure 4-18 Location of two required files
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Tip: The find command locates files anywhere in the directory tree. In the
example shown in Figure 4-18, the . tells the program to start with the current
directory and descend into all subdirectories. The -name switch tells find to
look for a filename matching the specified name. If you did not know the file’s
location or full name, you could issue the command find / -name 1ib* to
have find search every directory for files beginning with lib. This, along with its
other abilities, makes find a powerful administration tool.

Load the new thread library
1. Change to your Domino data directory. The default is cd /1ocal/notesdata.

2. Issue the command mkdir 1ib to create a directory for the new files and
cd 1ib to change to the newly created directory.

3. Copy the new libpthread.so and librt.so from the BUILD directory.
cp /usr/src/redhat/BUILD/glibc-2.2.4/build-i386-1inux/Tinuxthreads
libpthread.so ./libpthread.so.Domino

cp /usr/src/redhat/BUILD/glibc-2.2.4/build-i386-1inux/rt librt.so
./1ibrt.so.Domino

Important: After building glibc-2.2.4, you now have two versions of
libpthread.so and librt.so. Make certain you copy the files from the
/usr/src/redhat/BUILD directory and not from the standard directory.

4. Create symbolic links in order to correctly load the files.

In -s libpthread.so.Domino 1ibpthread.so.0
In -s librt.so.Domino Tibrt.so.l

5. Return to the Domino data directory with c¢d .. or by using the full path.

6. Grant the notes user and group ownership. Our Linux user account for
Domino is itsodom6 and our group is notes, so we issue:

chown -R itsodom6:notes 1ib
in order to change the ownership of the lib directory and the files within it.

7. If you are not using the startup script described in “Starting Domino from a
script” on page 130, then you will need to create a Domino 6 Server startup
script to be launched by the Linux user account for Domino. Before the
Domino 6 Server is started, we need to preload the new libraries and then
load the Domino server. Make certain that your script includes the following
lines emphasized in this sample script.

LD_PRELOAD_SAV=$LD_PRELOAD
LD_PRELOAD=$HOME/1ib/1ibpthread.so.0:$HOME/1ib/1ibrt.so.1:$LD_PRELOAD
export LD_PRELOAD
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nohup /opt/lotus/bin/server -jc -c > /dev/null 2>&1 &
sleep 3

LD_PRELOAD=$LD_PRELOAD_SAV

export LD_PRELOAD

This script takes the current system variable LD_PRELOAD and saves itin a
new variable LD_PRELOAD_SAV. It then sets the system variable
LD_PRELOAD to $HOME/lib/libpthread.s0.0:$HOME/lib/librt.so.1: plus the
value of the original LD_PRELOAD; the export command makes the
LD_PRELOAD available to the whole system. The nohup command starts the
Lotus Domino server and sends all the output to null (null is used to stop
messages from being displayed to the screen); the s1eep command tells the
system to wait for 3 seconds before handing back control to the system. The
last two commands set the LD_PRELOAD back to its original setting.

8. Change to the Domino user account and execute the startup script. You can
then verify that the new files are in use by checking the libraries used by the
server process.

a. Issue ps -A | grep server | more to find the process ID of one of the
server processes. The process ID is the number in the first column.
3333 7 00:00:01 server
b. Type more /proc/3333/maps but replace 3333 with the process ID of the
server process running on your machine. The output of the maps file
should contain a reference to the new .Domino libraries.

40018000-40027000 r-xp 00000000 08:21 1357219
/local/notesdata/1ib/1ibpthread.so.Domino
40027000-4004b000 rw-p 0000e000 08:21 1357219
/local/notesdata/1ib/1ibpthread.so.Domino
4004b000-40051000 r-xp 00000000 08:21 1357220
/local/notesdata/1ib/1ibrt.so.Domino
40051000-40052000 rw-p 00005000 08:21 1357220
/local/notesdata/1ib/1ibrt.so.Domino

SuSE 8.0 - glibc-2.2.5-38

With the existing Domino architecture on Linux, in order to truly scale SuSE Linux
to thousands of concurrent users, we need to alter and recompile the
linuxthreads portion of glibc on this version of SUSE. This section describes the
steps to alter the pthread limit for SUSE 8.0 Professional; you will need to be root
in order to carry out these steps. Unlike Domino R5 for Linux, Domino 6 takes
advantage of the variable stack size provided by glibc, so you do not need to
alter the stack size of glibc. Though there are quite a few steps, we have detailed
them carefully so that even those relatively new to Linux should be able to make
this alteration.
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Note: We recommend using SuSE Linux Groupware Server 7 with Lotus
Domino or newer, instead of the SUSE Linux 8.0 Personal or SuSE Linux 8.0
Professional version. The SUSE Enterprise Server already has the glibc
changes detailed here.

Install the glibc-2.2.5 source files
1. Check for the version of glibc on your Linux system by issuing the command:
rpm -qa | grep glibc

This queries all packages and sends the output to the grep program, which
searches for the value specified, in this case glibc. You should see output
similar to that shown at the top of Figure 4-19.

= ——_k.

Session Edit Wiew Settings Help

linu<:™ # rpm —qa | grep glibc
zlibc-2,2,5-38
zlibc-locale-2.2.5-38
zlibc-devel-2,2,5-38
zlibc-profile-2,.2.5-38
zlibc-html-2,2,5-28
zlibc-info-2,2,5-328

lirwx:™ # |

| LOER]

Figure 4-19 RPM Query Output, for SUSE 8.0

2. While glibc is installed with Linux, the source code is not installed by default.
Therefore, we need to install the source files so that we can adjust the
definitions. You can install the source files from the sixth SUSE 8.0 CD or else
download the appropriate glibc source code from the Internet. The source
code you download should match the installed version, which is 2.2.5-38 for
the standard SuSE 8.0 distribution.
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Attention: If you do not use the version of source from the same origination
as your original glibc, then you may miss any patches which the vendor has
made, and therefore you run the risk of destabilizing your system.

3. To install the files, follow these steps:

a. Click the CD-ROM icon on the KDE desktop. This mounts the CD-ROM
and displays the contents with the KDE file explorer, Konqueror.

b. Click suse, then click zg2 to display the rpm source packages as shown in
Figure 4-20.

Note: If you have installed from the DVD, all the source files are in zq1.

T@ + file:/media/cdrom/susefzq2 - Konqueror i = O X
Location Edit Wiew Go Bookmarks Toals Settings Window Help

269D B0 o« QAARER 0

3] gmp-4.0-55. sre.rpm

E® Laocation: ||@ file fmedialcdromisuselzqz2 '| 1:]
@ SuSE

‘ﬁ Home Directory [ (| Name | Size | File Type | Modifieq 2|
& Deskiop R | @] glademm-0.6.2-1 71.sre.rpm 309.5 KB RPM package file 2002-03{
_ {2l Docurnents g -] glame-0.6.1 -78.sre.rpm 858.4 KB RPM package file 2002-03] |

- @public_htrmi @] glchess-0.4.1-88.arc.rpm 112.9 KB RPM package file 2002-03

cQ’ ----@gle-s.ﬂ.ﬁ-ge.src.rgm 612.8 KB RPM package file 2002-03

@ ] glib-1.2 10-805, st rpri 346.0 KB RPM package file 2002-03

B -] glibe-2.2 538 srerprm 14.2 MB RPM package file 2002-03

@ ----@glidectl—0.3~452.src.rpm 25.5 KB RPM package file 2002-03

& -] gllirnmer-1.1 1 2167 are.rprm 510.8 KB RPM package file 2002-03

e ----@glohalds-m SreLrpmm 333.4 KB RPM package file 2002-03

2.6 MB RPM package file 2002-03
159.4 KB RPM package file 2002-03
74.8 KB RPM package file 2002-03
1.3 MBE RPM package file 2002-03
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----@gnats-SJ 13.1-196.8r¢.rpm 942.4 KB RPM package file 2002-03177
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Figure 4-20 SuSE 8.0 list of source packages

¢. Scroll until you see glibe-2.2.5-38.src.rpm, click it to launch KPackage.
d. Click the Install button to install the source package as shown in
Figure 4-21.
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Figure 4-21 KPackage program for RPM package installation

If you are upgrading a different version of glibc, then make certain to replace
2.2.5-38 with the correct version number.

4. Start a shell and change directories with:
cd /usr/src/packages/SOURCES/

You should now see the file glibc-linuxthreads-2.2.5.tar.bz2 located in this
directory. Since the file ends with .bz2, it has been compressed with bzip2
and can be decompressed with:

bunzip2 glibc-linuxthreads-2.2.5.tar.bz2

Tip: Linuxthreads is an add-on to glibc in the SuSE distribution and has been
stored separately in this RPM. Therefore, we can modify just the linuxthread
file and leave the main glibc file alone.

5. After decompressing the file, you need to unpack it. You can do this with the
tar command:

tar -xvf glibc-Tinuxthreads-2.2.5.tar

Change one glibc-2.2.5 header file

1. The tar command creates a new directory, linuxthreads, in the SOURCES
directory. We need to edit one file in this directory, and since we are running
X-Windows and using KDE on SuSE 8.0, we are going to use the Kate editor.
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a. Click Start Application -> Office -> Editors -> Kate.

Click File -> Open.

c. Starting with the / directory (and not the root home directory, which is
/root) click usr, src, packages, SOURCES, linuxthreads, sysdeps,
unix, sysv, linux, and bits. There are only a few files in this directory.

d. Click local_lim.h and click OK to open the file, as shown in Figure 4-22.
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Dacuments
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~
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Temparary Files
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Eiter:  [aiFiles v|| X Cancel |

Figure 4-22 Kate Open file dialog box for local_lim.h

2. With the file open, locate the appropriate PTHREAD_THREADS line shown in
Figure 4-16 on page 215. The steps are

a. Click Edit - Find.
b. Enter PTHREAD_ THREADS for the text to find.
c. Check the Case Sensitive option.

d. Click OK.
St Thisz is the value this implementation supports. */
/* #define PTHREAD THREADS MAX 1024 #*/
#define PTHREZD THREADS MAH, 813z

Figure 4-23 Change to local_lim.h for SuSE 8.0

3. Comment out the line:
#define PTHREAD_THREADS_MAX 1024
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by adding the C-style programming, multi-line comment characters so it looks
like this:

/* #define PTHREAD_THREADS_MAX 1024 */
4. Below the line you just commented out, enter:
#define PTHREAD_THREADS_MAX 8192

This will increase the per process Posix thread limit from 1024 to 8192.
5. Save and close the file.

Build glibc-2.2.5 with the changes

1. Now that you have edited the file, you need to replace the existing tar file with
the new version that includes your adjustments.

a. Return to the SOURCES directory with cd /usr/src/packages/SOURCES.

b. Enter rm -f glibc-linuxthreads-2.2.5.tar to delete the file. The -f
switch merely suppresses the text prompt to confirm deletion - you can
use the command without -f if you prefer to be prompted.

c. Enter tar -cvf glibc-Tinuxthreads-2.2.5.tar Tinuxthreads
Tinuxthreads_db to pack the files located in the two specified directories.

Note: This command should be typed on one line, as shown in Figure 4-24

Session Edit View Settings Help

linux: usr/arc/packages /SOURCES # rm -rf glibc-linuxthreads-2,2.5,.tar

linu=: usr/arcspackages SOURCES # tar —cuf glibo-linuxthreads-2.2.5.tar linuxthe
eads 1inuxthreads_db

[«Ir]

5] ey (BT ]

Figure 4-24 tar command for glibc-linuxthreads
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d. Enter bzip2 -z glibc-linuxthreads-2.2.5.tar to compress the tar file.

2. Change to the SPECS directory with cd ../SPECS or by specifying the full
path of /usr/src/packages/SPECS. To build the new linuxthread files you
need, enter the following command:

rpm -ba glibc.spec

Tip: This took approximately one hour on the test servers in our lab. You can
preface the command with time to measure how long it takes.

£ Shell - Konsole = O x

Session Edit Yiew Settings Help

linuxthreads_db/td_thr_setzgregs.c
linuxthreads_db/td_thr_setprio.c
linuxthreads_db/td_thr_setsigpending.c
linuxthreads_db/td_thr_setxregs.c
linuxthreads_db/td_thr_sigsetmask.c
linuxthreads_db/td_thr_tsd.c
linuxthreads_db/td_thr_wvalidate.c
linuxthreads_db/thread_db.h
linuxthreads_db/thread_dbP.h
linuxSuSE:/usr/sroc/packages/S0URCES # ls glibx

olibc-2.Z2-8uBE.diff zlibc-2.2.5.1ak4 . diff
glibc-Z.2-noversion.diff glibc-2.2.5.1localedef . diff
glibc-Z2.2-prelink.diff glibc-2.2.5.1og2in.diff
glibc-2.2.4-icc.dif glibc-2.2.5.1t.signal .diff
glibc-2.2.4-ulps.diff glibc-2.2.5.nice . diff
glibc-2.2.4.32bituid. diff glibc-Z2.Z2.5.nice2 diff
olibc-2.2.4.L5B.os.diff 2libc-Z2.Z2.5.rtime . diff
glibc-2.2.4.dns.dif+ glibc-Z.Z2.5.swscanf . diff
glibc-2.2.5-quota.diff zglibc-2.2.5.tar bz
glibc-2.2.5.cvs—fix.diff glibc-2.2.5.tcsetattr . diff
glibc-2.2.5 . cvs.diff glibc-2.2.5.wfprintf . diff
glibc-Z.2.5.d1.diff glibc-Z.Z2.1pwE-2 . diff
glibc-2.2.9.gcc3l.diff 2libc-20011205-asprintf-error_handling .dif+
glibc-2.2.5.getnetgrent . .diff glibc-db-2.2.59.1.tar.bzE
glibc-2.2.5.glob.diff glibc-linuxthreads-2.2.5.tar

linuxSusE::/usr/sroc/packages/S0URCES # bzipZ -z gliboc-linuxthreads-2.2.5.tar
linuxSusE:/usr/sroc/packages/S0URCES # cd ../ SPECSS

l1inuxSusE :/usr/src/packages/SPECS # 1=

. .. glibc.spec

linuxSuSE: /usr/src/packages/SPECS # time rpm -bha glibc.spec []

4] o [ vt

[eIo] ]

Figure 4-25 Building glibc-2.2.5

3. The two new share object files (the Linux equivalent to Windows dll files) will
be located in the /usr/src/packages/BUILD/glibc-2.2.5 directory in the
following sub-directories:

cc/linuxthreads/libpthread.so
cc/rt/librt.so

Load the new thread library
1. Change to your Domino data directory. The default is cd /1ocal/notesdata.

2. Issue the command mkdir 1ib to create a directory for the new files and
cd 1ib to change to the newly created directory.
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3. Copy the new libpthread.so and librt.so from the BUILD directory.

cp /usr/src/packages/BUILD/glibc-2.2.5/cc/Tinuxthreads/libpthread.so
./1ibpthread.so.Domino

cp /usr/src/packages/BUILD/glibc-2.2.5/cc/rt/1ibrt.so ./1ibrt.so.Domino

Important: After building glibc-2.2.5, you now have two versions of
libpthread.so and librt.so. Make certain you copy the files from the
lusr/src/packages/BUILD directory and not from the standard directory.

4. Create symbolic links i to correctly load the files:

In -s libpthread.so.Domino 1ibpthread.so.0
In -s librt.so.Domino Tibrt.so.1l

5. Return to the Domino data directory with c¢d .. or by using the full path.

6. Grant the notes user and group ownership. Our Linux user account for
Domino is itsodom6 and our group is notes, so we issue:

chown -R itsodom6:notes 1ib
to change the ownership of the lib directory and the files within it.

7. If you are not using the startup script described in “Starting Domino from a
script” on page 130, then you will need to create a Domino 6 Server startup
script to be launched by the Linux user account for Domino. Before the
Domino 6 Server is started, we need to preload the new libraries and then
start the Domino server. Make certain that your script includes the following
lines emphasized in this sample script.

LD_PRELOAD_SAV=$LD_PRELOAD
LD_PRELOAD=$HOME/1ib/1ibpthread.so.0:$HOME/1ib/1ibrt.so.1:$LD_PRELOAD
export LD_PRELOAD

nohup /opt/lotus/bin/server -jc -c > /dev/null 2>&1 &

sleep 3

LD_PRELOAD=$LD_PRELOAD_SAV

export LD_PRELOAD

This script take the current system variable LD_PRELOAD and saves it in a
new variable LD_PRELOAD_SAV. It then sets the system variable
LD_PRELOAD and to $HOME/lib/libpthread.so.0:3HOME/lib/librt.s0.1: plus
the value of the original LD_PRELOAD; the export command makes the
LD_PRELOAD available to the whole system. The nohup command starts the
Lotus Domino server and sends all the output to null (null is used to stop
messages displaying to the screen); the sleep command tells the system to
wait for 3 seconds before handing back control to the system. The last two
commands set the LD_PRELOAD back to its original setting.
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8. Change to the Domino user account and execute the startup script. You can
then verify that the new files are in use by checking the libraries used by the
server process.

a. Issue ps -A | grep server | more to find the process ID of one of the
server processes. The process ID is the number in the first column.
3333 7 00:00:01 server
b. Type more /proc/3333/maps but replace 3333 with the process ID of the
server process running on your machine. The output of the maps file
should contain a reference to the new .Domino libraries.

40018000-40027000 r-xp 00000000 08:21 1357219
/local/notesdata/1ib/1ibpthread.so.Domino
40027000-4004b000 rw-p 0000e000 08:21 1357219
/local/notesdata/1ib/1ibpthread.so.Domino
4004b000-40051000 r-xp 00000000 08:21 1357220
/local/notesdata/1ib/1ibrt.so.Domino
40051000-40052000 rw-p 00005000 08:21 1357220
/local/notesdata/1ib/1ibrt.so.Domino

4.2 Domino performance and scalability

This section describes some of the general features and functions related to
Domino server performance, scalability, and reliability.

4.2.1 Domino performance

226

Domino Enterprise Server offers clustering, which provides superior performance
by increasing the availability of your databases and answering client requests in
the best fashion determined by dynamic analysis of the cluster members’ current
performance. Transaction logging is available with every installation of Domino; it
improves long-term reliability by keeping data from being deleted during
consistency checks caused by the failure of a server. In addition, multiple
mailboxes are a simple change that will help with mail delivery performance.

Clustering

As the Beowulf Project amply demonstrates (http://www.beowulf.org), Linux is
well-suited to clustering, and this is true of Linux Domino 6 clustering as well. The
benefits of Domino clusters are primarily due to two factors:

» Availability
» Workload balancing

In essence, Domino clusters appear to Notes clients as a single server. When a
server fails, the other server or servers in the cluster handle client requests
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seamlessly. When a server in the cluster is overburdened, workload balancing
shunts the request to another cluster member, thereby providing better service.

There are secondary benefits as well, though these indirect benefits were not
specifically designed as part of clustering. Should one database become corrupt,
it is possible to delete that replica and create a new one from a replica located on
another cluster member. This would be a risky proposition with a replica on a
standard replication schedule since it could be out-of-date and so result in data
loss. Domino clusters, on the other hand, are kept up-to-date through
event-driven replication provided by the Cluster Replicator task. Differences are
measured in seconds, instead of hours or days.

Note: Domino 6 provided clustering for Web clients via ICM (Internet Cluster
Manager) For more information see Applying the Patterns for e-business to
Domino and WebSphere Scenarios, SG24-6255. For business-critical
applications you should investigate the use of specialized load balancing
equipment like IBM WebSphere Edge Server or Cisco LocalDirector.

Once you have the Enterprise edition of Domino installed, you can add servers to
a cluster by clicking the Add to Cluster button in the Domino Directory. Some
points to keep in mind when you set up a Domino cluster:

» Use all servers in the cluster instead of designating a standby server. This will
provide better service to your customers and will utilize your resources more
effectively. Keep in mind, however, that you should not allow the average
usage (number of client requests, databases, and so forth) to exceed the
capabilities of the cluster minus one server.

» You should use two cluster replicators to prevent backlogs. In your notes.ini,
add the line cluster_replicators=2. When an agent begins updating a large
number of documents in a database, this will require the cluster replicator to
work almost exclusively on that database. A second replicator will allow quick
updates in other databases to be replicated immediately. Do not enable more
than two cluster replicators until statistical analysis indicates that you would
benefit from additional replicators. You can measure the load on your cluster
replicators by issuing show stat combined with one of these four statistics at
the Domino console:

— Replica.Cluster.SecondsOnQueue.Avg shows the average amount of time
a database spent replicating.

— Replica.Cluster.SecondsOnQueue.Max shows the maximum amount of
time a database spent replicating.

— Replica.Cluster.WorkQueueDepth.Avg shows the average number of
databases waiting to be replicated.

Chapter 4. Performance, scalability, and troubleshooting 227



228

— Replica.Cluster.WorkQueueDepth.Max shows the maximum number of
databases waiting to be replicated.

The SecondsOnQueue.Avg will tell you how long it is taking to replicate data.
A private LAN will likely reduce this number. The SecondsOnQueue.Max will
tell you the longest amount of time a single database tied up the cluster
replicator. If this number is high, it indicates that you have at least one
database that demands intense cluster replication.

The WorkQueueDepth.Avg is probably the best indicator of whether multiple
replicators will be of any benefit. If this number is 0, databases are not
normally vying for the cluster replicator’s attention. The statistic
WorkQueueDepth.Max indicates the worst backlog the server has
experienced. If both this and the SecondsOnQueue.Max are high, then you
have at least one database tying up a replicator and causing a backlog.
However, if the SecondsOnQueue.Avg is low, then it indicates a temporary
burst that is probably not a major problem.

You need to consider all four statistics in context before determining if
additional cluster replicators will be of use. In any event, make certain your
server can handle the additional load before you enable 3 or more cluster
replicators.

» Set up a private LAN for intra-cluster communication. With two servers, you
can use a simple cross-over cable to connect the servers. With three or more,
you need to set up a small network. The extra effort is well worth it because
you remove the network load for clustering from the main LAN used by
clients, and at the same time ensure that client traffic will not interfere with the
high-speed cluster replication necessary for transparent failover.

Important: Cluster replication is the single most important aspect of a Domino
cluster. You should monitor cluster replication closely to ensure the health of
your Domino 6 cluster.

» With clusters of three or more servers, take the time to consider a strategy for
deploying replicas. The simplest approach is to deploy replicas on every
server. But if you have a three server cluster, can a single server handle the
full load if two servers fail? It is unlikely if you are utilizing your resources and
so having a replica of every database does not provide added reliability. On
the other hand, if two servers in a three server cluster are busy, then having a
replica on the third server will allow workload balancing. This suggests that
you should normally distribute databases on two out of three servers, with
only critical applications replicated to all three servers. The same logic can be
extended to four or more servers.

» Distribute databases according to measured, or expected, utilization. For
instance, if you have a 3 server cluster and decide all databases with a
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filename beginning with a-p will be placed on the Artemis server, i-z on Odin,
and the rest on the last server, you will have devised an orderly administrative
scheme. If the company’s major databases all end up on the Artemis server,
however, you will cause needless workload balancing, and should that server
fail, the bulk of your users will be switched to a single server instead of being
distributed across the remaining two. Conversely, if you are constantly
analyzing every database, you will waste precious administrative time placing
and shifting databases among cluster members. Since critical databases
should probably go on every server in the cluster, focus on identifying the
major databases and use an easily administered scheme for the rest.

Transaction logging

The main benefit of transaction logging is reliability. Any administrator who has
waited a long time for a system that crashed to restart will immediately
appreciate transaction logging. Just as journaling improves the integrity of the
Linux ext3 file system, Domino transaction logging improves the integrity of
Domino databases.

Transaction logging comes in three flavors: archive, circular, and linear. Archive is
intended for coupling your transaction logs with a Domino-aware backup system,
while circular and linear are for non-Domino-aware backup system use. (See
“Domino 6 transaction logs and backups” on page 429.)

If you are not going to use your transaction logs in conjunction with a
Domino-aware backup system, all you need is a pair of 4 Gb hard disk drives
configured for RAID1. You need to dedicate these drives to the Domino
Transaction Log to avoid a performance degradation.

Note: The maximum size for circular transaction logging is 4Gb. It can be set
to less. The linear option has been added to Domino 6 in case you would like
to utilize more than 4 GB for your transaction logs. Otherwise, it is comparable
to the circular option.

Ideally, everything, from the OS to Swap to Domino, would have its own hard
disk drives utilizing multiple RAID controllers, but this is an unlikely scenario for
all but very high-end servers. When possible, use hardware-based RAID1 for the
OS and Swap, another RAID1 for the transaction logs, and RAID5 for the
Domino data directory.

Given the advantages of transaction logs in achieving data integrity and the
substantially faster restarts of your server, we recommend enabling transaction
logging even if you only have a single, hardware-based RAID1 for OS, Swap,
and the transaction logs, and a RAID5 for the data directory. This is admittedly
not an ideal scenario since the Swap and transaction logs will be competing for
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I/O resources. Unlike NT, however, Linux does not rely as heavily on Swap. As
long as your server has enough memory, this should be a suitable configuration.
Be certain to test this scenario, however, in order to make certain that you are
content with the resulting performance.

How about using a RAIDS5 configuration for the entire server? While RAIDS5 is an
appealing option for getting the most out of your hard disk drives, it is not suitable
for the entire server, especially with transaction logging enabled. Remember that
when writing to disk, RAID5 will need to read data from the disk in order to
recalculate the parity, except when performing a full-stripe-write in which the
data is already in the cache. The additional I/O overhead from
partial-stripe-write and read-modify-write operations results in RAID5 exhibiting
slower write performance than RAID1. Read performance is typically slower as
well since RAID1 offers two drives from which data may be read. Though RAID5
offers more drives for simultaneous reads, the requests would have to be ideally
broken up so that no two requests ever needed information on the same drive.
This is because in RAID5 the data is not mirrored — redundancy is provided by
the parity stripe — and so there is only one location from which data can be read.
RAIDS5, preferably through hardware not software, should be utilized only for the
Domino data directory. If you have to use RAID5 for the entire server, you should
not enable transaction logging.

Note: Transaction logging is set up via the Task tab on the server document;
see the Lotus Administrator Guide for more information.

Multiple mailboxes

Since server processes require exclusive access to mail.box, it is possible for
several servers to contend for the mail.box, especially while the router task is
working on a large message. Therefore, you should set the number of mailboxes
equal to two in the default configuration document for your domain.

1. Open the Domino Directory.

Go to Server -> Configuration.

Open the appropriate Configuration document: * - [All Servers]
Go to the Router/SMTP -> Basics tab.

Edit the document and set the number of mailboxes to 2.

ok~ 0N

You can set the number higher than two, but you should do so only after you
determine that there is still contention with two mail.boxes. Refer to the Lotus
Domino Administrator 6 Help for more information.
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Note: If you have older, 3rd-party software that is unable to work with two
mail.boxes, create a configuration document for the server on which the
software is running until you can upgrade it.

4.2.2 Domino scalability

Domino 6 has been designed, like its predecessors, to run on a variety of
platforms and to take full advantage of any platform’s capabilities. The Domino 6
Linux code has been specifically written to run well on Linux.

So what can you do to increase Domino 6 scalability?

Simple. Domino 6 is capable of providing a large number of services, everything
from mail routing to applications to Web sites. In order to allow your server to
scale, identify all unnecessary tasks and remove them.

The first place to start is the servertasks= line in the notes.ini. You can access
the file directly at the OS level or by the NOTES.INI file option on the
Configuration tab under Server in the webadmin.nsf database.

The basic tasks are Replica, Router, Update, Stats, AMgr, and Adminp. Other
tasks, such as HTTP, should only be enabled if you intend to utilize them. For
example, if your server does not need to provide Calendaring and Scheduling,
you can remove Calconn and Sched from the servertasks= line.

Network encryption and compression

Network encryption is another area to consider. Domino offers port encryption to
ensure that all data is securely transferred over the network, and it is enabled
simply by checking the encrypt option for the port. However, encryption
necessarily causes overhead and so results in slower performance. Typically,
the security of port encryption results in a performance trade-off of roughly 5 to
10 percent, as long as overall CPU utilization is not excessively high.

Network compression compresses the data before it is transmitted across the
network. Network compression results in an average of 50 percent less volume
of data being transmitted across the network, but it does put extra load on the
client and server to uncompress/compress the data. The best time to use
compression is when data is being transmitted across a Wide Area Network
(WAN).

Important: Encryption and compression can be used together: first the data is
compressed and then it is encrypted. Using both options together puts even
more load on the CPUs at both ends of the connection.

Chapter 4. Performance, scalability, and troubleshooting 231



NSF Buffer Pool size

Domino normally manages the NSF Buffer Pool and sets the value to
approximately 1/4 to 1/3 of the available physical memory. On servers with more
than 2 GB of memory, this can squeeze the mmap region where the memory is
allocated. Therefore, a Domino 6 server running on Linux should not have an
NSF_Buffer_Pool_Size_MB notes.ini setting of greater than 256. This setting
does have a noticeable effect on opening large views, however, so you should
not set it too low. Add the line NSF_Buffer_Pool_Size_MB= to your notes.ini with
a value of 256 MB or 1/4 of your physical memory, whichever is lower.

4.3 Troubleshooting

This section covers basic network troubleshooting and the Notes Diagnostic tool,
NSD.

4.3.1 Basic network troubleshooting

232

Linux network troubleshooting is very similar to Windows troubleshooting. The
main differences are the name of the trace route tool — in Linux it is tracertroute
and the Windows version is tracert — and the syntax of the route command.

The first things to check if you are unable to access the server are:

» Can you ping the server/client by name?

» Can you ping the server/client by IP address?

» Can you ping the default gateway from both a client and the server?

If you can ping the server/client by IP address but not by name there is a problem
with your name resolution. Linux does not support WINS so you have to use
DNS or host files.

If you can’t ping the server/client, can they ping any other network devices like
the default gateway. If they are unable to ping anything ask the network
administrator to check the network devices.

If some clients can ping the server but others can’t, check the netmask of the
clients/server with the ifconfig command on Linux or with ipconfig or winipcfg
on Windows machines. To make sure that all the machines have the correct
default gateway use route -v on Linux or route print on Windows machines
(see Figure 4-26).

Note: If there is a firewall between your server and client, the ping and
traceroute commands may be blocked, which makes troubleshooting harder.
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IF C:HWINDOWS', System32', cmd.exe

fictive Routes:

MNetwork Destination Hetmask Gateway Interface Metric
Ba.8.8.8 B8.8.8.8 9.33.85.65 9.33.85.88 28
?.33.85.64 255.255.255.192 9.33.85.88 9.33.85.88 28
?.33.85.88 255.255.255.255 127.8.8.1 127.8.8.1 28
9.255.255.285 255.255.255.255 9.33.85.88 9.33.85.88 28
127.8.8.8 255.8.8.8 127.8.8.1 127.8.8.1 i
192.168.8.8 255.255.255.8 192.168.8.28 192.168.8.28 38
192.168.8.28 255.255.255.255 127.8.8.1 127.8.8.1 38
172.168.8.255 255.255.255.255 192.168.8.28 192.168.8.28 38
192 .168.139.8 255.255.255.8 192 .168 1391 192 .168.139.1 38
192.168.13%.14 255.255.255.255 127.8.8.1 127.8.8.1 38
172.168.139.255 255.255.255.255 192.168.137.1 192.168.137.1 38
224.8.8.8 248.8.8.8 9.33.85.88 9.33.85.88 28
224.8.8.8 248.8.8.8 192.168.8.28 192.168.8.28 38
224.8.8.8 248.8.0.8 192.168.139.1 192.168.139.1 38
255.255.255.255 255.255.255.255 9.33.85.88 9.33.85.88 i
255.255.255.255 255.255.255.255 192.168.8.28 192.168.8.28 1
255_255_255_255 255.255.255.255 192 .168 1391 192 .168.139.1 i
IDefault Gateway: 9.33.85.65
Persistent Routes:
Hone
E:sjonnieh>route Erint.
—
@ + Shell - Konsole <2>
Session BEdit View Settings Help
linux: /s jonnieb # route -w |~
kKernel IP routing table
Dest inat ion Gateway Genmnask Flags Metric Ref Uze Iface
192,168.0,0 = 255,255.,255,0 U o] o] 0 ethO
192,168,137 .0 = 255,255.,255,0 U o] o] 0 ethl
clefault 192,168.,0.1 0.0.0,0 U o] 4] 0 ethO
lirws:/ jornieh # route -l
[a]
]
@ ey [ @ Shell
b

Figure 4-26 Default gateway commands

4.3.2 Domino NSD tool

Notes System Diagnostic (NSD) is a diagnostic script, developed by Iris, that
gathers diagnostic information which can be used to troubleshoot problems and
verify that the server is correctly configured.

Running NSD

You must be in the Domino data directory to run NSD. You can run the NSD tools
as either the notes account or as root. For most problems you should run NSD as
the notes account.
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Options for NSD
There are a number of options that can be used with the NSD tool depending on
the level of detail required. Following is a summary of the options.

The NSD tool is constantly evolving and changing, and new options may be
added in the future. The -help option will show a complete list for the version of
NSD you have installed.

-batch Run in batch mode - don’t write to tty

-info Just report system info

-noinfo Don’t report system info

-nolog Don’t log output to log file

--nodbx Don’t collect process debug info

-ver*sion Just show version header

-ps Show process tree

-kill Kill all/luser Notes processes and cleanup IPCs
-memcheck Run the Notes memory checker only
-nomemcheck Don’t run the Notes memory checker by default
-dumpmem Generate shared memory dump

-Isof Run Isof only - list Notes open files

-nolsof Don’t run Isof by default

-user <user_id> Operate only on Notes process run by ’user_id’

-exec_path <dir[:dir]* Add additional directories to the search path

-filter <log_file> Filter stack output of log_file

-help Show this help list

-help -<option> Where option is any one of the above

-help gen*eral General information about the script and how it works

-help lim*itations General information on script limitations

-help update List script version update information

The most notable options are:
-kill
-info

-nomemcheck
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Issuing nsd -ki11 will kill all Notes processes and clean up IPC resources
related to those processes.

Any time the server is not able to be shut down with a graceful quit from the
console or a server -q from the command line, nsd -kil1 should be run to
ensure that the environment is clean for a server restart.

The command nsd -info will skip attaching to the processes with a debugger
and obtaining a trace. This is useful when you are only gathering system
information and do not need any process-level information for diagnosis.

Lotus Support will often ask for the results from running nsd -info so they can do
an initial assessment of the server environment.

Issuing nsd -nememcheck will skip running memcheck against the application.
Memcheck is a utility, developed by Iris, that obtains information on the current
state of the Domino memory pools. Memcheck information may not be needed,
and by using the -nomemcheck option you can reduce the total running time of the
NSD script.

The output of the NSD tool can be sent to Lotus Support to help diagnose
problems.

NSD explained

The NSD tool is constantly evolving. Additional data may be gathered and
placement of the NSD sections may be altered, but the information is roughly the
same across different versions of NSD.

NSD output is in plain text and can be viewed with any text file viewer.

The first section (shown in Example Figure 4-3) contains a header with some
basic information about the configuration of the machine

Example 4-3 NSD Output

INFO: Generating binary list file ./nsd.nadmb2/nsd_V60_09082002_cache.ins.Ist
INFO: Generating cache file ./nsd.nadmb2/nsd_V60_09082002_cache.ins

Invalid PID 0
Script Version
Notes Version
Notes Base
Data Dir

Notes Exec Dir
Search Path
Debugger

: /opt/lotus/notes/latest/1inux/nsd.sh V60_09082002
: Build V60_09082002 September 08, 2002

: Release 6

: /home/nadmb2/notesdata

: /opt/lotus/notes/latest/1inux

: /opt/lotus/notes/latest/Tinux /opt/lotus/notesapi
: /opt/lotus/notes/latest/1inux/pstack

Debugger Version :

MEMCHECK Version :

Script Dir
Host Info

MEMCHECK Version (4.20) for Lotus Notes Build V60_09082002 (September 08, 2002)
: /opt/lotus/notes/latest/1inux
: Linux branch 2.4.18-64GB-SMP #1 SMP Wed Mar 27 13:58:12 UTC 2002 1686 unknown
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User
Date

Input arguments

: nadmb2 (nadmb2)
: Thu Sep 12 15:18:57 EDT 2002

The next section of the NSD output is the current processes running on the
system (ps output). This list is not only the processes owned by the notes user,
but contains all processes.

Example 4-4 Current processes

Current Procs:

root

nadmbran
nadmbran
nadmbran
nadmbran
nadmbran
nadmbran
nadmbran
nadmbran
nadmbran
nadmbran
nadmbran
nadmbran
nadmbran
nadmbran
nadmbran
nadmbran
nadmbran

PID PPID C PRI NI ADDR SZ WCHAN STIME TTY TIME CMD

1 0 80 0 - 112 do_sel 05:24 ? 00:00:07 init [5]

2 1 0 80 0 - 0 contex 05:24 ? 00:00:00 [keventd]

3 0 0 80 19 - 0 ksofti 05:24 ? 00:00:00 [ksoftirgd_CPUO]

4 0 0 61 O - 0 kswapd 05:24 ? 00:00:00 [kswapd]

5 0 0 62 0 - 0 bdflus 05:24 ? 00:00:00 [bdflush]

6 00 79 O0- 0 kupdat 05:24 ? 00:00:08 [kupdated]

7 0 0 62 0 - 0 kinode 05:24 ? 00:00:00 [kinoded]
2061 1994 0 80 0 - 59821 semop 11:27 pts/3  00:00:00 /opt/lotus/notes/latest/Tinux/http
2062 1994 0 80 0 - 59821 semop 11:27 pts/3  00:00:00 /opt/lotus/notes/latest/Tinux/http
2063 1994 0 80 0 - 59821 semop 11:27 pts/3  00:00:00 /opt/lotus/notes/latest/Tinux/http
2064 1994 0 80 0 - 59821 semop 11:27 pts/3  00:00:00 /opt/lotus/notes/latest/Tinux/http
2065 1994 0 80 0 - 59821 semop 11:27 pts/3  00:00:00 /opt/lotus/notes/latest/linux/http
2066 1994 0 80 0 - 59821 semop 11:27 pts/3  00:00:00 /opt/lotus/notes/latest/linux/http
2067 1994 0 80 0 - 59821 do_sel 11:27 pts/3  00:00:00 /opt/lotus/notes/latest/Tinux/http
2068 1971 0 80 0 - 27677 semop 11:27 pts/3  00:00:00 /opt/lotus/notes/latest/1inux/adminp
2082 2070 0 80 0 - 50567 do_pol 11:27 pts/4 00:00:00 java_vm
2083 2070 0 80 0 - 50567 rt_sig 11:27 pts/4 00:00:00 java_vm
2084 2070 0 80 0 - 50567 nanosl 11:27 pts/4 00:00:00 java_vm
2085 2070 0 80 0 - 50567 rt_sig 11:27 pts/4 00:00:00 java_vm
2086 2070 0 80 0 - 50567 unix_s 11:27 pts/4 00:00:00 java_vm
2100 2070 0 80 0 - 50567 rt_sig 11:28 pts/4  00:00:00 java_vm
2109 1964 0 80 0 - 27276 semop 11:28 pts/3  00:00:00 /opt/lotus/notes/latest/linux/replica
2114 1961 0 80 0 - 27384 semop 11:29 pts/3  00:00:00 /opt/lotus/notes/latest/1inux/update
2141 2005 0 80 O - 11460 rt_sig 11:41 pts/4 00:00:00 /opt/mozilla/mozilla-bin
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This is followed by the process tree. The process tree gives a listing of the Notes
server processes and their parent/child relationship to each other.

In this example, the shell (bash) is listed as the parent for all processes, and the
server is the parent of all Notes processes.

This can be useful, especially when there are orphaned Notes processes, as
they will be represented with a return line between the other processes.

In the UNIX environment each process that is started has a parent process. In
the case of a running Domino server, the parent of all the processes is the shell
from which the server was started.
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The first instance of the server process would be its child, and the server process
would call other processes, such as event or update. These processes would be
called the child processes of the server.

When one process exits, the child process for that process becomes “orphaned,”
which means that the parent process has exited and the operating system
reverts the parent to init, which is the first process started in a UNIX operating
system. Init is responsible for loading all other processes and always has the
process ID of 1.

This information can sometimes lead us to which process has crashed when a
crash does occur and sufficient crash information is not captured (such as when
the core file is truncated).

Example 4-5 is the process tree for a normally running server.

Example 4-5 NSD process tree
PROCESS TREE

Status is:
R -- process iS running
D -- process is dead

T/status -- process terminated with exit status
S/signal -- process killed with signal

? -- Unknown status
username status pid program
root R 1 0 init
nadmb?2 R ... 1200 1097 su - nadmb2
nadmb?2 R .... 1201 1200 -bash
nadmb2 R ..... 2117 2046 /opt/lotus/notes/latest/linux/server
nadmb2 R ...... 2286 2127 /opt/lotus/notes/latest/linux/http
nadmb2 R ...... 2240 2127 /opt/lotus/notes/latest/linux/http
nadmb2 R ...... 2150 2127 /opt/lotus/notes/latest/1inux/sched
nadmb2 R ...... 2149 2127 /opt/lotus/notes/latest/linux/calconn
nadmb2 R ...... 2142 2127 /opt/lotus/notes/Tatest/1linux/adminp
nadmb2 R ...... 2141 2127 /opt/lotus/notes/Tatest/1inux/amgr
nadmb2 R veen... 2173 2141 /opt/lotus/notes/latest/linux/amgr -e
nadmb2 R ...... 2140 2127 /opt/lotus/notes/latest/1inux/router
nadmb2 R ...... 2135 2127 /opt/lotus/notes/latest/linux/replica
nadmb2 R ...... 2134 2127 /opt/lotus/notes/latest/1inux/update
nadmb2 R ...... 2121 2117 /opt/lotus/notes/Tatest/linux/event

The R in the second column shows the process is active, running.

Example 4-6 on page 238 is another process tree, this time for a server where
the server process has exited without a trace.
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Notice that none of these processes are shown as a parent/child to each other
with one exception. Amgr is shown as being a parent for another amgr process.
This is because the server loads amgr and the initial amgr process, then loads
subsequent amgr tasks. Each of the other processes was loaded as a child of the
server process.

Example 4-6 NSD child process

nadmb2 R ...... 2286 2127 /opt/lotus/notes/latest/1inux/http
nadmb2 R ...... 2240 2127 /opt/lotus/notes/latest/1inux/http
nadmb?2 R ...... 2150 2127 /opt/lotus/notes/Tatest/1linux/sched
nadmb?2 R ...... 2149 2127 /opt/lotus/notes/latest/linux/calconn
nadmb2 R ...... 2142 2127 /opt/lotus/notes/latest/1inux/adminp

The next section contains the stack traces obtained from the debugger. These
will probably not make much sense to anyone other than support and
development specialists.

The one thing you can check for is that one of the threads contains the word
“fatal” or “panic.”

If the problem is a server crash and there is not a thread listed with either of
those keywords, then it is likely that there was a problem during data collection
and the crash information was not collected in time.

Note: There are exceptions to that rule, so always forward all available data to
support, even if it appears to be of limited value.

For example, the following stack (Example 4-7) shows a fatal error on HTTP.

Example 4-7 HTTP fatal error

[fiZditdtzdddsdzdddsdddddsatidadii

## thread 19/100 :: http pid=12634, k-id= 23495 , pthr-id=537117116
## stack :: k-state=running, stk max-size=331772, cur-size=116812
[tttz ddidddzdddsdddddsatidadii

fatal_error(??) at OxdlOe7ac8

pthread_kil11(??, ??) at OxdOe7adl4

signal.raise(??) at Oxd0Oe7a94c

abort.abort() at 0xd0d79ca0

terminate.terminate_ Fv() at 0xd0e8f2e0
invokedtr.__Invoke__Destructor(0x2000ea8c, 0x209501fc) at 0x1000ch58
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Note: You should always see a fatal_error() call on the stack trace of the failing
thread. This is the function that prints out the “Freezing all server threads...”
message.

The next section contains Inter Process Communication Facilities Status (IPCS)
information. IPCS details the shared memory, message queues and semaphore
information for the machine.

Shared memory has one control segment and several data segments. The data
segments will be of uniform size, while the control segment is usually smaller
than the data segments.

There is no need to manually remove these files on a successful shutdown of the
server. If the server crashes, an nsd -ki11 will clean these files up.

You can also manually check for the existence of these files by issuing the
command at the OS:

ipcs

Note: Each partitioned server will have its own set of shared memory. The
owner of these files will be the user starting the different partitioned servers.

Example 4-8 shows a sample view of shared memory.

Example 4-8 Viewing shared memory

IPC STATS Thu Sep 12 15:19:15 EDT 2002
shmid key owner perms bytes nattch status
27459594 0xf8c03000 nadmb2 660 4629980 12
27492363 0xf8c03001 nadmb2 660 8388608 12
27820071 0xf8c0300b nadmb2 660 8388608 12
27852840 0xf8c0300c nadmb2 660 8388608 12
27885609 0xf8c0300d nadmb2 660 8388608 12
27918378 0xf8c0300e nadmb2 660 8388608 12
27951147 0xf8c0300f nadmb2 660 8388608 12

3 33 333 3 -+

The next two sections, shown in Example 4-9, are the Notes.ini followed by the
Notes user’'s environment. If you have run the NSD as root then it will instead
reflect the root user’s environment.

Example 4-9 Notes.ini and info about Notes user’s environment

notes.ini Wed Jul 10 11:42:38 EDT 2002
[Notes]
Directory=/home/nadmbran/notesdata
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KitType=2
SetupDB=setupweb.nsf
UserName=
CompanyName=
NotesProgram=/opt/Totusr6/Totus/notes/60000/1inux
DSTLAW=4,1,1,10,-1,1
SHARED_MAIL=0
Passthru_LoglLevel=0
Console_Loglevel=2
DefaultMailTemplate=mail6.ntf
Preferences=32
ServerTasks=Update,Replica,Router,AdminP,CalConn,Sched,HTTP,LDAP
ServerTasksAtl=Catalog,Design
ServerTasksAt2=UpdA11,0bject Collect mailobj.nsf
ServerTasksAt3=0bject Info -Full
ServerTasksAt5=Statlog
TCPIP=TCP, 0, 15, 0
Seriall=XPC,1,15,0,,4096,19200,32,3c56k.mdm
Serial2=XPC,2,15,0,
Timezone=5
**shortened for example
User (nadmbran) Environment Wed Jul 10 11:42:38 EDT 2002
PWD=/home/nadmbran/notesdata
WINDOWID=35651735
PAGER=Tess
uid_Tist=500
LD_PRELOAD=:/opt/gnome/1ib/1ibgdkxft.so
HOSTNAME=branch
NSD_INP_ARGS=
LESSCLOSE=1essclose.sh %s %s
LS_OPTIONS=-N --color=none -T 0
QTDIR=/usr/1ib/qt3
OPENWINHOME=/usr/openwin
_SUSECONFIG_PROFILE=true
LESSKEY=/etc/Tesskey.bin
LESSOPEN=1essopen.sh %s
JAVA_BINDIR=/usr/1ib/java/bin
MANPATH=/usr/local/man:/usr/share/man:/usr/X11R6/man:/opt/gnome/man:/usr/op
**shortened for example

Tip: Do not send the Notes.ini to Lotus Customer Support; it is included in the
NSD output!

Next is the list of the Domino binaries directory. This list can help in determining if
setuid root is in place for any processes, ownership of the binaries, and any
add-ins that might be used on this server.

240 Lotus Domino 6 for Linux



Example 4-10 List of Domino binaries directory

Executable & Library Files

-r-xr-xr-x 1 root daemon 7499589 Jul 9 06:
-r-xr-xr-x 1 root daemon 138608 Jul 9 06:
-r-xr-xr-x 1 root daemon 28575 Jul 9 06:
-r-xr-xr-x 1 root daemon 39492 Jul 9 06:
-r-sr-xr-x 1 root daemon 8944 Jul 9 06:
-r-xr-xr-x 1 root daemon 80514 Jul 9 06:
-r-xr-xr-x 1 root daemon 31574 Jul 9 06:

Wed Jul 10 11:42:38 EDT 2002
48 /opt/lotus/notes/latest/1inux/adminp
46 /opt/lotus/notes/latest/1inux/amgr
46 /opt/lotus/notes/latest/linux/autodial
46 /opt/lotus/notes/latest/1inux/billing
47 /opt/lotus/notes/latest/linux/bindsock
47 /opt/lotus/notes/latest/Tinux/ca
48 /opt/lotus/notes/latest/Tinux/calconn

System information contains the hard and soft limits for the Notes user and the

machine.

Hard limits are absolute limits set server-wide, which users cannot override,

while soft limits pertain only to the users in whose environment the soft limits are

set.

For instance, if the hard core limit is set to 2 MB and the soft limit is set to 10 MB
for the Domino user, the Domino user will not be able to generate a core beyond

2 MB in size.

Limits can be set in the file /etc/security/limits.conf.

Example 4-11 Hard and soft resource limits

Resource Limits:

core file size (blocks) 0

data seg size (kbytes) unlimited
file size (blocks) unlimited
max lTocked memory (kbytes) wunlimited
max memory size (kbytes) unlimited
open files 1024

pipe size (512 bytes) 8

stack size (kbytes) unlimited
cpu time (seconds) unlimited
max user processes 4092
virtual memory (kbytes) unlimited

Hard Limits:

core file size (blocks) unlimited
data seg size (kbytes) unlimited
file size (blocks) unlimited

max lTocked memory (kbytes) wunlimited
max memory size (kbytes) unlimited
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open files 1024

pipe size (512 bytes) 8

stack size (kbytes) unlimited
cpu time (seconds) unlimited
max user processes 4092
virtual memory (kbytes) unlimited

Next is the version of the operating system and flavor of Linux (Example 4-12),
followed by swap information (Example 4-13).

Example 4-12 Linux version

Linux Version:

Linux version 2.4.18-64GB-SMP (root@SMP_X86.suse.de) (gcc version 2.95.3
20010315 (SuSE)) #1 SMP Wed Mar 27 13:58:12 UTC 2002

Example 4-13 Swap info

Swap Info:
Filename Type Size Used Priority
/dev/hdal partition 1028120 0 42

System Configuration shows physical memory on the machine, number and
types of processors, uptime, load average, and some kernel configuration
information.

Local Disks shows disk volumes mounted and space remaining, followed by
current patches applied to the server. It is similar to a df -k command.

Example 4-14 Local disk information

Local Disks:

Filesystem 1024-bTocks Used Available Capacity Mounted on
/dev/hda3 5162828 4594096 306472 94% /
/dev/hdad 16160292 3356360 11983012 22% [home
shmfs 256136 0 256136 0% /dev/shm

VMstats shows a ten-second snapshot of the CPU statistics. This often shows
plenty of idle time, since an NSD is most commonly gathered for a crash
condition where the server is completely down.

This can be useful for performance and hangs, where the NSD is taken during
the performance problem.
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Example 4-15 CPU Statistics

VM Stats:
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Network info gives a lot of information on the state of the network, and also lists
the current connections to the server by IP.

Process list gives a complete list of system-wide processes. This can show other
processes running in addition to Domino; one or more of these could potentially
be conflicting with the Domino application.

For instance, if Apache (a public domain Web server) is running, you will be able
to see that here. Since Apache and the HTTP process both default to running on

port 80, they could potentially conflict with each other and cause problems.

Data directory gives a full listing of the data directory and subdirectories, as well
as their ownership and access rights.

Note: You can check the size of your full-text index databases here as well.

Example 4-16 Data directory full listing

Data Direct

457033
457034
457044
1321926

ory Full Listing:

-rW-r--r-- 1 nadmb2
-r--r--r-- 1 nadmb2
-rW-r--r-- 1 nadmb2
drwxr-xr-x 2 nadmb2

notes
notes
notes
notes

341504 Sep 12 05:05 billing.ntf
905 Aug 20 1996 binary.gif

4489216 Sep 12 05:05 bookmark.ntf

4096 Sep 9 15:33 s

ubdir/
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Memcheck

Next we have the memcheck portion of the NSD. Memcheck is a tool that is
installed by default in Domino 6 and is called by the NSD script, but it can also be
run manually. For details about the memcheck options run <memcheck -h>. This
will yield information about usage of the command and available options.

Open databases in memcheck
One of the best features of the memcheck output is to show, for each Domino
process/thread, which Domino databases are being used.

You have to search for the string "Open Databases" in the NSD output file; you
can see some lines in Example 4-17.

Example 4-17 Open databases

SizeLimit
ReplicalD

Open Databases -------
/home/nadmb2/notesdata/busytime.nsf
Version =

bContQueue =

FDGHandle =

DB Sem =
SemContQueue ( RWSEM:#0:0x029d) rdcnt=-1, refcnt=0 Writer=[] n=0, wcnt=-1, Users=-1, Owner=[]
sched: 2150: 2] DBH= 59, User=CN=bark/0O=tree

By: [

43.0

= 0, WarningThreshold = 0

85256¢30:0071e68
NSFPool [ 2: 15364]
0xf01c0139, RefCnt = 1, Dirty = N
(FRWSEM:0x0244) state=0, waiters=0, refcnt=0, nlrdrs=0 Writer=[]
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The example shows that the busytime.nsf database is opened by
sched process 2150 thread 2.

This information can be matched with an eventual stack trace of the faulting
thread to produce a preliminary diagnosis on an eventual corrupted database
that generated the server crash.

Note: This is a possible starting point to troubleshoot the problem; a
confirmation from Lotus Customer Support must also be done.

The last section contains any errors that may have been generated by NSD
during its execution. Some of these errors are really informational and not
necessarily indicative of a problem, even if they are listed as a warning.

Generated Info/Warnings/Errors are shown in Example 4-18 on page 245.
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Example 4-18 Viewing messages

Generated Info/Warnings/Errors:
(1) INFO: Generating binary Tist file
./nsd.nadmb2/nsd_V60_09082002_cache.ins.lst
(2) INFO: Generating cache file ./nsd.nadmb2/nsd_V60_09082002_cache.ins
(3) INFO: The Maximum core file size is 0 blocks
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Domino in action

In this chapter, we describe some of the capabilities of the Domino server and
the strengths of Domino 6. We selected several features to demonstrate from
among the many that are part of Domino 6. The features presented in detail are:

» Domino user registration

— The Domino Administration client within Linux

— The Web Administration interface

— Active Directory synchronization with the Lotus ADSync tool
» Accessing external data from a Domino application

— Using a sample application to connect to DB2

— Using a sample application to connect to MySQL
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5.1

Domino user registration

Once your Domino server is installed and configured, you must register users
before they can set up their Notes client. User registration creates the following
for each user:

— A Person document in the Domino Directory
— A User ID containing the appropriate certificates
— A mail file

The process of registering users can be performed using any of the following
methods:

— Domino Administration client

— Java-compliant browser with the Web Administrator interface

— Active Directory Users and Groups Console utilizing a new Domino 6
feature for Active Directory Synchronization.

We do not discuss here the various planning and management aspects of user
registration (for example, policy creation, roaming users, and so forth). Instead
we are addressing only the methods for performing user registration.

5.1.1 Domino Administration client
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We chose to use the Domino Administration client within the Linux server running
Domino to demonstrate user registration without using a Windows workstation.
You can accomplish the same thing using the Domino Administration client on a
Windows machine.

The Domino Administrator client does not run natively on the Linux platform;
therefore, we must emulate a Windows environment. There are numerous
products on the market to accomplish this. We chose CrossOver Office (the
commercial version of Wine, www.winehq.org) from CodeWeavers, Inc. which
does not require a Windows workstation. The CrossOver Office package can be
obtained directly from the CodeWeavers Web site at:

http://www.codeweavers.com

Attention: CrossOver office only runs under X-Windows on an IA32-based
system. We installed Pre-Release 1 of Domino Administration client since that
was the most current version available at the time of writing. Furthermore,
minimal testing with the Release Candidate version was done, but it did not
seem to work with CrossOver office or Wine. This is probably due to a change
of installer program. Hopefully CodeWeavers will address this issue in future
releases of CrossOver office.
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Installing CrossOver Office

Installing the CrossOver Office product is a simple process that only takes a few
minutes. It can be installed either as a normal user, or as root to create a
multi-user environment. We chose to install the product as a root user. You can
see this in the setup dialog box, shown in Figure 5-1. Your decision should be
strictly based on your license for the product.

CrossOver Office is installed by invoking the script which we purchased and
downloaded from the CodeWeavers Web site. The version represents the
version you downloaded. We worked with version 1.0.0 of the product. The
command you need to issue to start the installation is:

sh install-crossover-office-version.sh

Once the installation script starts, the following window is displayed.

X-H Setup =[]

HEx NDTE S

You are about to install CrossOver as the root user.

This means that your installation will affect all users on this system.
If this is fundamentally a single user installation, we recommend
installing CrossCOyver into your user account instead.

With wersion 1.0.0, we “strangly® recommend against this approach.
Further, unless you bought a multiple user license, we may not suppo

you if you choose this approach.

Would you like to proceed?

YES Mo

Figure 5-1 CrossOver Office setup

The script decompresses CrossOver Office and installs the components onto
your Linux system. Click Yes in the setup dialog box to install under the root
account. Click | Agree after reading the license agreement (Figure 5-2).
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.-T™ License Agreement

CROSSOVER OFFICE SINGLE END-USER LICENSE AGREEWENT ;__,|

Y0l REALLY WRNT TO RERD THIS, ESPECIALLY THE PART AEBOLT
THE MAMDATORY CAR WASH FOR CODEWERYERS EMPLOYEES...

If you don't like this EULA:
a) Let uz know, we'd appreciate the feedback.
b} Stop right now, and ask for a refund, le'll cheerfully do =o,

The main thing we want you to know:

Thiz iz a licenze for one user, If you reed to support more than
one perzon, please contact us for wolume pricing and site licensing,
e do offer educational discounts,

The general principle iz that first espouzed by Borland:
ftreat thiz licen=ze like it were a book,

REMEMBER, BY USIMG THE SOFTWARE, YOU ARE AGREEIMG TO EE
I(BOUND BY THE TERMS OF THIS LICENSE.

———————————————— < Start of Formal License Agreement

1. License, The software accompanying thiz License (hereinafter :_j

Cancel I | Agree 1

Figure 5-2 CrossOver Office License Agreement

You are then prompted for the installation directory. Since we chose the root user
installation, our files will be installed in the opt/cxoffice directory. If you choose
Normal user during the installation, the CrossOver Office files will be installed in
the user's home directory. Click the Begin Install button to initiate the file copy
portion of the installation (see Figure 5-3).

=™ CrossOver Office Setup [=]1[a][*]

[Global Option
Install path: jmpb’cxofﬂce j|

rInstall Options -

[« CrossOver Office for Linux

Free space: 460 MB Estimated size: 16 MB

Ready to installl

‘ Cancel View Readme Begin Install

Figure 5-3 CrossOver Office Install Path

When the installation completes you are presented with the window shown in
Figure 5-4, which provides an opportunity to review the Readme file.
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=+ CrossOver Office Setup [=][i[x]
e :

Congratulations!
The installation was successiully completed!

The product was installed in:

Cro er -

. ™
Offlce Press ‘Configure Mow' to launch the configuration tool

Cancel Yiew Readme Configure Mow

Figure 5-4 CrossOver Office install complete

At this point you can configure the CrossOffice product for your environment by
clicking the Configure Now button displayed on the screen. You will be
presented with the welcome screen shown in Figure 5-5.

=+ OfficeSetup

Helcome

Thank you for your interest in CrossOver Office! We hope wou will engjog the popular
Windows office applications it brings to your Linux desktop,

The OfficeSetup Program allows you to configure CrossOver and to easily install and
Luze Windows applications on your Linux System, It will slso let you integrate these
applications with your environment by transparently letting you open Word, Excel,
and PowerPoint documents from your browser, mail client, KDE or Ghome environment.,

Figure 5-5 CrossOver Office setup: Welcome screen

Click Next to continue.
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—* Office Setup

HTTP Proxy Configuration

OfficeSetup can download some applications automatically for you, IF uou want to use
this functionality and your internet connection should go through a proxy, then
pleaze enter the proxy settings here,

Hote that Socks based firewslls (uhich reguire extra username and password

parameters) are not supported, If you need to go through such a firewall to access
the internet, you will have to download the installers manually,

_I Use HTTF Pro=y

8080

<< Prev | Hext == I
L

Figure 5-6 CrossOver Office HTTP Proxy Configuration screen

After completing the HTTP proxy fields, click Next. The configuration portion of
the installation program will execute.

Installing the Lotus Notes client on Linux

Once CrossOver Office is configured, you can install the Domino Administration
Client. By default, the CrossOver Office setup has line items for Microsoft Office,
Lotus Notes, and Other. Select Lotus Notes, then click Add (Figure 5-7).
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-~ OfficeSetup =1
Cro or, ».. K
OFFice"Sctup
: & Add/Remove \\ Associations | Configuration '
Ry Mame | Status |
oy Microsoft Office Not installed x
Lotus Motes Mot installed |
Other
e AR
TrueType fort: Andale Mono Mot installed
TrueType fort: Arial Mot installed
TrueTuype fort: Arial Black Mot installed
TrueType fort: Conic Sans Mot installed
TrueType font: Courier Hew Mot installed
T am T Lmin # D dm bled  dmdm 1 Tmn 1”
aod | || Reiiave Refresh Help |
wersion 1.0.0
'Bavers Cancel | Finish |
Copyright 2002, CodeWeavers, Inc.
L

Figure 5-7 CrossOver Office: Add application

On the next screen, shown in Figure 5-8, choose your method of installation:

either CDROM or an executable file. Since we downloaded our Notes client code

from Notes.Net, we chose the executable. At the time of this writing, the

CrossOver Office product only supported version 5 of Notes; however, we chose
to install Domino 6. Click the Browse button to navigate to your install program.
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¥ -5 ppplication installation []

Lotus MNotes

Description and Installation Motes

Crozslwer Notes supports version 5 client software

Pleaze insert the Lotus Hotes CD

Select product location:

~ CO-ROM /fmnt/cdron = |
_Browse |

& Other ez file | Browse

oK Cancel

Figure 5-8 CrossOver Office: Application installation

Select the appropriate file and click Open to begin the installation of the Notes
client.

—H Select *.exe file

Directory: fimpidownload - | i

El notes-FRE.exe

|
File name: |notes-FRA,eme ‘ Open |

Files of type: Exe files (".exe,”.EXE]} — | Cancel |

Figure 5-9 CrossOver Office: Select *.exe file
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At this point you are presented with the Lotus Notes installation screens.

-~ Wine deskiop

% Lotus Notes Installation

(=[]

Welcome to the Motes Setup program. This program
will install Motes on your computer.

It is strongly recommended that you exit all Windows programs
hefare running this Setup pragram.

Click Cancel to guit Setup and then close any programs you
have running. Click Next to continue with the Setup program.

WaRMIMG: This program is protected by copyright law and
international treaties.

Unauthatized reproduction ar disttibution of this program, or any
portion of it, may result in severe civil and criminal penalties, and
will be prosecuted to the maximum extent possible under law.

Cancel |

Figure 5-10 Lotus Notes Installation: Welcome

Click Next to review the software license agreement. After reviewing the
agreement, click Yes continue or No to exit the installation.
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Lotus Notes Installation il

g Flease read the following License Agreement. Press the PAGE DOWN key to see the
= rest of the agreement.

PLEASE READ THIS AGREEMENT CAREFULLY BEFORE DOWNLOADING OR LISING ANY
BETA SOFTWARE. BY DOWNLOADING OR USIMG THIS BETA CODE (THE "BETA
SOFTWARE"), OR PARTICIFATING IN ANY MANNER IN THIS BETA PROGRAM (THE
"BETA PROGRAM™ YOU ("CUSTOMER") ARE AGREEING TO BE BOUND BY THE TERMS
AMD CONDITIONS CONTAINED HEREIN. IFYOU DID NOT WISH TO BE BOUMND BY THIS
AGREEMENT, YOU MAY NOT DOWNLOAD OR USE THE BETA SOFTWARE.

LOTUS SOFTWARE EVALUATION AGREEMENT j

1. Use of Software. Lotus grants to Custamer the right to use the software and related

documentation provided under the Beta Program internally. solely for the purpose of evaluating

the Beta Software and not for any commercial purposes whatsoewver, subjectto the terms and
conditions of the Agreement. The Beta Software is being provided to Customer in object code

form only. Customer shall not use or rely upon the Beta Software far any purpose other than
evaluation purposes, and Customer acknowledges the pre-release nature of the Beta Software LI

Do you accept all the terms of the preceding License Agreement? Ifyou choose No, Setup will
close. Tainstall Motes, yvou must acceptthis agreement.

< Back Yes i [u] |

Figure 5-11 Lotus Notes Installation: License Agreement

Installation CH . il

Enteryour name and company name if applicable.

MName: Inotes

Company: IitS of

& Single Usar Install

Select"Single User Install” if anly one person will
be using Notes an this computer.

[~ Shared Installation

Select Shared Installation to Install Motes to a
file server that allows users to maintain a local
data directony only.

 Multiple User Install

Select "Multi-User Install" if more than one person will be
using Motes on this computer.

< Back I ext > I Cancel

Figure 5-12 Lotus Notes Installation: Single/multiple user install

Enter the user name and the name of your company. See the Release notes of
Lotus Notes/Domino for further discussion about what to use as a user name.
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Lotus Motes Installation ._ " il

Setup will install Motes in the following folders.
Ta install ta this folder, click Mext.
Ta install to a different falder, click Browse and select another falder.

You can choose notto install Notes by clicking Cancel to exit Setup!

— Destination Folder
Frogram Faolder:

chlotushdamino Browse... |

Data Folder:

chlotushdomino' data

< Back Mext > Cancel

Figure 5-13 Lotus Notes Installation: Destination folder

Choose your destination folders for the Lotus Notes program and data files. Click
Next to continue.

Note: As you can see in Figure 5-13, the target installation directory is
c:\lotus\domino as opposed to c:\lotus\notes. This is the default setting within
the CrossOver Office product, although we are installing the Notes client. You
might want to choose a different directory.

Chapter 5. Domino in action 257



All Clients

Click the type of Setup you want. Click customize if you wart to
choose which features to install for each setup.

' Nates Clisnt
Select thiz option to install 3 standard Motes
client. Thiz option iz recommended for mogt
LSS,

" Domino Designer
Select this option to install files necessary to
create applications for the Doming Server, This
option includes the Mates client. [Requires
Designer licenze.]

€ Domino Administrator

Select this option ta install files necessary to
adminigter the Domina Server. This option
inciudes the Mates client.

Select thiz option to install all clients. Notes
Client, Doming Administrator, ahd Damino
Designer.

Customize | All Clients

¢ Back I Mest » I Cancel |

Figure 5-14 Lotus Notes Installation: Client selection

Select which client you would like to install and click Customize to modify the
default installation settings for your client selection. By default, the Notes Client is
chosen. For our purposes, we chose All Clients.

Click Next to continue.
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Lotus Motes Installation il

Setup will add program icons to the Program Folder listed below. You
may type a new falder name, or select one from the existing Folders
list. Click MNextto continue.

Program Folders:

Existing Folders:

A ories
Administrative Tools
Apps

IBM Intranet

Startup

< Back I Mext > I Cancel |

Figure 5-15 Lotus Notes Installation: Program folders

Figure 5-15 shows your last installation dialog. Choose the program folder for
your application shortcuts, then click Next to begin the file copying process.

Lotus Hotes Installation

Thank you for installing Motes.

‘To launch Motes, open the folder wou selected and click the
Motes ican.

= Hack

Figure 5-16 Lotus Notes Installation: Complete
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Following the successful installation of the Notes client software, CrossOver
Office presents you with an installation report as shown in Figure 5-17.

=™ Installation report

Installation Report

Application: S

Lotus Notes

Associations:
Mone

~]

_I Remove Installer Files

Help | 0K I

Figure 5-17 CrossOver Office Installation Report

At this point we ran the normal Notes client setup to connect to our Domino 6
server and copy the administrator’s ID to our Notes/Data directory. Before using
the client for the first time, we chose to reboot the Linux workstation we were
using for Domino administration. This is based on the fact that we had installed
several software applications and wanted to start with a fresh system.

Once Linux restarted, we verified that the Domino 6 server was running, then
started the Domino Administration client. During the installation process of the
Notes client, CrossOver Office adds a Lotus Applications group to Programs in
the KDE start menu, emulating the placement in a Windows environment. See
Figure 5-18 on page 261. Just as in Windows, this shortcut may be copied to the
KDE desktop for quicker access.
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<& The GIMP
File Manager (Super User hMode)
I Netscape Communicatar

(2 Latus Daming Administrator
Applications

ID CrossOver

. Davelopment

& Editors

57 Graphics

@ Internet

B Office

[8 Frograms S Lotus Applications [ Lotus Daming Administrator

T , E Lotus Domino Designer

@ Syten . @ Lotus Notes

8 Toss . & Motes Minder

& Utilities s = S
»

Programs
Contral Center
{8l Find Files
) Help
{it Home Diractory
% Bookmarks »
Recent Documents »
78 Quick Browser »
{8} Run Command
1@ Configure Panel »

& Lock Scraen
I Chletscape. 150 | i (The GINF) a
- ]
RV FTY P S HEL .

¢h Logout
Figure 5-18 KDE start menu: Lotus Applications program group

Now you are ready to register users or perform any other administrative tasks, in
a non-Windows environment, using the Domino Administration client.

5.1.2 The Web administrator

The Web Administrator uses the Web Administrator database
(WEBADMIN.NSF). This database is automatically generated the first time the
HTTP task is started, and is placed in the data directory of the Domino server.
For the Linux platform this is the /local/notesdata directory.

Note: Web Administrator browser support is limited to Netscape 4.7x and
Microsoft Internet Explorer 5.5+. Other Java-compliant browsers such as
Opera and Mozilla may work, but they were not supported at the time of
writing.
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Note: Refer to the Lotus Domino Administrator 6 Help for additional
information on setting up the Web Administrator database. The Web
Administration client is discussed in 3.4.1, “Domino 6 Web Administrator” on
page 177.

Using the Web Administrator, most of the tasks available through the Domino
Administration client can now be performed from your browser with no extra
setup tasks. However, in order to register users from the Web Administrator you
must have access to a Notes Certifier. You have this access from the Domino
Administration client, but not from the Web Administrator. The Certificate
Authority process in Domino is designed to let you register users without direct
access to the Notes Certifier ID by securely delegating this permission to
selected users. To use the Certificate Authority process, you must migrate the
Notes Certifier.

Migrate the certifier

When you installed the first Domino server you created a Notes certifier for
issuing Notes certificates. This certifier is capable of using either a keyring file or
the Certificate Authority process. We chose the Certificate Authority process in
lieu of creating a keyring.

Note: The Certificate Authority is the link that allows a client and server to
communicate using SSL and to exchange mail with S/MIME. The server and
the client authenticate with each other by identifying the digital signature on
their trusted certificate. Refer to the Lotus Domino Administrator 6 Help for
information on the Certificate Authority and public key encryption.

The migration requires the Domino Administration client. Since we have already
installed the client within CrossOver Office, we can perform the migration locally
without working from a Windows workstation.
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Figure 5-19 Domino Administration client: Migrate certifier

Using the Domino Administration client, select the server and click the
Configuration tab. Using the Tools pane, select Certification -> Migrate
Certifier. You will be presented with a dialog box as shown in Figure 5-19 asking
you to select the certifier/keyring to be migrated. Click the Choose id/keyring
file button.
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Choose id/keyring file...

Loak in: ’ = temp :j & cf B~
Jadsync

@ joeadmin.id

File name: ic-itso Select I

Files of type: ild.-’Key Ring Files _'__! Cancel |
Help I

4

04/23/2002 02:43:34 Pt 1834 bytes

Figure 5-20 Domino Administration client: Choose certifier

Navigate to a correct directory and select your certifier ID file (see Figure 5-20).
Click Select.

Select certifier id/keyring to be migrated

| Choose id/keyring file.. 3 C:Mempieitsa.id

i K | | Cancel |

Figure 5-21 Domino Administration Client: Certifier file confirmation
Click OK once the appropriate ID file has been chosen.

You are then prompted for the certifier password. Enter the password and click
OK to continue.

You can then choose an encryption option suitable for your company’s security
requirements.

Table 5-1 Encryption options

Option Security Level | Password Required | Action Required
Encrypt ID with Server ID | Lowest None None
Encrypt ID with Server ID | Medium Server ID password Activate certifier with tell ca
<param> <password> command
Encrypt ID with Lock ID Highest Registered user(s) Lock Certifier with tel1 ca Tock
ID and password <idfile> command
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Note: Refer to the Lotus Domino Administrator 6 Help for additional
information, security options, and certificate duration information for migrating
a Notes Certifier to the CA process.

Once these selections are made, click OK and the certifier migration is complete.
For our demonstration environment, we chose to use the Domino administrator’s
ID file.

Migrate O=ITSO B

Basics | Certificates |

tigrate certifier with id/keyring: C:Mtemphe-itzo.id

Select the server where this certifier will run on'; Iitsnledhata’lTSD LI
MHame of ICL database to be created: Iicl'\icl_ElEl21 _hzf !E‘

Huawst this certifier is protected |

Enciypt certifier ID with: & Locking D . 4 Joe AdminATSO

" Sever D

™ Fequire password to activate

Fazzword: | Fe-enter Password: |

Adrministratorfz] |

CA RA Mame Add...
¥ [ JoeAdminATS0 [
Delete |
List of
adminiztrators
| ak. | | Cahicel

Figure 5-22 Domino Administration client: Migrate certifier basics

At this point you are ready to register users in a non-Windows environment using
a browser and the Web Administrator. Begin by pointing your browser to:
http://servername/webadmin.nsf

Figure 5-23 on page 266 shows the Web Administrator with the People view
open. You can start registering users by clicking the Register link under People

in the Tools pane. For more information refer to “Registering users” in the Domino
6 Administration Help database.
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We demonstrate alternative ways to register users for Domino in “Registering
users in Domino from Active Directory” on page 277 and “Registering users to
Active Directory from Domino” on page 282.
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Figure 5-23 Web Administrator: People view

5.2 Active Directory synchronization

Domino administrators working in a Windows 2000 environment with Active
Directory can now administer users and groups from a single administrative
interface of their choice: the Domino Administration client or Windows 2000
Active Directory Users and Computers. This new feature of the Domino 6 server,
ADSync lets you keep both the Domino Directory and Active Directory current
without having to manually update both with changes. This synchronization
feature allows a Domino administrator to securely and precisely delegate the
responsibility for Domino user and group management to the network
administrators who manage these details in Active Directory.

You can create new users and groups in Active Directory and have those
changes reflected in the Domino Directory, including the creation of person or
group documents, Notes IDs, passwords, and mail files for the users, as well as
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moving users between OUs. In order to accomplish these tasks, the Active
Directory administrator must have a properly certified Notes ID and appropriate
access to make changes in the Domino Directory. The registration server must
be Domino 6 or later and the Domino Administration client must also be a
Domino 6 or later client. Additionally, policies must be created that contain
subpolicies, either implicit or explicit, for all Domino certifiers where users will be
created. Finally, you must have the appropriate rights in Active Directory to add
users and groups, and synchronize passwords.

Note: Refer to the Lotus Domino Administrator 6 Help for information on
policies and subpolicies.

For demonstration purposes, you can install Active Directory, Domino Server,
and the Domino Administration client on a single workstation. In a production
environment, the Domino server and the Active Directory will likely be installed
on separate servers.

Note: If you install all components on a single workstation for demonstration
purposes, you must change the LDAP port settings for either Active Directory
or Domino. By default, both will be listening on port 389; therefore, one of the
two will fail to function properly.

For our purposes we used a Domino server running on Linux and a separate
Windows 2000 Server with Active Directory and the Domino Administration
Client installed.

The only requirement for utilizing the ADSync tool is to work from a workstation
that administers the Active Directory and that also has the Domino 6
Administration client installed.

Note: Active Directory synchronization will work regardless of the platform on
which the Domino Server is running.
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Active Directory synchronization

ITSO Windows Domain

ITSO Domino Domain

itsoredhat.lotus.com
il

\ Directory synchronization

Domino 6 Server for
Linux RedHat 7.2

Replication

B Ethernet connection
itsosuse.lotus.com Windows 2000 Advanced Server

| Active Directory

T Domino 6 Administration Client
] ‘ ‘ Lotus ADSync

Domino 6 Server for

Linux SuSE 8.0

Figure 5-24  Active Directory synchronization: Server diagram

Active Directory synchronization in our demo environment is illustrated in
Figure 5-24.

5.2.1 Installing the Lotus ADSync tool

In order to use the ADSync tool, you must turn on Domino Directory W2000 Sync
Services during the installation of the Domino Administration client. This option is
only available with the customize button during the Domino Administration client
installation.

The synchronization option is not selected by default; therefore, check the
appropriate box.
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Figure 5-25 Domino Administration client installation: Customize

Note: You need to be logged into Windows as an administrator user with full
rights to the root domain of the Active Directory forest. Trying to perform the

install while logged on as a user without these rights may cause problems and
result in an error message.

After installing the Domino Administration client, open a DOS window and

navigate to the directory where you installed the client. Enter the following
command and press Enter:

c:\Program Files\Lotus\Notes> regsvr32 nadsync.d11
The command adds a container entry for Lotus Domino Options to the Active

Directory Users and Computers management screen and returns the
confirmation shown in Figure 5-26.
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RegSvr32

-
\]\9 DlIReqisterServer in nadsync.dl succeeded.

Figure 5-26 ADSync: RegSvr32

You are now ready to administer users and groups in Active Directory.

5.2.2 Creating users and groups in Active Directory

To access Active Directory Users and Computers from your Windows workstation
click Start -> Programs -> Administrative Tools -> Active Directory Users
and Computers. You can initiate Active Directory “actions” in the right-hand
results pane, or in the left-hand navigation pane. Domino users and groups are
created by either of two methods:

» In the left pane, right-click an entry and choose your action from the pop-up
menu.

» In the results pane, select one or more users and groups, then select
Register in Domino from either the context menu, the toolbar, or by
right-clicking the entry and using the pop-up menu.

Note: Refer to your Windows 2000 documentation for more information about
working with Active Directory Users and Computers.

Before you start registering users and groups from Active Directory, you must
enable the Lotus Domino Options. Use the following steps to do this.

1. From the Active Directory Container shown in Figure 5-27, double-click the
Lotus Domino entry.
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=ls

J@ Console Window  Help
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@ Active Directory Users and Computers [odinitse | Mame I Typs I Description

- iesalinue lotus., com (Builtin buitinDomain
I:ICDmDuters Conkainer Default container For upgraded computer accounts
(€8] Domain Contr,.. Organizational Unit Defaulk container for new Windows 2000 domain contrallers
[dForeignsecuri... Container Default container for security identifiers (S1Ds) associated with obj
[users Conkainer Defaulk container For upgraded user accounts
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Figure 5-27 Active Directory Users and Computers
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Figure 5-28 Active Directory Users and Groups: Lotus Domino options

2. Double-click the entry for Domino Directory synchronization in the results
pane shown in Figure 5-28 to initialize the Lotus ADSync tool. This will require
the password for the Domino administrator working from the Active Directory
Users and Groups console (see Figure 5-29).
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Initializing Lotus ADSy

Initiglizing Motes from the Lotus ADSync extension...

Enter Notes Password x|

joe adminfitso
Il Cancel |

Figure 5-29 |Initializing Lotus ADSync

3. You are then prompted to select a Domino server for all Active
Directory/Notes user synchronizations (Figure 5-30 on page 272). Select the
appropriate Domino server from the drop-down selection box.

Choose Server E3
Select a Domina server ok I
itsoredhat/I TS0 =] e |

Figure 5-30 Lotus ADSync: Choose Domino server

4. If the initialization was successful you should see the window shown in
Figure 5-31.

Lotus ADSync x|

@ Lotus ADSync initalized!

Figure 5-31 Lotus ADSync initialized

With ADSync initialization complete, you have the opportunity to choose several
synchronization options, as shown in the next four figures.
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Note: Refer to the Help files available from the Lotus ADSync Options window
shown in Figure 5-32. This window is accessible by right-clicking the Domino
Directory Synchronization entry and choosing Options.

Lotus ADSync Options x|

MNotes Synchronization Options | Motes Settings | Field Mappings | Container Mappings |
# Enable all synchronization operations Help |
" Select synchranization operations to enable:
= User/Group registration
I” | Synchranize if new user/group alreadsy exists in [Nates
= User/Graup deletion
I~ User/Group synchranization:
= Becertify users an renarme

IC Setcommon passward on user synchronization

Fromptto confirm/cancel synchronization operations:

Prompt only for userfgroup deletions LI

¥ Use CA process for user ID ceification

Ok I Cancel | Al

Figure 5-32 Lotus ADSync: Notes synchronization options

From the Notes synchronization options tab you can:
— Enable or disable all synchronization operations

— Customize synchronization options with “Select synchronization
operations to enable”

— Configure prompting options from the drop-down selection box
— Choose to use the CA process for user registration

Important: The “Use the CA process for user registration” must be selected.
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Lotus ADSync Options

Mates Synchronization Optinns  Mates Settings | Field Mappings I Container Mappings I

¥ Use Registration server for all operations

Motes server far registration... | itsaredhatfitso

[Notes serserfar synchronization... |

IMotes serserfor deletion |

Administration |D... | joe adminfitso

On uger deletion:

x|

Help |

IDeIete justthe mail file specified in the Person record ﬂ
Default certifier name: Default explicit policy:
I,fitso ﬂ Ifitso master j
Fegister security groups in Motes as: IMuIti-purpuse LI
Fegister distribution groups in Motes as IMuIti—purste j
QK I Cancel | Apply |

Figure 5-33 Lotus ADSync: Notes settings

On the Notes Settings tab you can specify:

— Registration server (which Domino server will be used for registration)
— Administration ID (which user ID will have administrative privileges)

— User deletion options (From the drop-down selection box, choose which
actions should take place when a user is deleted.)

— Default certifier and policy

— Group type mappings
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Lotus ADSync Options

Motes Synchronization Options | Notes Settings  Field Mappings | Container Mappings I

Field mappings for object class: User -

x|

Field mappings in domain: itsolinux.lotus.com

In Active Directory | In Domino Directory Al
grouphdembershipSAd

groupPriarity

groupsTolgnare

homeDirectory

homeDrive

homePhaone FhoneMumber
homePostalAddress homePostalAddress
info

initials

instance Type

international SDNNumber internationaliSDNMNurmber
ipPhone

1sCritical SystemOhbject

isDeleted

isPrivilegeHalder

| Office City
lastknownParent

lastLogoff

4

[

| o

'Ta map an AD aftribute to Notes field, click on second column next ta that attribute
ou can type & new name for Notes field.

0K I Cancel |

Ay

Figure 5-34 Lotus ADSync: Field mappings

The Field Mappings tab is where you select which Active Directory fields are to
be mapped to Domino Directory fields. During ADSync tool initialization, the
schemas from Active Directory and Domino are mapped based on default
settings. If additional field mappings are needed, left-click in the right column
under “In Domino Directory” and a drop-down selection box with Domino

directory fields is presented.
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Lotus ADSync Options x|

MNotes Synchronization Optionsl Mates Setings | Field Mappings  Containar Mappings |

Cantainer ta Mates cedifier mapping far domain: itsalinu lotus ool

AD Container | MNaotes Cedifier ‘ Maotes Policy ‘
itsolinux lotus com) fitson

itsolinuxlotus.com/Computers

itsolinuxlotus.com/Domain C...  fitso fitso master
itsolinwxlotus.com/ForeignSe..

itsalinuxlotus.com/Users fitso fitso

'To choose certifier or policy for AD container. click on the relevant column nexd to it
'To choose the same cerifier ar policy for several AD containers, selectthose containers in the first
column before choosing certifier or policy.

0K I Cancel | Al |

Figure 5-35 Lotus ADSync: Container mappings with Notes Certifier

The Container Mappings tab is where you can map Active Directory containers to
Notes Certifiers and Policies. Active Directory containers are a special class that
has both a namespace and attributes. The container does not represent anything
real or concrete, but rather holds one or more objects. Objects, on the other
hand, are the underlying principle of everything in the Active Directory. Servers,
workstations, printers, users, documents, and devices all represent objects. Each
object has its own access control list (ACL) and attributes.

By design, the synchronization tool allows you to preserve the hierarchies in
Active Directory and Domino using mapping. You can select a specific container
to map to a certifier and/or a policy. You may restrict access to a directory
structure (container, object, and so forth) with group policies in Active Directory,
just as you can use the extended access control list in Domino to issue
restrictions. An extended ACL is an optional directory access control feature
available for the Domino Directory, an Extended Directory Catalog, and the
Administration Requests database.
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Note: Refer to the Domino Administrator 6 Help document for additional
information on setting up and managing extended access control lists.

The main point here is that a user can have certain rights in either directory and
not the other. ADSync does not ensure that Active Directory group policies and
Domino extended access control lists are synchronized. Therefore, the
administrator is responsible for ensuring no security settings are bypassed in
either directory.

In the lab, we selected the container root, the domain controllers, and the Users
container. Beside the container you wish to associate with a certifier, double-click
in the Notes Certifier column to see your selection choices. Select the
appropriate certifier and click OK to continue.

5.2.3 Registering users in Domino from Active Directory

Now that your certifiers have been associated to your Active Directory
containers, you can register users and groups. You have the ability to register
existing Active Directory users and groups in Domino.
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|J Action  Wigw H<::'-D||X|@J3'ﬁﬁﬁh?@”gu% 2 Gor ‘

Tree I Users 18 obje
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; -[:I Computers Dnsadmins Security Group - Domain...  DMS Administrators Group
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4 Users mDU 12k 'y Group - Global All workstations and servers joined ko the domain
(3 Lotus Domino Options mDo IREREe=rn Dnr.mnn‘ i  Group - Global all domain contrallers in the domain
!ﬁDU S s G TS 'y Group - Global All domain guests
mDn Saigime] v Group - Global All dormain users
| mEn All Tasks ¥ |y Group - Global [Dresignated administrators of the enterprise
N ew U ser icon mGn — |y Group - Global Members in this group can modify group palicy For the domain
%Gu Delete Built-in account For guest access to the computerfdomain
e Gl Built-in account For anonymous access to Internet Infarmation Services
It Refresh Eilt-in account For Internet Information Services to start out of process applications
%krt Properties Key Distribution Center Service Account
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Figure 5-36 Active Directory Users and Groups: Register in Domino

To register users, select the appropriate container in the left-hand pane, then
choose which user or group to register in the right-hand pane. Right-click the
selected entry. A pop-up window is presented with Register in Domino as one of
the options. This is shown in Figure 5-36.

You can also create new users and groups in Active Directory and choose to
register them in Domino at the same time. To illustrate this, we created a new
user account in Active Directory by clicking the New User icon in the Active
Directory toolbar (also shown in Figure 5-36). You can also use the Action
drop-down menu for this option.
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New Object - User

g Create in: itsolinux lotus.comfUsers

First name: IJDE Initials: I

Last name: IUser

Full narme: IJDB User

Userlagon name:

Ijoe user I@itsolinux.lotus.com =]

Userlagon name (pre-Windows 2000):
IITSOLINUX\ Ijoe user

< Back I [ext > I Cancel

Figure 5-37 Active Directory New Object: User information

The first window for New Object - User will be returned, as shown in Figure 5-37.
After making entries in the appropriate fields, click Next to continue.
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New Object - User B3

g Create in:  itsolinus. lotus, com/U sers

Pazsword:

Ix:mxxxxx

Confirm password; |»1

[ User must change password at nest logon
[ User cannot chahge password
[ Pazsword never expires

[~ #ccount iz dizabled

< Back I Meut > I Cancel

Figure 5-38 Active Directory New Object: User password

Enter the information for the password fields and click Next to continue. Base
your choices for password expiration and modification, as well as disabled
accounts, on your company’s security policies.
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New Object - User x|

ﬁ ¥ Registerin Domino Directony
First name: hiddle name: Last name: Org unit:
Joe I User I
Certifier context: Ifl'itSD v
Organizational Palicy: (mane)
Explicit Palicy: |its0 master ~]
v Use common password Fassword:
Choosing 'Use caommon passward' will Imwm

replace the currentWindows password
forthis user. The new password willwark Confirmn password:

forWindows, Motes and/or the Motes

Internet passward. I

Internet address: Short name in Motes:
joE user |joeuser

< Back I Next » | Cancel

Figure 5-39 Active Directory New Object - Domino information

In the window shown in Figure 5-39 you will notice an option to register this user
or group in the Domino Directory. This window also provides fields for choosing
the certifier context, an explicit policy, password fields for Domino, Notes short
name, Internet address, and the ability to enable the use of common passwords.
Once you have supplied the necessary information, click Next to continue.

The new user creation process then presents you with a summary of the user
object you are about to create. Click Finish and the system will generate the
Active Directory object, the new person document in the Domino Directory, a
Lotus Notes ID file, and a user mail file.

That’s it! You have successfully created a new user from within Active Directory
and in doing so, you generated new objects for that person in both Domino and
Windows 2000.
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5.2.4 Registering users to Active Directory from Domino

In addition to registering users and groups from the Active Directory Users and
Groups console for both the Windows 2000 and the Domino environments, you
can register them from the Domino Administrator client.

F:* Administration - Domino Administrator B _[&[x]
Fle Edit View Create Actions Admiist Configuration  Help
I S =0 <Hw 88
TS0 Domain £l ¥elcoms to Demine Administrator
§5| People & Groups |Files | Sewver.. | Messaging.. | Replication | Configuration |
m Senver itsoredhat/itso Use Directory an: | Current Server > | Taools
& indows NT 5.0
v [ Server (@)add server (PEditSenver f@)Delste Sever (F)Addto Cluster ()web. 1 Cartification
=2 % Current Server D i ) ‘ l
Al Semer Documens Domain Server ~ Title Administatar Phone Numbers_|Relsase Pouil -, Y Registration
e witso Person
Teoredhatiten o8 aamin/ieo Buid Wall
- . erver.
& Cannections [Choose Certifier 10 : 2l
21 Programs Organizational Unit.
] External Domain Netwe Lookin: | 3 Data > BB Organization
» 29 Messaging oo Heotid Intemet Certifier.
» [I% Replication girhome sl dolcert.id > Y Policies
» ({4 Directory help [slserver.id | Type: ID Fie ]
ihotes Size: 199 kB > P Hosted Org
» f Policies | [ St S
mai
» <5 v modems L U |
» <& Monitaring Configuration schema
» <@ Health Monitoring W32
» g Cluster
» < Offine Senvices
Fil =
» [2] Centiicates e \&I
» [ Miscellaneous Files oftype:  [IDFiles | Cancel
Help
05/22/2002 02:17:17 PM 2045 bytes
1224, 0 A
‘{ »
[ <] (=2 4] [ofice =]

Figure 5-40 Domino Administration client: Choose certifier

Using the Domino Administration client, select the server to be used for
registration and select the Configuration tab. On the right side of the screen,
select Tools -> Registration -> Person. The Administration client then prompts
you for the Notes Certifier ID file. Select the appropriate certifier file to be used,
supply the certifier password and click OK.
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Register Person -- billy boykin

Provide name, password and other basic information for the new person. To
wiewfedit additional registration settings. check the ‘Advanced' checkhbox below.

Segistration Server..| jtsoredhatiitso

E I First name: tdiddle name: Last name: Shart name:
g i [Rilly | [laoykin bhoykin
:-";! Password: kdail system: Explicit policy:
IW I iHotes LI fitso rmaster
Fassword Options. .. Mo organization policy assigned to
this person
[~ Letthis person roam . 2
1 Policy Synopsis...

v Create a MNotes D for this person

@ | Migrate Peuple...l | Import Text File... | X

Registration Queue {local):

A|UserName ~ | A|P\egistrati0n Status ~ |Date ~

[ []

|Regi§terAII|| Begisterl | Delete | |thi0ns...| | Wiews.. | | Daone |

Figure 5-41 Domino Administration client: Register Person screen

The Domino Administration client then presents you with a Register Person
window. Complete the registration fields in this window, then click the check box

for Advanced options.
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Register Person -- billy boykin

’ Setup profile Unigue org unit; Location:
€ Basics -
I[None Aoeailable] j I I
@ Mail Local administratar: Comment:
= Address I I
2= 1D Info Chaooge an altermate name language to enable altermate name and org urit
; Alternate name language: Alternate name: Alternate org unit:
@ Groups
: fNare) =] I

] Roaming
- | windows Uzer Optione. .. |

v Advanced | NewEersonl | Migrate People... I | Import Tezt File. .. I E ]
Registration Queue [local)

A |User Mame -~ |A |F|egistlation Statug -~ |Date o~
[« ] [t
| Fiegister Al | | Register | | LDielete I | Optionsz... | | Wiews, . | | Done |

Figure 5-42 Domino Administration Client - Register Person (Advanced)
Complete the information appropriate for your organization in the Mail, Address,

ID Info, Groups, and Roaming sections. Click the tab for the Other section; click
the Windows User Options button to add this person to Windows 2000.
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Add Person to Windows 2000

v Add thiz person to Windows 2000

Add perzon to Active Directory cantainer

windows 2000 full name Ibilly bawkin
IJzer logon name Ibboykin
Fre-windows 2000 name Ibboykin

Add perzon to Windows 2000 groups

itzalinu=lotus cormfUzers! wiware_ s ‘

itzolinuslotus cormflUzersfictive Directory - Domino Uzers
itzalinu=lotus comflUzersiCert Publizhers

itzolinu=lotus comiUsers/Domain Admins

itzolinux.lotuz. comiUsersiDomain Computers

itzalinu=lotus cormfUzersfDomain Controllars LI

ou can add the currently selected peoplefperson to Windows 2000
and optionally azzign the peoplefperzon to groups. For a zingle
person, supply the unigue logon narme and full name {the Motes
shorname and fullhame are the defaults).

(0]4 | | Cancel |

Figure 5-43 Domino: Add Person to Windows 2000

In this window, select the Active Directory container and Windows 2000 groups to

add this person to, then click OK when finished. This particular account was

placed in the Users container. We could have placed the user in any container

appropriate for that account’s security rights.
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Register Person -- New Entry

4 Setup profile Unigue org unit: Location:

£ Basics
I(None Ayailahle) =i

& Mail Local administrator: Comment:

%1 Address I I

&= 1D Info Choose an alternate name language ta enakle alternate name and arg unit
Alternate name language: Alternate name: Alternate org unit:

#% Groups

I(None) LI I

@ Roaming Freferred lanquage:

= Other I(ND”B) LI

| “windows User Options. . ibillvbovkin

V¥ Advanced | Migrate People...l | Impart Text File... |

Registration Queue {local):

A|UserName ”~ | A|Registrati0n Status ~ |Date ”~
<[] [*]
| Regigter All | | Begister | | Delete | | Dptions... | | Wiews.., | | Done |

Figure 5-44 Domino Administration client: Confirm person registration

Click the check mark box in the Register Person window to confirm you have
finished entering all necessary data for this person. This box is located on the
right-hand side of the Register Person window and is circled in Figure 5-44.
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Register Person -- billy boykin

4 Setup profile Unigue org unit: Location:
£ Basics
I(None Ayailahle) =i
& Mail Local administrator: Comment:
%1 Address I I
&= 1D Info Choose an alternate name language ta enakle alternate name and arg unit
Alternate name languane: Alternate name: Alternate org unit;
#% Groups
[iore) =
@ Roaming Freferred lanquage:
I(None) LI

| Windows User Options... |

v Advanced | Migrate People...l | Irmpoart Text File... |

Registration Queue {local):

A|UserName ”~ | A|Registrati0n Status ~ |Date ”~

& boykin, hill Ready for reqistration 05/29/2002
[A[] [*]
| Regigter All N Begister D | Delete | | Dptions... | | Wiews.., | | Done |

Figure 5-45 Domino Administration client: Register person

The entry will then be added to the Registration Queue window at the bottom of

the screen. Click Register to initiate the registration process.

Once the registration process completes, this person will exist in both the

Domino Directory and Active Directory.
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5.3 Accessing external data from Domino: DB2 example

This section describes how to use Domino Enterprise Connection Services
(DECS) to enable a Domino application to access data from the DB2 sample
database. It includes the following topics:

» Installing DB2 for Linux

Domino Enterprise Connection Services
Virtual field activities

Creating the Domino application

Testing the Domino application

vVvyyy

5.3.1 Installing DB2 for Linux

288

This section provides detailed instructions for installing, configuring, and verifying
IBM DB2 Universal Database V7.2.1, Enterprise Edition for Linux.

Prerequisite Linux packages for DB2

The DB2 product documentation should be consulted for the official list of
prerequisite software. After installing Red Hat Linux V7.2 we found that the only
missing package needed was ncurses4. Depending on the Linux options chosen,
the latest version of this package may be installed when initially installing Linux.
You may also install ncursesvX later using one of the RPM package tools. Our
search for this package resulted in a later version of ncurses, v5, which we
installed. Version 4 is a minimum requirement for the release of DB2 we used.

To see if you have ncurses5 on your system, you can do the following:
1. Verify whether the package is installed on the system using:

rpm --verify ncurses5.2-12

2. If no output is generated, the package is installed correctly; otherwise, the
rpm package manager will return an error similar to the following:

Package ncurses5.2-12 is not installed

If the package is not installed, you must locate and install it before proceeding
with the DB2 installation. There are a number of ways to do this. The easiest way
to install the package is from the original Red Hat Linux V7.2 CD; otherwise, you
can locate and download it from the Web.

Insert the second Red Hat Linux 7.2 CD into the CD-ROM drive (the ncurses4
package exists on that CD).
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If the CD doesn’t automatically mount (it may if you’re running X Windows with
either the KDE or Gnome desktops) it can manually be mounted by issuing the
following command as root:

mount /mnt/CD-ROM
This should work for a default installation. If it fails, verify the device that
represents your CD-ROM drive and issue the following command instead:

mount -r /dev/<device> /mnt/cdrom
For instance, on our system, the CD-ROM drive is the first device on the second

IDE channel. Thus it is (in Linux) referred to as 4dc and can be mounted by the
following command:

mount -r /dev/hdc /mnt/cdrom
If you do not have the CD, then find the nucurses4 RPM on the Web. Go to
http://rpmfind.net/ and enter ncurses4 into the search box. Click Search, and
download the RPM.
Alternatively, you can find it in the directories of the Red Hat Linux FTP site at:
ftp://ftp.redhat.com
Once you have the RPM file either mounted or saved somewhere on your
system, use the following command to install or upgrade the package:
rpm -U --nodeps <path to file>/ncurses5.2-12.1386.rpm

For example, from the product CD:

rpm -U --nodeps /mnt/cdrom/RedHat/RPMS/ncurses5.2-12.7386.rpm
DB2 for Linux also requires the pdksh 5.2.14-12 package. When installing Red
Hat 7.2 Linux this will likely be installed by default, depending on the options

selected during the installation. Enter the following command to determine if
pdksh was installed:

rpm -qa |grep pdksh-5.2.14-12.i386.rpm

If the package is not installed the Linux command prompt will return with no
information.
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[J- Konsole - root@bbt20:icdrom - Konsole B
File Sessions Seftings Help

Lroot@bbt20 cdroml# ls p* =
pdksh-5.2.14-12.i386.rpm

[root@bbt20 cdroml#

[root®bt20 cdroml# rpm -ivh pdksh-5.2.14-12.i386.rpml]

Figure 5-46 DB2 preinstall steps: rom pdksh

In the event you selected the custom installation, it is possible that your
selections will not include the pdksh package. In this scenario, obtain the
package from either the CD or the Web using the steps outlined previously and
use the command shown in Figure 5-46 to install the package. Our command
assumes the package is installed from the CD.

[£I-* Konsole - root@bbi20:/cdrom - Konsole
File Sessions Settings Help

Lroot@bbt20 cdroml# ls p* I

pdksh-5.2.14-12.i386.rpm

[root@bbt20 cdroml#

[root@bbt20 cdroml# rpm —ivh pdksh-5.2.14-12.i386.rpm

Preparing... [100%]
1:pdksh [100%]

[root®hbt20 cdroml¥ [l

Figure 5-47 DB2 preinstall steps - rom pdksh installation complete

When the installation completes your screen should look like Figure 5-47.

Preinstallation tasks

Prior to installing IBM DB2 Universal Database V7.2.1, Enterprise Edition, the
following checks need to be completed.

Verify that there are no existing active services that use the same DB2 TCP/IP
ports on the server:

523 (DB2 Server)

50000 (default DB2 instance connection port)
50001 (default DB2 instance interrupt port)
50002 (DB2 Control Server)

We suggest using the following command for this task:
netstat -an |grep LISTEN

Lotus Domino 6 for Linux



Note: Netstat is a Linux tool for printing network connection and routing
information, and network statistics. Refer to the Linux documentation for your
operating environment for additional information.

If you find Linux services running on the ports, refer to Linux documentation for
information on disabling them.

Install the DB2 Server
In order to install IBM DB2 Universal Database V7.2, Enterprise Edition for Linux,
perform the following steps:

1. Log in as root and start a terminal session
2. Mount the DB2 V7.2 CD-ROM with:

mount /mnt/cdrom

File Sessions Settings Help

[root@bbt2¢ cdroml# ls

autorun.inf db2NetSrch.¥72 db2XmlExt.¥72 html Release.txt
db2IMScoring .¥71 db2RelConn.¥72 demopkgw.exe index.htm

db2NetData.¥72 db2udbee .¥72 FixpakReadme.txt pdksh-5.2.14-12.i386.rpm

[root@bbt20 cdroml#

[root@bbt20 cdroml# |

Figure 5-48 DB2 v7.2 CDROM Contents

3. List the contents of the root directory on the CD-ROM with the Is command
(Figure 5-48).

File Sessions Sefttings Help

[rootlbbt20 db2udbee.¥721# 1s

db2 DB2-HOWTO.pdf db2setup doc.cmn readme.cn readme.kr readme.txt
db2_deinstall db2_install doc FixpakReadme.txt readme.jp readme.tw Release.txt
[rootlbbt20 db2udbee.Y¥Y721#

[root@bbt20 db2udbee.¥721# ]

Figure 5-49 DB2 v7.2 CDROM: db2setup script

4. Navigate to the appropriate directory on the CD-ROM for the version of DB2
you are installing.
Enter the following command to start the DB2 installation script:

./db2setup
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This setup script should present the Install DB2 V7 window shown in
Figure 5-50 on page 292.

Note: To navigate within the DB2 installation program, use the Tab key to
move between options and fields. Highlight options and fields with the
Spacebar and press Enter to select an option. Also, you can refresh the
window at any time by pressing CTRL+L.

File Sessions Seftings Help

Install DB2 V7 M

Select the products you are licensed to install. Your Proof of
Entitlement and License Information booklet identify the products for
which you are licensed.

To see the preselected components or customize the selection. select
Customize for the product.

[ 1 DB2 Administration Client : Customize... :
| [41 DB2 UDB Enterprise Edition | [ Customize... ]
[ 1 DB2 Connect Enterprise Edition : Customize... :
[ 1 DB2 Application Development Client : Customize... :

|
|
|
|
|
|
|
|
|
|
|
|
| To choose a language for the following components. select Customize for

| the product.

| DB2 Product Messages [ Customize... ]
|

|

|

|

|

|

|

|

|

|

|

|

|

DB2 Product Library [ Customize... ]
L 0K 1 [ Cancel 1 [ Help 1
0 NewJ [P} ansole

Figure 5-50 DB2 v7.2 - Enterprise Edition installation

5. Select the DB2 UDB Enterprise Edition.
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File Sessions Seftings Help

Install DB2 V7 M

Select the products you are licensed to install. Your Proof of
Entitlement and License Information booklet identify the products for
which you are licensed.

To see the preselected components or customize the selection. select
Customize for the product.

[ 1 DB2 Administration Client : Customize... :
[#]1 DB2 UDB Enterprise Edition [ Customize... ]
[ 1 DB2 Connect Enterprise Edition : Customize... :
[ 1 DB2 Application Development Client : Customize...

To choose a language for the following components. select Customize for
the product.
DB2 Product Messages [ Customize... ]

DB2 Product Library [[ Customlze... ]

L 0K 1 [ Cancel 1 [ Help 1

‘D NewJ [P} ansole
Figure 5-51 DBZ2 v7.2: Customize Product Library

6. Highlight the DB2 Product Library’s Customize option and press Enter.
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File Sessions Seftings Help B

Install DB2 V7 M
| |
| Select the products you are licensed to install. Your Proof of |
| Entitlement and License Information booklet identify the products for |
| which you are licensed. |
| |
| To see the preselected components or customize the selection. select |
|+--- DB2 Product Library |
11 11
11 Required: DB2 Client 11
11 Optional: DB2 Product Library (HTHL): 11
11 [ [Z] en_US | L 1fr_FR [ 1 de DE 11
11 [ 1esES L 1it IT L 1pt_BR I
11 L1 jaJP.ujis [ 1ko L 1zh 11
11 L 1 zh_TW.Bigh 11
11 Control Center Help (HTHL): 11
11 L 1fr_FR [ 1 de_DE [ 1esES 11
11 L 1it IT [ 1 pt_BR [ 1 ja_JP.ujis 11
11 L 1ko L 1zh [ 1 zh_TH.Big5 11
11 11
1 [ Select All 1 [ Deselect All 1 [ Default 1 1
11 L 0K 1 [ Cancel 1 [ Help 1 11
| |
| |
| |
| |
| |
| |
| L 0K 1 [ Cancel 1 [ Help 1 |
0 NewJ [P} ansole

Figure 5-52 DB2 v7.2: Language selection

7. In the DB2 Product Library window, highlight the appropriate option for locale
under the HTML section, then highlight OK and press Enter.
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File Sessions Settings Help

Create DB2 Services H
Select the items you want to create. and select OK when finished.

fi DB2 Instance is an environment where you store data and run
applications. fAn instance can contain multiple databases.

) Create a DB2 Instance. : Customize...

(#) Do not create a DB2 Instance.

fin Administration Server provides services to support client tools that
automate the configuration of connections to DB2 databases.

( ) Create the fidministration Server. : Customize...
(#) Do not create the Administration Server.

L 0K 1 [ Cancel 1 [ Help 1

‘D NewJ [P kansole
Figure 5-53 DBZ2 v7.2: Create DB2 instance

8. Inthe Create DB2 Services window select the Create a DB2 Instance option,
highlight OK and press Enter.
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File Sessions Seftings Help

Create DB2 Services
Select the items you want to create. and select OK when finished.

fi DB2 Instance is an environment where you store data and run

|

|

|

|+——— DB2 Instance

11

11 Aluthentication:

11 Enter User ID. Group ID. Home Directory and Password that will be

1 used for the DB2 Instance.

11

11 User Name [db2inst1]

11 User ID F 2 [#] Use default UID
N Group Name Ldb2iadml]

1 Group ID E = [#] Use default GID
1 Home Directory [/home/db2instl 1

11 Password [#snnnnnnn ]

1 VYerify Password [xuxsnsnmns ]

11

N Select Properties to view or change more [ Properties... 1
1 options.

11

11 Select Default to restore all default [ Default 1
11 settings.

11

1 L o ] [ Cancel 1 [ Help 1
|

|

|

| L 0K 1 [ Cancel 1 [ Help 1

0 NewJ [P} ansole

Figure 5-54 DB2 v7.2: DB2 instance owner ID

9. When the DB2 instance authentication window appears, accept the default

values, supply a password for the Password and Verify Password fields,

highlight OK, and press Enter.
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File Sessions Seftings Help

Create DB2 Services M
Select the items you want to create. and select OK when finished.

fi DB2 Instance is an environment where you store data and run

| |
| |
| |
|+——— Fenced User |
11 11
11 Fenced user defined functions (UDFs) and stored procedures will 1
1 execute under this user and group. 1
11 11
11 11
11 Authentication: 11
11 Enter User ID. Group ID. Home Directory and Password that will be 11
11 used for the Fenced User. 11
11 11
1 User Name [db2fencl] 1
11 User ID H 2 [#] Use default UID 11
11 Group Name [db2fadm1] 11
11 Group ID F 2 [#] Use default GID 11
N Home Directory [/home/dh2fencl 1 1
11 Password [#snnnnsns 11
11 Verify Password [hunnnnuns ] T
11 11
11 Select Default to restore all default [ Default 1 11
11 settings. 11
11 11
1 R [ Cancel 1 [ Help 1 11
| |
| |
| L 0K 1 [ Cancel 1 [ Help 1 |

0 NewJ [P} ansole
Figure 5-55 DB2 v7.2: Fenced User ID

10.When the DB2 Fenced User window appears, accept the default values,
supply a password for the Password and Verify Password fields, highlight
OK and press Enter.
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File Sessions Seftings Help

+-—— DB2 Warehouse Control Database =

Select whether you wish to set up DB2 MWarehouse Control Database

( ) Set up DB2 Marehouse Control Database
| @ Do not set up DB2 Harehouse Control Database

L 0K 1 [ Cancel 1 [ Help 1
0 NewJ [P} ansole

Figure 5-56 DB2 v7.2: Warehouse control database

11.In the DB2 Warehouse Control Database window, deselect the Setup DB2
Warehouse Control Database option, highlight OK and press Enter.
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File Sessions Seftings Help

Create DB2 Services M
Select the items you want to create. and select OK when finished.

fi DB2 Instance is an environment where you store data and run
applications. HAn instance can contain multiple databases.

(#) Create a DB2 Instance. [ Customize... 1
( ) Do not create a DB2 Instance.

fin Administration Server provides services to support client tools that
automate the configuration of connections to DB2 databases.

) Create the Administration Server. : Customize...

(#) Do not create the Administration Server.

L 0K 1 [ Cancel 1 [ Help 1

0 NewJ [P} ansole
Figure 5-57 DB2 v7.2: Administration server

12.In the Create DB2 Services window highlight the Create Administration
Server option, highlight OK and press Enter.
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File Sessions Settings Help

Create DB2 Services
Select the items you want to create. and select OK when finished.

Note: It is not recommended to use the DB2 Instance user ID for
security reasons.

| |
| |
|+--- fAdministration Server |
11 11
11 Authentication: 11
11 Enter User ID. Group ID, Home Directory and Password that will be 11
11 used for the Administration Server. 11
11 User Name Ldb2as 1 11
11 User ID F 5 [#] Use default UID 11
1 Group Name Ldb2asgrpl 1
11 Group ID F 3 [#] Use default GID 11
11 Home Directory [ /home /db2as 1 11
11 Password [#xnxnnxns 1 11
11 Yerify Passuword [#xsxnrzss 1 11
11 11
] Select Properties to view or change more [ Properties... 1 1
1 options. 1
11 11
11 Select Default to restore all default [ Default 1 11
Il settings. 11
11 11
11 11
11 11
11 11
1 <R [ Cancel 1 [ Help 1 Il
| |
| |
| L 0K 1 [ Cancel 1 [ Help 1 |

0 NewJ [P kansale

Figure 5-58 DB2 v7.2: Administration server user ID
13.In the Administration server window accept the default values, supply a

password for the Password and Verify Password fields, highlight OK and
press Enter.
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File Sessions Seftings Help

Create DB2 Services —
Select the items you want to create. and select OK when finished.

-— Administration Server

Authentication:
Enter User ID. Group ID. Home Directory and Password that will be
used for the Administration Server.

User Name [db2as 1

User ID F :

Group Name Ldb2asgrpl

Group ID H 2
Home Directory +——— Notice

o
|
|
|
|
|
| [#] Use default UID
1

|

|

| Password

|

|

|

1

|

|

|

|

|

|

1

|

[#] Use default GID

¥erify Password | (1) DB2SYSTEM will be set to 'bbt20'.
|

Select Properties to vl IC o ]

options.

[ Properties... 1

Select Default to restore all default [ Default 1
settings.

Note: It is not recommended to use the DB2 Instance user ID for
security reasons.
L 0K 1 [ Cancel 1 [ Help 1

L 0K 1 [ Cancel 1 [ Help 1

0 NewJ [P} ansole
Figure 5-59 DBZ2 v7.2: DB2System name

14.A message window appears to indicate that DB2SYSTEM will be set to
hostname. Highlight OK, then press Enter.
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File Sessions Seftings Help

Create DB2 Services
Select the items you want to create. and select OK when finished.

fi DB2 Instance is an environment where you store data and run
applications. HAn instance can contain multiple databases.

( ) Do not create a DB2 Instance.

fin Administration Server provides services to support client tools that

automate the configuration of connections to DB2 databases.

( ) Do not create the Administration Server.

ICof 7] [ Cancel 1 [ Help

(#) Create a DB2 Instance. [ Customize...

(%) Create the Administration Server. [ Customize...

‘D NewJ [P} ansole

Figure 5-60 DBZ2 v7.2: Create services

15.In the Create DB2 Services window highlight OK and press Enter.
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File Sessions Seftings Help

+-— Summary Report

DB2 Setup Utility

Installation

Product components to be installed:

DB2 Client

Code Page Conversion Support - Uni Code Support
Code Page Conversion Support - Japanese

Code Page Conversion Support - Korean

Code Page Conversion Support - Simplified Chinese
Code Page Conversion Support - Traditional Chinese
Java Support

Common Jar Files

DB2 Run-time Environment

DB2 Engine

DB2 Communication Support — TCP/IP

DB2 Communication Support — DRDA Application Serven
Administration Servér =
DB2 €onnect Support

Replication

DB2 Sample Database Source

[ Hore... ]

L Contglnue ]|

0 Newvl [P} onsole

Figure 5-61 DB2 v7.2: Setup summary

16.At this point the DB2 V7 installation displays a summary report listing the
product components you selected to be installed. Highlight Continue and

press Enter.
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File Sessions Settings Help

DB2 Setup Utility —

+—- Summary Report
|

|

I Installation

Product components to be installed:

DB2 Client

Code Page Conve+——- MWarning

Code Page Convel |

Code Page Convel (X) This is your last chance to stop. |

Code Page Convel

Code Page Convel Select OK to start, or Cancel to abort. |
|
|

Java Support |

Common Jar Filel IR [ Cancel 1
DB2 Run-time En
DB2 Engine

DB2 Communication Support - TCP/IP

DB2 Communication Support - DRDA fpplication Server

Administration Server

DB2 Connect Support
Replication

DB2 Sample Database Source

[ More... 1

[ Continue 1

0 NewJ [P kansale

Figure 5-62 DBZ2 v7.2: Setup confirmation

17.Next a warning window appears stating “This is your last chance to stop.”
Highlight OK to continue, and press Enter.

18.The DB2 setup program installs the selected components. Depending on the
speed of your computer, this may take up to 15 minutes. You may be
prompted to register the product. If so, complete the registration information
then exit back to the installation window. When the installation is complete, a
window informs you if the installation was successful. Highlight OK and press
Enter.

19.A Status Report of the installation is then displayed. Review the report to
ensure all of your selected components were installed, highlight OK and
press Enter.

20.The DB2 V7 installation windows appears. Highlight Close and press Enter.

21.A window appears prompting “Do you want to exit the DB2 Installer?”
Highlight OK and press Enter.

22.Unmount the CD-ROM with the following commands:

cd /
umount /mnt/cdrom

The DB2 installation is now complete.
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Verify the DB2 Server installation
To verify the DB2 Server installation, complete the following tasks:

» Verify home directory permissions

» Verify the DB2 instance owner profile

» Verify the DB2 instance symbolic links

» Verify the DB2 release level

» Verify the DB2 service name

» Verify the database manager configuration
» Create the DB2 sample database

Verify home directory permissions

Check that the home directory ownership has been correctly set up by the DB2

installation program. Using Table 5-2 for reference, log in as root, start a terminal
session and navigate to /home directory. Use the following command to confirm
directory ownership and permissions.

1s -1a

Table 5-2 Home directory permissions

Home directory path | Owner Group Permissions
/home/db2inst1 db2inst1 db2iadm1 | drwxr-xr-x
/home/db2fenc1 db2fenct db2fadm1 | drwxr-xr-x
/home/db2as db2as db2asgrp | drwxr-xr-r

Permissions needed so that the DB2 instance owner can read, write,
and execute files and directories within the path. Group members’ and
other users’ access rights are determined by your company’s security
policies and business requirements.

If one of the DB2 home directories is not configured properly, issue the following
command in the appropriate directory. You should be logged in as root.
Substitute values from Table 5-2 as appropriate.

chown -fR owner:group home-directory-path

Verify the DB2 instance owner profile

The DB2 server installation should modify the .bashrc environment file of the
instance owner so that environment will be set up when the DB2 instance user
logs in. The .bashrc file is located in the home directory. If you accepted the
default field values during the installation, that directory will be /home/db2inst1
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Since this file is hidden, use the following command to confirm its existence in the
directory:

1s -1a

Use the more .bashrc command to display the contents of the .bashrc and
confirm the following lines have been added. If the following lines are not present,
use your favorite text editor to manually add them.

if [ -f /home/db2inst1/sql1ib/db2profile ] ; then
. /home/db2inst1/sql1ib/db2profile
fi

Verify the DB2 instance symbolic links

The DB2 Server installation automatically creates a DB2 instance (db2inst1)
under the /home/db2inst1 directory. Included in the instance creation process,
the DB2 installation program creates symbolic links in the /home/db2inst1/sqllib
directory to files under /usr/IBMdb2/V7.1.

Note: Although the DB2 installation CDROM, documentation, and installation
screens refer to the version as 7.2, we found the actual directory created by
the setup script was named V7.1

To confirm their existence, log in as root and start a terminal session. Navigate to
the /home/db2inst1/sqllib directory and issue the following command:

1s -1a

If the symbolic links have been created, your output from this command should
resemble the screen shown in Figure 5-63.
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Iruxruxrux 1 root db2iadml 21 Apr 22 11:26 conv —> /usr/IBMdb2/¥7.1/conv Fi
druxrusr—t 2 db2instl db2iadml 4096 Apr 22 11:26 ctrl

“FRXFSXr—% 1 db2instl db2iadml 4489 fipr 22 11:26 db2cshrc

druxrusrut 2 db2instl db2iadml 4096 fipr 22 11:26 db2dump

“FUXE=XT—X 1 db2instl db2iadml 4302 fipr 22 11:26 db2profile

S Lot " Lot e 1 db2instl dbZiadml 4096 Apr 22 11:26 db2systm

lruxruxrux 1 root db2iadml 20 Apr 22 11:26 doc —> /usr/IBMdb2/¥7.1/doc

lruxruxrux 1 root db2iadml 33 Apr 22 11:26 doc.cmn —> /home/db2instl/sqllib/doc/doc.cm
n

lruxruxrux 1 db2instl db2iadml 1 Apr 22 11:26 .ftok -> .

druxrusr—t 3 db2instl dbZiadml 4096 Apr 22 11:26 function

lruxruxrux 1 root db2iadml 24 fApr 22 11:26 include —> /usr/IBMdb2/¥7.1/include
lruxruxrux 1 root db2iadml 21 Apr 22 11:26 java —> /usr/IBMdb2/¥7.1/java

lruxruxrux 1 root db2iadml 23 fApr 22 11:26 javal2 -> /usr/IBMdb2/Y7.1/javal?2
Iruxruxrux 1 root db2iadml 20 Apr 22 11:26 lib -> /usr/IBMdb2/¥7.1/1ib

druxrusr—t 2 db2instl dbZ2iadml 4096 Apr 22 11:26 log

lruxruxrux 1 root db2iadml 20 Apr 22 11:26 map —> /usr/IBMdb2/¥7.1/map F
lruxruxrux 1 root db2iadml 21 Apr 22 11:26 misc —> /usr/IBMdb2/¥7.1/misc

lruxruxrux 1 root db2iadml 20 Apr 22 11:26 msg -» /usr/IBMdb2/¥7.1/msg

druxruxr-x 2 db2instl db2iadml 4096 fpr 22 11:26 .netls

“rurwT— 1 db2instl dbZiadml 36 Apr 22 11:26 profile.env

lruxruxrux 1 root db2iadml 19 Apr 22 11:26 gqp -> fusr/IBMdb2/Y7.1/qp

lruxruxrux 1 root db2iadml 23 Apr 22 11:26 Readme —> /usr/IBMdb2/Y7.1/Readme
lruxruxrux 1 root db2iadml 24 fipr 22 11:26 samples -> /usr/IBMdb2/¥7.1/samples
druxr-xr-x 2 db2instl db2iadml 4096 fpr 22 11:26 security

druxr-xr-x 3 db2instl db2iadml 4096 fApr 22 11:26 spb

druxrusr—x 2 db2instl db2iadml 4096 Apr 22 14:51 sqldbdir

druxrusrux 2 db2instl db2iadml 4096 Apr 22 16:54 tmp

“FHXE=XF—X 1 db2instl db2iadml 0 fApr 22 11:26 usercshrc

—“PUXF—XT—X 1 db2instl db2iadml 0 Apr 22 11:26 userprofile

[db2inst1@itsoredhat sqllib1$ [

Figure 5-63 DB2 v7.2 - Display symbolic links

If for some reason these links do not appear, navigate to the /usr/IBMdb2/V7.1
directory and issue the following script to generate the symbolic links:

./db21n

Verify the DB2 release level
Check the release level of the DB2 Server program you just installed with the
following commands:

su - db2instl
db2level

This should generate output similar to the screen shown in Figure 5-64.

[db2instl@itsoredhat db2inst11$ db2level

DB210851 Instance "db2instl” uses DB2 code release "SOL07020" with level
identifier "03010105" and informational tokens "DB2 +7.1.0.40". "s010415" and
"U475381".

[db2inst1Ritsoredhat db2inst11% Jj

Figure 5-64 DB2 v7.2 - DB2level
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Verify the DB2 service name

Log in as root and view the /etc/services file. This can be accomplished by either
navigating to the /etc directory and issuing more services or from the root login
prompt issuing the following command:

more /etc/services

Locate the service name in the first column that corresponds to the port numbers
used by DB2. Specifically, the lower port (50000) represents the service name.
These recent additions to the services file should be located near the bottom and
look like this:

db2cdb2instl 50000/tcp #Connection port for DB2 instance db2instl
db2idb2instl 50001/tcp #Connection port for DB2 instance db2instl

Record this service name (db2cdb2inst1) for use later.

Verify the database manager configuration
Check the service name recorded in the database manager configuration by
performing the following commands:

su - db2instl
db2 get dbm cfg | grep SVCENAME

The service name value should match the service name recorded in the
/etc/services file noted previously. The results of the grep command should
resemble Figure 5-65.

5 Settings Halp

Figure 5-65 DB2 v7.2 - DB2 Service Name

If the service name values do not match, issue the following commands to
update the database manager configuration where svcename represent the
value found in the /etc/services file.

db2 update dbm cfg using svcename db2cd
db2stop
db2start
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Create the DB2 sample database

The DB2 installation can be tested by creating and connecting to the sample
database supplied with the product specifically for this purpose. This can be
done with following commands.

su - db2instl
db2samp]
db2 Tlist db directory

The results of the Tist db command should resemble Figure 5-66.

Figure 5-66 DB2 v7.2 - DB2 db directory

To ensure access to the database, issue the following commands to test
connectivity. If you do not receive error messages, you have successfully created
the sample database.

db2 connect to sample
db2 disconnect current

Starting and stopping the DB2 server
After DB2 server installation, the DB2 server should be running and configured to
restart itself at boot time. You can use the following commands to manually stop
and start the DB2 server. If the server is already running when you enter a start
command, the system will display a message indicating the DB2 server is
already running.

su - db2instl "-c db2stop"

su -db2as "-c db2stop"

su -db2as "-c db2start"
su -db2instl "-c db2start"
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5.3.2 Accessing external data from a Domino application

The release of DECS that ships with Domino 6 Enterprise Server replaces
RealTime Activities with Virtual Fields Activities. Virtual Fields Activities include
all the functionality available in the earlier DECS RealTime activity, along with a
number of new features, including:

— Support for computed subforms
— Options for new line delimiters
— An additional logging option

— Support for procedure return parameters following insert and update
operations

Output from write operations allows results to be returned to fields in the Notes
document being monitored following insert and update operations.

Note: Refer to the Domino Enterprise Connection Services User Guide for
additional information about DECS and Virtual Fields.

5.3.3 Virtual Fields Activity

Virtual Fields Activities (previously known as DECS RealTime Activities)
enhance Lotus Notes applications by enabling them to retrieve external data,
such as data from DB2, and to integrate this external data with native Notes data
on a single Notes document form. DECS, running on the Domino Server that is
hosting the Domino application, intercepts and handles the Domino database
events. For example, when Notes or Web client users open, create, update, or
save Notes documents, these events are acted upon, obtaining immediate
access from the Notes form to external data sources supported by DECS. You
get the data immediately (dependent, of course, on network bandwidth and other
factors that affect system resources).

Once a system administrator has created a Virtual Fields Activity, Domino users
can open, create, update or delete external system data directly and
transparently through their Notes client. By extension, Web clients may open the
same Notes form that the activity monitors by accessing a Domino 6 server and
obtaining access to supported external source data.

For example, if the external database to be queried or updated from the Notes
form is a DB2 database, Notes end-users may work with DB2 data as if it were in
Notes. DB2 connectivity software is not required on the client system; however, it
must be installed on the Domino server machine. Network access to the external
data source is handled by the Domino server machine, which contains DECS
connectivity software for the external data source, such as DB2.
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Note: Refer to the Domino Enterprise Connection Services User Guide for
additional information on configuring DECS and developing Domino
applications with virtual fields.

5.3.4 Creating the Domino application

For the purposes of this redbook, we chose a simple Domino 6 application and
DB2 for Linux. The Domino application pulls data from the SAMPLE database
created by DB2. The EMPNO, FIRSTNAME and LASTNAME fields were
populated with an agent at the creation of the Domino application, but all
remaining fields pull data dynamically from DB2.

% Windows pdate |

. Programs , @ Accessories r I

= E Lotus applications  # Latus Daming Administratar

; Documents b @ Skartup == Lokus Domino Designer

@ ThinkPad r ﬂfﬁ Lotus Diarning Server

Settings L4

E @ Inkermet Explarer @ Lotus Motes

= search 3 ES] Cutlook Express @ Makes Minder

o (= 1BMOE2 v

L4 Help
Run...
Shut Down

Figure 5-67 Start Domino Designer

We begin by starting the Domino 6 Designer from a Windows 2000 workstation.
Although we installed the Domino 6 Administrator client with CrossOver Office
earlier, we are using a Windows environment for application development.

Note: You can download the database template we are using from the
Redbooks Web site. More information about using the additional material is in
Appendix B, “Additional material” on page 445.
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EDesigner Rnext

Show me: IQuicinnks for common tasks j
Create a new database Open an existing database
N N\
i A
[, Ej /| I\ ﬁ _.ll
N Nt

Figure 5-68 Domino Designer: Creating a new database

Within Domino Designer, select Create a new database.

MNew Database [ X]

Serer: Iitsoredhatfitso LI QK |
Title: |DB2EMP
File Name: |DEZEMP.nst @
| Encryption... I | Zize Limit... |
" Create full text index for searching
Template sarver:
Iitsoredhatfitso LI
m Administration Reguests (RE) :I
BB Certificate Requests (RE) oo |

BB Database Library

m Design Synopsis LI
DB2Ermp.nif
[™ Show advanced templates ¥ Inherit future design changes

Figure 5-69 Domino Designer: New Database

For the server, enter the name of the Domino 6 server where you just completed
the Domino for Linux installation and the DB2 for Linux installation. If this were a
production application the Domino and DB2 servers probably would not be on
the same machine.

Choose a name for your application. We chose DB2EMP. The Domino 6 template
for this application is identically named.
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b I@ DEZEMP - Design - Data Connections _’jl

Fecent Databases & x O MNew Data Connection Fesource
Wiew ¥ ™ Name/Comment
: DB2EMP

Witsoredhat\DEZEMP.
~[H Framesets

] Pages

B [E Forms

; Wiews

~f] Folders

(3 Shared Code

E-f Shared Resources

Images

-l Files

& Applets

i@ Style Sheets

Jp Data Connection
= Other

Figure 5-70 Domino Designer: Data Connection

In the left pane of the Designer, under Recent Databases, select Shared
Resources -> Data Connections -> New Data Connection Resources.

Data Connection

MNarme DB2
Alias
Cornrmen
Class RDBEMS -
Type DB2 -
db2inst
Connectivity Heeinois

Fassword  password

Catahase SAMPLE

Object + Tahle iy Frocedure
Owner
MNarme

Search Browse metadata |

Figure 5-71 Domino Designer: DB2 Data Connection
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On the Data Connection dialog box, enter a name of DB2. For Class and Type
enter RDBMS and DB2 respectively. For User Name enter Administrator or the
appropriate account for your DB2 installation and supply the password in the
Password field. For Database enter SAMPLE, then click Browse Metadata.

Browse External Metadata X

Select the metadata object |

Table

Columns

T EMPHO -
T FIRSTHME
T MIDINIT
T LASTHAME
T

T

WORKDEPT
PHONEND =l

Ok I | Cancel |

Figure 5-72 Domino Designer: Browse Administrator.Employee

In the Browse External Metadata dialog box, select
ADMINISTRATOR.EMPLOYEE for Table, then click OK to close the dialog.
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Fecent Datahases 2 x
| M)

; DB2EMP
‘Wisoredhat DEZEMP.
[ Framesets
] Pages
B[ Forms
- EmployesForm
HEE] Views
[ Folders
B3 Shared Code
B Shared Resources
@] Images
&l Files
& Applets
@ Style Sheets
~@f Data Connection
B2 Other

Employee Lookup

Employee Number:

[ EMPNOD

First Name:

i | FIRSTNME .

Middle Initial: :

" MIDINIT |

Last Name:

| LASTNAME .|

Joh:

| JOB .,

Waork Department:

i | WORKDEPT .

Phone Extension:

. [ PHONENOD |

Birthdate:

Figure 5-73 Domino Designer: Employee Form

. | BIRTHDATE

Next, select the Forms icon in the navigation pane, then select EmployeeForm.
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Tope  Text +  Editable -

Allove multiple values
Compute after walidation
v External data source

+ Motes style Mative 05 ztyle

Styl
Bl Align control's with paragraph's bazeline
Width 1,000 -
e
Height 0 250" -
Tab Key Positi?n in.lab-n-rc.ler ]
Give figld initial (default] focus
Data Source Options Browze

External field name
Metadata object name

Data connection resource

Store data locally Keyfield e

Figure 5-74 Domino Designer: EMPNO field properties

Double-click the EMPNO field to open the field properties dialog. Enable
“External data source” by checking that box. Next to “Data Sources Options”

select Browse.
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Browse External Data Sources H B

Data Connection Fesource Table
|pe2 | [ADMINISTRATOR. EMPLOYE = |
Caolumnz

T FIRSTHME

T MIDINIT

T LASTHAME

T WORKDEPT

T PHOMEMO

HIREDATE ;I

aE. i | Cancel I

Figure 5-75 Domino Designer: Browse DB2 EMPNO

For Data Connection Resource select DB2; for Table select
ADMINISTRATOR.EMPLOYEE; for Columns select EMPNO; then click OK.
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Mame EMPMO
Tope  Text + Editable -

Allove multiple values
Compute after walidation
v External data source

-~ * Maotes style Mative 05 style
L
Bl Aligh contral's with paragraph's bazeline
Width 1,000 -
e
Height 0 250" -
Tab Key F'nsiticl-n inltab.n.lcller a
Give field initial (default] focus
D ata Source Options Browze
External field name EMPHO

Metadata object name ADMIMISTRATOR EMPLDY

Data connection rezource DR2
[ ata field

Figure 5-76 Domino Designer: EMPNO Key field selection

On the very bottom of the properties dialog, select Key Field.
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Type Text ~ | Editable -
Allow multiple values
Compute after walidation
v Eutemnal data zource

* MNotes style Mative 05 style

Syl
bl Align contral's with paragraph's baseling
Width 1.000" -
2 .

Height 0.250" -

Fosition in tab order 0

Tah Key
Give field initial (default] focus
Data Source Options Browse
FIRSTHME
ADMIMNISTRATOR.EMPLOY
Data conmection resource DEZ2
5 i keyfield * Datafield

External field name
Metadata object name

Figure 5-77 Domino Designer: FIRSTNME field properties

Close the properties dialog and double-click the FIRSTNME field to open the
properties dialog for that field. Enable “External data source;” next to “Data

Source Options” select Browse.
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Browse External Data Sources H B

D'ata Connection B esounce T able
|bB2 | [ADMINISTRATOR.EMPLOYE = |

Columns
T EMPNO -

T MIDINIT

T LASTHAME

T WORKDEPT

T PHOMENO

HIREDATE ;I

aF. { | Cancel I

Figure 5-78 Domino Designer: Browse DB2 FIRSTNME

For Data Connection Resource select DB2; for Table select
ADMINISTRATOR.EMPLOYEE; for Columns select FIRSTNME; then click OK.
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Type  Test - Editable -

Allaw multiple valies
Compute after validation
v Estenal data zource

.~ * Mates style Mative 05 style
b
Bl Align control's with paragraph's bageline
Width 1.000" -
e
Height 0.250" -
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Give field initial [default] focus

Data Source Options
FIRSTHIME
ADMIMISTRATOR EMPLD
Data connection resource  DB2

¥ Store data locally Fevfield  + Datafield

External field name

tetadata object name

Figure 5-79 Domino Designer: FIRSTNME data field selection

Back on the properties dialog, enable “Store data locally.” This allows you to view

the data in a view.

Close the properties dialog and double-click the LASTNAME field to open the

properties dialog for that field.
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Type Text v Editable ¥

Allow multiple values
Compute aftervalidation
v External data source

* Notes style MNative OF style

Style : ; .
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~Width 1.000" -
Size
Height 0.250" -
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Tah Key
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Data Source Options
External field name LASTHNAME
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Data connection resource  DB2

¥ Store data locally Keyfield ¢ Datafield

Figure 5-80 Domino Designer: LASTNAME field properties

Enable “External data source;” next to “Data Source Options,” select Browse.
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Figure 5-81 Domino Designer - LASTNAME Data Field Selection

For Data Connection Resource select DB2; for Table select
ADMINISTRATOR.EMPLOYEE; for Columns select LASTNAME; then click OK.
Back on the properties dialog, enable “Store data locally.” This allows you to view
the data in a view.

For all remaining fields in the EmployeeForm, repeat these steps to enable
“External data source” and browse the “Data source options” to ensure you
select the correct DB2 column for the field you are working with. Do not enable
“Store data locally” for any additional fields.

Once you've completed the modifications for each field, press Esc to close the
form and select Yes to save it.
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Open Database H K

|itsuredhatfitsc: ;I

Database

|® Administration Reguests (RE) A| Bookmark... |

& DECS Administrator

& Dormino LDAP Scherma

&a Domino Server Log (itsoredhat/itsa)
& Daomino ServerFPlanner Sample DB
& Domino Server Planner User Guide
& Domino Web Administratar G

& roepee o
Filename

|DE=2EMP_nsf Browse.. |

e

Figure 5-82 Lotus Notes Client: Database Open DB2EMP

The new database is empty at this point. To populate the fields for which we
chose to store data locally (EMPNO, FIRSTNME, LASTNAME) we need to
initialize the keys (using the agent in the example database) by creating a
document with the above reference fields. To do this, start the Lotus Notes client
and open the new database.

M nitialize Keps
File Edit Wieww Creake | Actions Help

J {} @ h Initialize Keys

J Addresz Lok Documenk
== [nlock Docurient

@]Welcnme i

DEZEMP
B 4l Employ s

Yiews Options 3
Preview In Web Browser

—~ | I

Figure 5-83 Lotus Notes Client: Initialize keys

Once the database is open you will notice the default view (All Employees) is
empty. From the menu bar select Action, then select Initialize Keys. When the
agent finishes you should see documents in the view.
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Note: The Initialize Keys agent is part of the DB2EMP sample application.

Database - =T X
@ili|S|lalLsly =

Title

Server itsoredhatfitso
‘ilename  DBEZEMF nsf
Type Standard -

Archive Setlings.. Encryption Settings ..
Settings
Replication Settings...  Replication Histony. .

Wiy Use JawvaScriptwhen generating pages
Access Fequire S5L connection
Dion't allow URL open
Dizable background agents for this database
v Allow use of stored forms in this database
Display images after loading
Allow document locking

[ Allow connections to external databases using DCRs

Figure 5-84 Domino Designer: Database properties

Return to Domino Designer to enable the connectivity to the external data source
that we configured previously. Select File -> Database -> Properties and near
the bottom of the properties dialog enable “Allow connections to external
databases using DCRs.”

Click OK in the confirmation dialog.
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™ DBZEMP - All Employees - Lotus Notes

File Edit Wiew Create Actions Help
N EIEETE -
J Address - “ <::|v -

) welcame ‘@' DBZEMP - All Employess ﬂ

% DEZEMP Employee Number |Lasl Hame |Filst HName |
o000 HAAS CHRISTINE
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Figure 5-85 Lotus Notes client: All Employees view

Now to confirm the external connection is working, return to the Lotus Notes
client and open the database. From the All Employee view, double-click one of
the documents to open it. You should see all of the fields populated with data,
similar to Figure 5-86. Except for the EMPNO, FIRSTNME, and LASTNAME
fields, all other field data is stored in DB2.

Lotus.

Employee Lookup

Employee Mumber: 000070
First Name: CHRISTINE
Middle Initial: |
Last Name: HAAS
Job: FRES
Work Department: A0
Phone Extension: 3978
Birthdate: 08/24/1933
Hiredate: 01/01/1965
Sex: F
Education Lewvel: 11
Bonus: $1.000.00
Commision: $4.220.00
salary: $52.750.00

Figure 5-86 Lotus Notes Client - Employee Lookup Form
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That's it! You have successfully used a Domino application to access employee
data in a DB2 database. This process can easily be modified to work with
production data in a production application.

5.4 Accessing external data from Domino: MySQL
example

You can gain a number of benefits when a relational database management
system (RDBMS) and Domino are combined. This effectively allows you to
bypass the constraints of the flat database architecture that Domino uses
natively. A Domino database can now be mostly used for configuration, design,
and security issues, while leaving storage issues to the RDBMS. Also, an
RDBMS housed on a Linux server takes advantage of the performance and
scalability both of these technologies are well known for. Organizations utilizing a
separate backend database now have more control over their architecture and
system performance of Domino mail and applications as well. For example, you
can house the RDBMS on a separate server that can focus on managing data
while another machine can work on security, management, and presentation.

MySQL represents a solid backend that when combined with Domino and Linux,
leverages the inherent and complementary strengths of UNIX and RDBMS
systems. And since MySQL is available under the GNU General Public License,
it is available for anybody to use and download.

Noted for its speed and reliability, MySQL has been accepted as a viable solution
for a broad range of needs. MySQL is billed as “the world's most popular open
source database.” All these factors add up to MySQL being a low cost, powerful,
and effective counterpart to the Notes/Domino system.

This section provides instructions for setting up MySQL to work as the Domino
backend. It demonstrates the simplicity of integrating an RDBMS. A high-level
view of the steps involved includes:

1. Determining the environment in which you want to work. This requires making
some choices about what products and versions to use.

Installing MySQL.
Basic tuning.
Setup and configuration of MySQL.

ok~ 0N

Setup and configuration of the Notes/Domino Application.
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5.4.1 Description of the environment

328

The recommended Domino server configuration is to use a dedicated server
machine for the Domino server. However, in our lab environment, we
implemented a system with Domino and MySQL on the same machine.

Linux

In our example, we used RedHat 7.2 with kernel 2.4.7-6. It is highly
recommended by MySQL to use the 2.4 kernel at the minimum, as stability and
performance are much better than with the 2.2 kernel.

Domino
As with the DB2 example, we assume that you have installed Domino 6 and
chosen DECS to be installed as an additional service during setup.

MySQL
For the latest information about MySQL and to download the latest version,
check the MySQL Web site at:

http://www.mysql.com
There are several choices that you will need to make when getting started with
MySQL:

1. Which MySQL version do you want to use? The MySQL AB Company
recommends going with the latest stable release since it incorporates the best
balance between features and stability. As of this writing 3.23 is the current
recommended version and 4.0 is released in a beta version. This discussion
is based on 3.23, which is the version we installed in the lab.

2. The second choice you need to address is which MySQL product is best
suited to your needs. MySQL 3.23 offers 2 different “flavors”:

a. MySAQL, the basic release

b. MySQL-Max, which adds high-end features to MySQL, notably transaction
support

We chose the basic MySQL release to keep our example simple.

MySQL currently has a beta version of release 4 available. If we had chosen
to use the release 4 version, there would have been 4 options:

a. MySAQL 4, the basic release

b. MySQL Classic, optimized for raw speed without transactions

¢. MySAQL Pro, essentially MySQL Classic with transaction support
d

. MySQL-Max, which offers two table handlers (InnoDB & BDB) that provide
transaction support to MySQL
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3. Next, choose the architecture of your Domino system. In some cases, it may
prove useful to house the MySQL server on a different machine. For the sake
of simplicity both the Domino server and the MySQL server were housed on
the same machine in our lab, so this is what our discussion is based upon.

4. The last choice to make is how you wish to install MySQL. For Linux there are
three options:

a. A source installation, which will necessitate compiling the code on your
machine. This offers the most flexibility but carries the highest level of
complexity.

b. A binary installation in which all the necessary files are compiled and
organized in a tar file.

c. Anrpm file, which is the simplest installation and even starts the daemon
for you. It also happens to be the method recommended by MySQL for
Linux installations.

Because we are aiming for simplicity in this demonstration, we chose the rpm
method of installation. This method of installation has an rpm package for
each logical bundle of files. Here is the listing from the MySQL manual:

MySQL-VERSION.i386.rpm

The MySQL server.

MySQL-client-VERSION.i386.rpm

The standard MySQL client programs.
MySQL-bench-VERSION.i386.rpm

Tests and benchmarks. Requires Perl and msql-mysql-module rpms.
MySQL-devel-VERSION.i386.rpm

Libraries and include files needed if you want to compile other MySQL
clients, such as the Perl modules.

MySQL-VERSION.src.rpm

The source code for all of the previous packages.

We want to install the server and the client.

MyODBC/unixODBC

Domino doesn't support MySQL directly, but it does support ODBC. You can use
MyODBC to provide you with a driver. The current stable version of MyODBC is
2.50; it can be downloaded from:

http://www.mysql.com

MyODBC requires the client shared libraries, so you need to install this as a
prerequisite to MyODBC. This comes as the package
MySQL-shared-VERSION.i386.rpm or MySQL-devel-VERSION.i386.rpm.
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Finally, you need an ODBC manager to manage access to the data sources on
Linux. The unixODBC package follows the unixODBC-VERSION.i386.rpm
naming scheme. It comes with most Linux distributions, or it can be downloaded
from:

http://www.unixodbc.org

To recap, the choices for this section are:
MySQL-VERSION.i386.rpmAvailable from http://www.MySQL.com
MySQL-client-VERSION.i386.rpmAvailable from http://www.MySQL.com
MySQL-shared-VERSION.i386.rpmAvailable from http://www.MySQL.com
MyODBC-VERSION-i386.rpmAvailable from http://www.MySQL.com

unixODBC-VERSION.i386Available with your distribution of Linux or from
http://www.unixodbc.org

5.4.2 Installing MySQL

Just as we did with the Domino install, all installations must be done as the root
user. Linux does not allow the root user to telnet in from another machine. In
order to install remotely, you have to login as another user and switch to the root
user using the command su -.

Server and client
Installation is as simple as running rpm -i on the server and client packages.

[PootEdyn? 243-89-153 notes]# 1=

eskto y8QL—client—-3.23.52-1.i386.rpn

uSQL- 3 23.52-1.i386.rpm HySQL Max—3.23.52-1.i386 .rpm

[root@dyn?-243-89-153 notes 1# vpm —i MySQL—3.23.52-1_i386.rpm MyS8QL-client-3.23
.52-1_i386 _rpm

Installing all prepared tahles

268918 B:11:83 Ausrrshin/mysgld: Shutdown Complete

LEASE REMEMBER TO SET A PASSWORD FOR THE MySqQL r»oot USER *

his iz done with:

usr/bins/mysgladmin —u root password ‘new-password’

usrs/bins/mysgladmin —u root —h dyn?-243-89-153 password ’‘new—password”’
ee the manual for more instructions.

OTE: If you are upgrading from a MySQL <= 3.22_18 you should run
he Ausvrbinsmysgl_fix_privilege_tahles. Otherwize you will not he
hle to use the new GRANT command?

lease report any prohlems with the Ausprsbinsmysglbuy scriptt

he latest information about MySQL is available on the web at
ttp://wuw . mysgl.com

upport MySQL by buying support-licenses at https:/sorder.mysgl.com

tarting mysgld daemon with datahbhases from svarslib/mysgl
[rootPdyn?-243-89-153 notes 1§ _

Figure 5-87 Telnet session: Installing MySQL server and client
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MyODBC/unixODBC

Installation of the MySQL shared libraries, MyODBC, and unixODBC is much the
same. In this example, we demonstrate using the form rpm -ivh. The difference
is that the packages are installed as before, but now we receive verbose output in
case a problem occurs. Hashing will also occur so we can see the progress of
the install.

Notice that the MySQL shared libraries must be installed before MyODBC.

[root@suplabB3 notes 1 rpm —ivh MySQL—shared—-3.23.52-1_i386.rpm

reparing... HHEHH R R R R (1881
1:MySQL—shared ﬂﬂﬂﬂﬂﬂﬂ#ﬂ#ﬂﬂﬂ#ﬂ#ﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂ#ﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂ#ﬂﬂﬂﬂﬂ [188:x 1

[rootEsuplahB3 notes 1# rpm —ivh MypODBC-2_50_.39-1_i386.

reparing. ﬂﬂﬂﬂﬂﬂﬂ#ﬂ#ﬂﬂﬂ#ﬂ#ﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂ#ﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂ#ﬂﬂﬂﬂﬂ [188:1
1:My ODBC ﬂﬂﬂﬂﬂﬂﬂ#ﬂ#ﬂﬂﬂ#ﬂ#ﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂ#ﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂ#ﬂﬂﬂﬂﬂ [188: 1

[root@suplahﬁ3 notes I1# rpm —ivh wnix0DBC-2_.2_BA-5_i386.

reparing. ﬂﬂﬂﬂﬂﬂﬂ#ﬂ#ﬂﬂﬂ#ﬂ#ﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂ#ﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂ#ﬂﬂﬂﬂﬂ [188:1
1:unixODEC HHE S R R R (1881

[rootBsuplabB3 notes 1

Figure 5-88 Telnet session: Installing MySQL shared libraries, MyODBC and unixODBC

Finally, to get connectivity to work, you need to make sure the ODBC shared
library (libodbc.so.1.x.x) is available to Domino. Domino will actually look for this
library under the name libodbc.so. Therefore, you need to make a symbolic link
named libodbc.so in the Domino binaries directory that has the
/usr/lib/libodbc.so.1.x.x file as the target. The command for this is:

In -s /usr/lib/libodbc.so.1l.x.x /opt/lotus/notes/latest/1inux/1ibodbc.so

5.4.3 Basic tuning

Basic performance considerations require that we do some basic tuning.
In /etc/sysctl.conf, we make sure the following values are either added or already
set to at least the amounts shown:

fs.file-max=65536

fs.super-max=1024
In Chapter 4, “Performance, scalability, and troubleshooting” on page 195 we
recommended setting the fs.file-max parameter in the /etc/sysctl.conf to at least

49152. Here we are just increasing that parameter to fall in line with MySQL
recommendations.

Make sure the following lines are included in /etc/my.cnf. Each entry in brackets
represents a section and the parameter setting afterwards belongs to that
section. It may be necessary to create this file yourself.
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[mysqld]
set-variable = max_connections=256

[safe_mysqld]
open-files-Timit = 8192

Note: If you want to use a default configuration, you can go to the
/usr/share/mysql directory and choose one of the configurations there. The
naming scheme of these samples is my-SIZE.cnf (that is, my-small.cnf).
Simply copy them to the /etc directory using the command:

cp /usr/share/mysql/my-SIZE.cnf /etc/my.cnf)

Add the following line to /usr/bin/safe_mysqld after the line "echo "Starting
$MYSQLD daemon with databases from $DATADIR"":

renice -20 $$

Uncomment the following lines if you want all tabhles to be automaticly
checked and repaired at start

echo "Checking tahles in $DATADIR™

SHY_BASEDIR_UERSION-binsmyisamchk ——silent —force ——Ffast —medium—check -0 ke
_buffer=64M -0 sort_buffer=64H SDATADIR = = MYI

SMY_BASEDIR_UERSION-/binsisamchk —silent —force —0 sort_buffer=64M SDATADIR.-*
*_ I5M

cho "S8tarting $MYSQLD daemon with databases from SDATADIR"
enice —-20 §5
Doez thisz work on all systems?
if type wlimit ! grep “shell builtin" > .“dev-/null
then
ulimit —n 256 > Adevs/null 2381 ## Fix for BED and FreeBSD zystem

fi

cho "“date +'xyxmvd #H:xM:zx8 nysgld started’*" >> Serr_log
hile true

0
rm —f SMYSQL_UNIX_PORT S$pid_file # Some extra safety
if test —z "Sargs"

Figure 5-89 Telnet session: Adding "renice -20 $$" to safe_msqld

Reboot the server to make sure all the settings take effect. This is done when the
root user issues the command reboot.

Confirming settings

The first thing to do after the server restarts is to make sure all the changes have
been updated properly. We can check the priority number by issuing

ps -el|more. The values under the NI column for safe_mysqld and mysqld
should be negative.
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48 5 B 12426 1 B8 69 5] - 497 do_sys ? AA:AA:AA klogd

48 § 32 12446 i 8 6% a - 388 do_pol ? BA:BA: @@ portmap
48 35 29 12474 1 8 67 a - 423 do_sel 7 B8:98:88 rpc.statd
1 @ 69 a - 669 do_sel ? AR:08:08 s=hd

48 5 8 12619 1 8 6% a - 566 do_sel 7 BE:BB:80 xinetd
48 5 A 12659 1 B8 69 a - 1321 do_sel 7 AA:PAA: @@ =zendmail
48 5 B 12678 1 B8 69 a - 368 do_sel 7 BA:BA: @@ gpn

48 5 B 12696 1 B8 69 5] - 396 nanosl ? AA:PAA:A@ crond

Ba 5 B 12783 i B8 5% -28 - 568 waitd4 7 BA:PB:88 safe_mysg
1 8 o9 a — 1148 do_sel 7 BB:88:08 xfs

A 5 188 12771 12783 B 63 -15 - 2644 do_sel 7 AA:PAA:A@ mysgld
48 5 188 12773 12771 B8 63 -15 - 2644 do_pol ? BA:PA: 8@ mysqgld
48 5 188 12774 12773 B 63 —-15 - 2644 vt_sig 7 AA:PAA:A@ mysqgld
40 5 2 12810 1 69 - 361 nanosl 7 PA:00:00 atd

aa § B 12833 i 8 6% a - 579 waitd ttyl AA:AA:A@ login

aa 5 A 12834 i 8 697 a - 346 read_c tty2 BA:BA: P8 mingetty
Aa 5 A 12835 i B8 69 a - 346 read_c ttyd AA:AB:BA mingetty
a8 5 8 12836 1 8 6% a - 346 read_c ttyd B8:08:88 mingetty
Aa s A 12839 1 8 697 5] - 346 read_c ttys BA:AA:BA mingetty
aa 5 A 12848 i 8 &khY? A - 346 read_c ttyb BA:AA: 80 mingetty
Ba 5 A 12841 12833 @ 68 a - 617 read_c ttyl AA:PAA:A@ bazh

A 5 B 12888 12619 B8 72 ] - 437 do_sel ? AA:PA:A@ in.telnet
88 8 78 a - 687 waitd4 pts-2 BB:88:88 login

15 501 12898 12889 B8 7?77 5] - 611 wait4 ptss2 AA:PAA:@@ bash

Ba R 501 12956 12898 B 78 a - 765 - pts~2 BA: A8 ps

48 R 581 12957 12898 B8 7?7 5] - 611 — ptss2 AA:PA:@@ bash

[notesBdyn?-243-89-153 notes1$

Figure 5-90 Telnet session: Verifying that "renice -20 $$" is working

You can check that values in the /etc/my.cnf are being read by the MySQL server
correctly by issuing:

mysqladmin variables

Note: If a mysqgl password has been set for the user you are logged in as
(which is different from the Linux password), you will need to use the -p flag.
This will inform the MySQL client that you want to start a session with a
password.

[rootBdynT—243—-89-153 rootI¥ mysgladmin —p variables igrep max_connections
nter password:
! max_connections i 256

[rootBdyn?—243—-87-153 rootl1#

Figure 5-91 Telnet session: Verifying max_connections

There is a variable named open_files_limit which is different than the parameter
that was set in the my.cnf, so a difference in value is normal. This can sometimes
be confusing for someone who is reviewing the parameters.

You can check the value of the /etc/sysctl.conf by typing the following:

cat /proc/sys/fs/file-max
cat /proc/sys/fs/super-max
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[root@dyn?-243-89-153 fsIf cat /proc/sys/fs/file-max
5526

[rootBdyn?-243-89-153 fs I cat sprocs/syssfs/super-max
1A24

[rootBdyn?—-243-89-153 f= 1 _

Figure 5-92 Telnet session: Verifying Linux parameters have been updated

5.4.4 Configure MySQL

334

For this section, we focus on the following tasks:

1. Setting passwords. This is the first thing that should be done for the root user
after an install.

Creating a user for Domino to use when connecting to the database.
Creating the database that will house the Domino application data.

Creating a table for use in managing and organizing the data in the database.
Configuring ODBC.

ok~ 0N

For the purpose of this example, we are connecting to the MySQL server with the
MySQL client, which happens to be text-based. Since we are connecting to the
same host our remote session is on, connecting is as simple as issuing:

mysql -u user -p

This will bring us to a command line environment that is connected to the MySQL
server.

[notes@dyn?-243-89-153 linux1% mysgl —u root —p

Enter password:

elcome to the MySQL monitor. Commands end with ; or “\g.
Your MySQL connection id is 36 to server version: 3.23.52-log

Type 'help;’ or *Sh' for help. Type '“c' to clear the huffer.

mysgl> _

Figure 5-93 MySQL Client session: Starting the client

Here are some basic commands to help you get around in MySQL:
SHOW DATABASES; Displays the databases on the system

USE <database> Connects to a specific database
SHOW TABLES Displays the tables in the database currently being
accessed
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SELECT DATABASE();Displays the database currently being accessed.
SELECT <column> FROM <table>;Gets the column data from the table

We will also be using the MySQL administration tool, which conveniently
happens to be named “mysgladmin.” We use this to send certain administrative
commands to the MySQL server, for example:

mysqladmin -u user -p <command>

Setting passwords

Once the tuning parameters are in place, we need to configure the MySQL
server itself. The first place to start is by setting the root password:

mysqladmin -u root password 'your_password'

You can test that the password is set correctly by typing mysql -u root -p. The
client should ask for your password. Given the correct password, it should start
up a session with the MySQL server.

In Figure 5-94, the first line shows setting the password; the next two lines show
the user attempting to access the server without the password; and the last six
lines are the result of starting a session with the password.

[notesPden?—243-82-153 linuxl? nusagladmin —u root password ' passlinux’
[notesdyn?—242-892-152 linux]l% mysgl —u root

ERROR 1845: Access denied for user: ’'rootPlocalhost’ (Using password:z NO>
LnotesPdynY—Z4F-8Y-153F Linux]1% mysgl —u root —p

Enter password:

Welcome to the MySQL monitor. Commands end with ; or “\g.

Your HMySGL connection id is 41 to server version: 3.23.52-log

Tyupe 'help:’ or *~h’ for help. Type '~c” to clear the buffer.

musgl>

Figure 5-94 MySQL client: Verifying that the root password is instantiated

Creating users

You should also create a new user so that Domino doesn't have to connect as
root. Do this with the following steps:

1. Start the mysqgl command line environment with the command:
mysql -u root -p
2. Next, as root, create the user using the command line template:

mysq1>GRANT usage on database.table TO username@localhost
->IDENTIFIED BY 'password';
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[notesBdyn?-243-89-153 linux1% mysgl —u root —p

Enter password:

elcome to the MySQL monitor. Commands end with ; or “\g.
Your MyS5QL connection id iz 33 to serwver wversion: 3.23.52-log

Type "help;’ or '~h' for help. Type *“c’ to clear the bhuffer.

mysgl> grant usage on *.%* to testuserflocalhost

—» identified by ’testpass’

- 3

GQuery 0K. B rows affected (B_BH zec)

mysgl} grant usage on ¥.¥ to testuser@'dyn?-243-89-153"
—» identified by ’testpass’;

Query 0K, B rouws Bffected (B.08 sec)

mysgl>

Figure 5-95 MySQL client: Creating users on the MySQL system with "usage" rights

Note that a host may go by many names. The host may be referred to as
localhost, the ip address, the host name, or the fully qualified name. But the
rights assigned to a user/host combination are unique. So if a user was being
recognized as user@host.com and user@host.ibm.com, the user table would
need to have entries for both. In this example, we created a user where the
machine the user is connecting from is identified as both the host name and
localhost. Both of these are possible names for this machine.

This command set will create a user entry in the mysqgl database in the user
table. This user will be given usage privileges and set the password to password.

The next example:
1. Creates a user named testuser on the operating system.

2. Grants the privilege type usage to connect to all tables.Usage will only provide
connectivity rights. You will have to apply further privileges later, in order to
actually work with the tables.

3. Sets the MySQL password to testpass.

If you later need to remove the user, you can just revoke all the privileges of the
user. For example:

mysql> REVOKE ALL PRIVILEGES ON *.*
-> FROM username@localhost;
mysql> flush privileges;

Although this removes all the rights of the user, the user will still be listed in the
mysql.user table. The only way to remove the user completely is to remove him
from the user table with:

mysql> DELETE FROM user WHERE user = 'username';
mysql> flush privileges;
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You can verify that the user has been created by connecting to the mysq|
database and displaying the users in the user table.

mysgl> use mysgl
Databaze changed
mysgl> show tahles;

I Tables_in_mysqgl |

columns_priv

func
host
tahles_priv
user

6 rows in set (B.80 sec)

mysgl> select ¥ from user;

JrR—

—_—+

! Host I User ! Password ! Select_priv | Insert_priv | Up
riv | Create_priv | Drop_priv | Reload priv | Shutdown_priv ! Process_priv 1 Fil
! References_priv | Index_priv ! Alter_priv |
———
—_—t
! localhost I root I 3f431ceS5a9b5117 1 ¥ Y Ty
) iy iy iy iy iy
iy Py ) H
i dyn?-243-89-153 | root H I R IR
S | iy Ty I I
Ty Ty Ty H
! localhost i H I N I N I N
I N i N i N i N i N i N
i N I N i N H
i dyn?-243-89-153 | H i N I N I N
I N I N I N I N i N I N
i N I N i N 1
i localhost I testuser ! 7dcdaBd57298bh453 I N i N i N
I N I N I N I N I N I N
i N I N i N 1
i dyn?-243-89-153 | testuser | PdcdaBd57298h453 | N I N |
I N I N i N i i N I N
i N I N i N H

—_—t
6 rows in set (B.08 secd

Figure 5-96 MySQL client: Displaying the mysql tables and verifying users have been
created

You can also verify that privileges have been properly assigned by testing the
connectivity of testuser on the database server, as shown in Figure 5-97.
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[root@dyn?-243-89-153 root1# mysgl —u testuser —p

Enter passuword:

elcome to the MySQL monitor. Commands end with ;5 or “Ng.
Your MySQL connection id is 26 to server wersion: 3.23.52

Type "help;’ or *~h’ for help. Type *“c’ to clear the huffer.
mysgl> use test

Database changed

mysgl> show tables;

Empty set <(B.80 secd

mysqgl> _

Figure 5-97 MySQL client: Verifying that our testuser can connect to the system

Finally, you can assign privileges to the user you have created. For the sake of
simplicity, we demonstrate assigning all rights to all the databases and tables on
the database server.

[notesPdyn?-243-89-153 notes 1% mysgl —u root —p
Enter password:

elcome to the MyS5QL monitor. Commands end with ; or g,
four MySQL connection id is 34 to sewrver version: 3.23.52

Type 'help;’ or *“h’ for help. Type *“c’ to clear the buffer.

mysgl> grant all privileges on *.% to testuser@localhost:
Query 0K, B rows affected (B.88 sec)

mysgl> grant all privileges on *.%* to testuser@"dyn?-243-8%-153":
Query OK. B rows affected (A.BA secd

mysgl> flush privileges:
Query OK, B rows affected (A.08 sec)

mysgl>

Figure 5-98 MySQL Client session: Assigning user rights

You can check that the privileges have been assigned by using the command:
SHOW GRANTS for user
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[notes@Bdyn?—-243-89-153 linux1% mysgl —u testuser —p

Enter password:

delcome to the MySQL monitor. Commands end with ; or “\g.
four MySQL connection id is 34 to server version: 3.23.52-log

[ype 'help;’ or '~h' for help. Type ‘“~c’ to clear the buffer.
nysgl> zhow grants for testuser@’dyn?-243-89-153°;

i Grants for testuserPdyn?-243-89-153
i GRANT USAGE ON =*.= TO ’testuser’B@’'dyn?-243-89-153' I[DENTIFIED BY PASSWORD ' 7dc

L vow in set (A.B0 sec)

nysgl> show grants for testuserPlocalhosts

I Grants for testuser@localhost

i GRANT USAGE ON =*.* TO ’testuser’@’localhost’ IDENTIFIED BY PASSUWORD ‘' 7dcdaBd5?

L »ow in set (B.8B8 secd

nysgl>

Figure 5-99 MySQL Client session: Displaying user rights

If you would like, you can go ahead and run a quick test to verify that testuser
now has the correct rights. We demonstrate much the same in the next section,
when we create the database and tables we will be working with.

[notesBdyn9-243-89-153 notes1% mysgl —u testuser —p
Enter password:

elcome to the MySQL monitor. Commands end with ; or “g.
Your MySQL connection id is 3% to server wersion: 3.23_52

Type 'help;’ or '~h' for help. Type *~¢’ to clear the buffer.

mysgl> use test

Databhase changed

mysgl> create tahle test_tabhle ¢
—=> ID int not null auto_increment primary key,
—; gest_data text

Query OH: A rows affected <B.A8 sec)

mysgl> insert into test_tahle set
-» test_data = "my first test data";

GQuery 0K, 1 row affected <B.08 sec>

mysgl> select * from test_tahle;

i ID | test_data i

i 1 1 my firet test data |

1 row in set <A.00 sec?

musgl> _
Figure 5-100 MySQL Client session: Creating a table, inserting data into the table, and
displaying the data in the table

Creating a database

Creating a database is a simple matter. The following command will create a
database for you:

mysqladmin -u testuser -p create sample_database
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Alternately, you can use the mysql client method:
mysq1> CREATE DATABASE sample_database

[notesBdyn?-243-89-153 notes1% mysgl —u testuser —p
Enter password:

elcome to the MySQL monitor. Commands end with ; or “g.
Your MySQL connection id is 48 to server version: 3.23.52

Type "help;’ or '~h’ for help. Type *“c’ to clear the huffer.

musgl> create database ADMINISTRATOR;
Query OK. 1 row affected (B.808 sec)

muysgl> show databases;

| Database

ADMINISTRATOR
mysgl
test

§ ommmm = ==

3 rouws in set (B.808 sec)

mysgl>» use ADMINISTRATOR;
Database changed
mysgl> _

Figure 5-101 MySQL Client session: Creating a database and verifying its existence on
the system

If you later find that you would like to delete the database from the system, use
the command:

mysq1> DROP DATABASE <name>

Creating a table
Now that you have a database, you need a table to manage and organize the
data. The syntax is:

mysql> CREATE TABLE <name> (
-> <columnl> <type> <flags>
-> <column2> <type> <flags>
-> <column3> <type> <flags>
and so on... ->);

In this example, we demonstrate creating a table named EMPLOYEE. We won't
worry about normalizing our tables. For columns we will have: EMPNO,
FIRSTNAME, MIDINIT, LASTNAME, WORKDEPT, PHONENO, HIREDATE,
SEX, EDLEVEL, BONUS, COMMISION, and SALARY.
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mysgl> USE ADMINISTRATOR;
Databasze changed
mysqgl> CREATE TABLE EMPLOYEE «
—» EMPNO CHAR<ZO) NOT NULL PRIMARY KEY.
—» FIRSTHAME TINYTEXT.
—» MIDIMIT CHAR.
—» LASTHAME CHAR<15>.
—» WORKDEPT CHAR<15>.
—» PHOMENO CHARC1S>,
—>» HIREDATE DATE.
—>» SEX CHAR.
—» EDLEUEL TINYTEXT.
—» BONUS DECIMALCIA 2>,
—>» COMMISSION DECIMALC1IBA, 2>,
—» SALARY DECIMALC15.22>
=>» )3
Query OK. B rows affected (B.80 sec>

mysgl> SHOW TABLES;
I Tables_in_ADMINISTRATOR
i EMPLOYEE

[ —

1 row in set (B.BA zecd

Figure 5-102 MySQL Client session: Creating a table and verifying its existence

We can verify the characteristics of the table by using the command:

describe <table>

mysgl> USE ADMIMISTRATOR;
Reading tahle information for completion of tahle and column names
You can turn off this feature to get a guicker startup with —A

Databhaze changed
mysql> DESCRIBE EMPLOYEE;

- +
i Field i Type i Null | Key | Default | Extra |

- +
i EMPNO | varchar(28> i i PRI | i i
I FIRSTNAME | tinytext I YES | ! NULL i i
! MIDINIT ! char{1> I YES | ! NULL i i
! LASTNAME ! varchar{15G) ! YES | ! HULL ! !
i WORKDEPT ! varchar{1% I YES | ! NULL i i
i PHONENO | varchar{1% I YES | ! NULL i i
i HIREDATE | date I YES | ! NULL i i
i SEX | char{i> P YES | ! NULL H H
i EDLEUEL | tinytext P YES | ! NULL H H
i BONUS | decimal<1B.2> | YES | i NULL H H
i COMMISSION | decimal<1B.2> | YES | i NULL i i
i SALARY i decimal{15%.2> | YES | i NULL i i

- +

12 rows in set (B.00 sec)

mysgl>

Figure 5-103 MySQL Client session: Displaying the table format

If you want to delete the table, use:
DROP TABLE tablename;
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If you want to rename the table, use:
RENAME TABLE table TO new_tablename;

If you want to change the format of a column or remove a column, refer to the
MySQL Reference Manual regarding ALTER

Configuring ODBC

ODBC stands for Open Database Connectivity. It is an open standard for an
application program interface (otherwise known as API) used to access a
database. Each database vendor will need to have an ODBC driver that will allow
communication from the API to the database. This allows for the abstraction of
the specific database programming language so that you now have flexibility in
the number of databases that can be supported. More concisely, you only need
to know the language of the ODBC API in order to communicate to any database
product that has an ODBC driver.

MyODBC

The ODBC driver we will using is MyODBC, which is the ODBC driver from
MySQL. All that is required is to install the driver. The essence of this package
comes in the form of a shared library named libmyodbc.so. This library will act as
the translation key when it is called on by an ODBC manager.

Since it is a static library, there isn't anything in the way of configuration
necessary for MyODBC.

unixODBC

An ODBC manager is the actual interface between us and the database. This
program provides the point of communication that we can interact with using the
language as defined by the ODBC API. The ODBC manager then figures out the
type of database that is being targeted and handles communication with the
database by using the driver we specify in configuration. The ODBC manager we
are using is called unixODBC and as we mentioned earlier, it is provided with
most distributions of Linux.

The ODBC driver for MySQL needs to be defined in the odbcinst.ini. As you can
see in our installation, the PostgreSQL section is defined as well. Here you will
want to:

1. Comment out the PostrgreSQL section as it is not being used (any line that
begins with a # is commented out and will be ignored).

2. Make sure the section that defines the MySQL driver is defined and not
commented out.

3. Make sure the file libmyodbc.so exists and is located where the Driver
parameter indicates.
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[rootl@zsuplabBd etcI# cat odbcinst.ini
Example driver definitinions

Included in the unixODBC package

[PostgreSQL]

Description = 0DBC for PostgreSQl
Driver = susr-slibhslibodhcpsgl.so
Setup = susr/lib/libodbcpsqlS.so
Filelsage =1

From the MyODBC package

[My3qQL1]

escription ODBC for MySQL

river susrslibslibmyodbc .50
ilellsage =1

[rootBPsuplahBl etc I

Figure 5-104 Telnet session: obdcinst.ini example contents

Links are definitions of target databases. We will need to use links to define what
database we want to connect to, how we will connect to it, and how we will
communicate with the database. The odbc.ini defines the links that are available
for users to connect to. You can copy the sample odbc.ini that is provided with the
documentation to the /etc directory. In our installation, the sample was located at
/usr/share/doc/packages/MyODBC/odbc.ini. It will have some default values, but
the necessary configuration information is below:

[Link_Name]

Driver driver_file # driver being used to access the database. Refer to the
driver being used in the odbcinst.ini described above.

Server server_the_db_is_on
DB database_name

Port 3306 # port being used. This can be verified by checking the
/etc/services file

[notes@dyn?-243-—89-153 notes 1% more Aetc/odbc.ini

[adminDB1

Driver = suspr-localslihs1libmyodhc.=so0
SERUER = 9.243 _8%.153

PORT = 3386

Databaze = ADMINISTRATOR

[notesPdyn?-243-89-153 notes1% _

Figure 5-105 Telnet session: Verifying example odbc.ini contents
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Once you are finished configuring the /etc/odbc.ini, go ahead and copy it to a file
named .odbc.ini in the home directory of the user who will be connecting. Each
user can reference this file with ~/.odbc.ini. In this example, you would issue the
following commands to copy the file (assuming the Domino user is notes).

su - notes
cp /etc/odbc.ini ~/.odbc.ini

Testing ODBC

We can test our configuration by connecting to the sample database we created
earlier. The isql program allows us to test OBDC connectivity. The syntax is:

isql <odbc.ini reference> <user> <password>

Here we use the -v option to get a verbose output in case something goes
wrong.

[notes@dyn?-243-89-153 notes1% more Aetcrodbc.ini

[adminDE]

Driver = fusr/localslib/libmyodbc .s0
SERUVER = 9.243_89.153

PORT = 3386

Database = ADMINISTRATOR

[notes@dyn?-243-89-153 notesl% cp setcrodbc.ini ™~.odbc.ini
[notes@dyn?-243-89-153 notes1% izgl —v adminDB testuser testpass

Connected?

siql-ztatement
help [tablenamel
quit

SQL> select databasze()

+— +

1 rows affected
qL>

Figure 5-106 Telnet session: Testing ODBC connectivity

Remember, you may run into issues where connectivity is denied based on the
host or user/host combination. It is important to remember, when creating a user
record, that each host/user combination needs to be explicitly listed in the user
table or the MySQL database, even if it is just the difference between the
hostname and the fully qualified name. Following is a sample entry for adding a
user named usera on samplehost.domain.com which would give connectivity to
the whole RDBMS.

GRANT USAGE ON *.* TO usera@samplehost.domain.com identified by 'password';
FLUSH PRIVILEGES;
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Testing Domino connectivity to the database

Now that we know ODBC works, we can test Domino connectivity by running
dctest. This binary is located in the binaries directory. By default it will be installed
in the /opt/lotus/notes/latest/linux directory. Make sure that you are running this
test as the notes user.

As mentioned earlier, dctest will require the library libodbc.so. The unixODBC
install puts a libodbc.so.1.x.x file in the /usr/lib directory. Make sure there is a
symbolic link named libodbc.so in the Domino binaries directory that has the

/usr/lib/libodbc.so.1.x.x file as the target. The command for this is:

In -s /usr/lib/libodbc.so.1.x.x /opt/lotus/notes/latest/1inux/1ibodbc.so

After this is installed, run dctest. The command is ./dctest if you are presently in
the binary directory. When the menu appears, select Option 3 for ODBC.

[notes@Pdyn?—243-89-153 linux1$ pwd
datasrnext-lotus notes latest-1linux
[notes@dyn9—243-89-153 linux15 .~ dctest

Lotus Connector Server Connection Uerification Test

Copyright 2801 Lotus Development Corporation

This wutility will verify connectivity from this
machine to the selected type of server.

At the prompt,. enter the number of the test
wou would like to »un,. or enter B to exit.

Exit this program
Lotus Motes
Oracle Server
ODEC

DB/2

Oraclel Sevrver

GO [ = 5
[ I A |

Run test number: [B]1 3

Figure 5-107 Telnet session: Testing Domino to ODBC connectivity with dctest

Enter the same data that we had used when we tested the ODBC data source
with isqgl. The dctest should indicate a successful connection.
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Run test number: [@] 3

ODBC Connection Verification

Copyright 2888 Lotus Development Corporation

This utility will verify connectivity from this machine to the
lepecified ODBC data source.

Nt the promptsz,. enter a valid ODBC data source, username, and password

loaded library libodbc.so

Data Source: : adminDB
User Id: : testuser
Password: - testpass

Driver Details: [N]
Attempting to connect to adminDB...

Successfully Connected.

Try Again:= [MN]

Figure 5-108 Telnet session: Results of dctest

5.4.5 Setup and configuration of the Notes/Domino application

346

Notes/Domino now allows you to integrate backend data with much less effort
than in previous versions. In Domino 6, configuration is done within the database
itself. The steps are:

1. Configure connectivity with a Data Connection Resource and the database
properties.

2. Link the data to fields in the database.

And you're done. As you can tell, linking your Domino database to an external
source is a pretty simple affair.

Configure connectivity with a Data Connection Resource and
the database properties

In this section we describe how to:

1. Make the Notes database

2. Create a Data Connection Resource

3. Allow the Notes database to use an external database

First we will need to create a database to serve as our sample. We begin by
starting the Domino 6 Designer from a Windows 2000 workstation.
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% Windows pdate

ACCessories L4 |

] Programs L @
c |E| s Applications B Lotus Domino Adminiskrakor
; @ Dacuments b @ Starkup Lotus Domino Desigrer
@ ThinkPad r ﬂfﬁ Lokus Darming Server
% Settings L4
E ﬁ Internet Explorer @ Lotus Mokes
. @ Search » E‘;‘;J Cutlook Express @ Maotes Minder
§ (=3 1BMDEZ 3
= @ Help

Rur, ..
§ Shut Diown, ..

Figure 5-109 Start Domino Designer

Making the Notes database

Once the Designer client has started you will be presented with a start page.
Choose Create a nhew database.

EDesigner Rnext

Show me: ICluiu:kIinksfnrcummuntasks j
Create a new database Open an existing database
e\ 7N
=) (&)
Ny N

Figure 5-110 Domino Designer: Creating a new database

The first step is to create a new database. We used a template created for this
example called MySQLEmp. This database will house Employee information.
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Mew Database E

Server.  [suplab03/ibm [=1] | —cr—
Title: IM_I,ISE!L Employes databaze
File Name: [MySOLEmp.nsf ]|
| E ncryption... | | Sieelimi. |
B et o b e ey sl

Template zerer:

Isuplal:uDE.-"iI:nm |
B

E b ail [RE]

bicrozoft Office Library [E]
‘=8 MySOLEmp
m Personal Addrezs Book,

m Perzonal Jourmal [RE] j

E TeamBoom [E]

MySELE mp. nitf

[T Show advanced templates ¥ Inheit future design changes

Figure 5-111 Domino Designer: New Database

For the server, enter the name of the Domino 6 server where the Domino for
Linux installation is housed.

Choose a name for your application. We chose MySQL Employee database. The
Domino 6 template for this application is named MySQLEmp.
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Creating a Data Connection Resource

[f:M'ySQL Employee database - Design - Data Connections - Lotus Domino Designer

File Edit Wiew Create Tools Cesign  Help

IEFEEIIE
[ %8 -
BT \
LAY '@ MySOL Employes database - x
@ Recent Databaszes foi @E’New [ata Connection Resource @Olmport external records
Higw ¥ E Mame/Comment Alias &
@ ) bSO Employes dat: (untitled)
& \suplabD3\MyS OLE mp. st
~[F] Framesets
- [7] Pages
H-[Z] Forms
HE] Views
[ Folders

H-{ Shared Code

=R Shared Resources

B[] Images

Bl Files

&- dpplets

f‘A Style Sheets

Eﬂﬂ Data Connections
e funtitled)

F-[52] Other

Figure 5-112 Domino Designer - Data Connection

The first part of configuring the application to use external data is to set up
connectivity to the MySQL database. Then, point to the appropriate table Domino
will use. These two steps are handled in the Data Connection Resource or DCR.
You can find this information under Shared Resources/Data Connections.

In the left-hand pane of Designer under Recent Databases, select Shared
Resources -> Data Connections -> New Data Connection Resources.
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D ata Connection

Jas

M ame
Aliaz

Comment

Connectivity

Object
Dwrer
Mame

Search

MpSOL Data Connection Resource
MOCH

Clazs RDBERMS
Type  ODBC
zer name  testuser

Pazswiord

Drata Source  adminDB

* Tahle Wiew Frocedure

Browsze metadata

Figure 5-113 Domino Designer: DB2 Data Connection

On the Data Connection dialog box, enter a name of MySQL Data Connection
Resource. You can put the alias MDCR in the Alias field since the name is so long.
For Class and Type enter RDBMS and 0DBC respectively. For User Name enter
testuser or the appropriate account for your MySQL installation, and supply the
password in the Password field. For Database enter adminDB, then click Browse

Metadata.

Lotus Domino 6 for Linux




Browse External Metadata

Select the metadata object

Table

|EMPLOVEE

ED Umns

T EMPMO
T FIRSTHAME
T MIDINIT
T LASTHAME
T WORKDEPT
T PHOMWEMO

i

(=1

Ok

Cancel |

Figure 5-114 Domino Designer: Choosing possible tables to use in our Data Connection

In the Browse External Metadata dialog box, select EMPLOYEE for Table, then

choose OK to close the dialog.
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Connection
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Comment
Clazz  RDBEMS -
Type ODEC -
Bereeid Uzer name  testuszer
Password  Feesss
Data Source  adminDB
Object # Table it Frocedure
Owirer
I ame EMPLOYEE
Search Browse metadata

Figure 5-115 Domino Designer: Completed Data Connection

Figure 5-115 is an example of what your data connection should look like.
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Allowing the Notes database to use an external database

D atabaze

Tile  MpSOL Employes DB
Server  zuplabl3dorg
Filename MuSHLE mp.nsf

Type  Standard -
Archive Setlings. .. Encruption Settings. ..
Settings
R eplication Settings. .. R eplication Histary....

¥ Uze JavaScrpt when generating pages
YWeb

Access Require 551 connection

Dan't allaw URL apen

Dizable backaground agents for this databaze
¥ Allow use of stored forms in this databasze

Digplay images after loading

Allov document lacking

[y Bliow connections To extemal databazes using DCHS;

Figure 5-116 Database Properties: Allowing the use of external databases

Open the Database properties dialog box (from the main menu, select File ->
Database -> Properties). On the first tab, select the “Allow connections to
external databases using DCRs” checkbox.
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Link the data to fields in the database

) I EmployeeFarm - Form x]
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(] Folders
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H-[3 Shared Resources , Phone Exdension: e
-] Other ; i [ PHONENO 7

' Hiredate: ; " HIREDATE
Sex: ' F coo |

Figure 5-117 Domino Designer: Employee Form

Next, select the icon for Forms in the left-hand navigation pane, then select
EmployeeForm.

Set the default Data Connection on the Form properties. This is on the defaults
tab (the second tab). When you configure a field to use an external data source,
the default information for the data connection is supplied automatically. You can
later select another Data Connection Resource if you want to.
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Figure 5-118 Domino Designer: EmployeeForm form properties

Set the default Data Connection on the form properties dialog. This is on the
defaults tab (the second tab). When you configure a field to use an external data
source, the default information for the data connection is supplied automatically.
You can later select another Data Connection Resource if you want to.
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Figure 5-119 Domino Designer: EMPNO field properties

Double click on the EMPNO field to open the field properties dialog. Enable
“External data source” by checking that box. Next to “Data Sources Options” click

Browse.
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Browse External Data Sources Ea
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HIREDATE j
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Figure 5-120 Domino Designer: Browse MySQL EMPNO

For “Data Connection Resource” select MySQL Data Connection Resource.
For “Table” select EMPLOYEE. For “Columns” select EMPNO, then click OK.
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Figure 5-121 Domino Designer: EMPNO field properties

On the very bottom of the properties dialog, select Key Field. Notice the Store
Locally checkbox has disappeared. This is because Key fields must be stored
locally.
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Figure 5-122 Domino Designer: FIRSTNME field properties

Close the properties dialog and double-click the FIRSTNME field to open the
properties dialog for that field. Enable “External data source;” next to “Data
Source Options,” select Browse.

Almost exactly as we did before, for “Data Connection Resource” select MySQL
Data Connection Resource. For “Table” select EMPLOYEE. For “Columns”
select FIRSTNAME, then click OK.

We leave the Data field radio button selected. This will store this information
solely in the MySQL database.
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Figure 5-123 Domino Designer: LASTNAME field properties

Close the properties dialog and double click the LASTNAME field to open the
properties dialog for that field. Enable “External data source;” next to “Data
Source Options,” select Browse.

Browse for the appropriate field, as you have done previously. Back on the
properties dialog, enable “Store data locally.” This information will now be stored
on the MySQL database and Notes database.This allows us to see the data in a
view.

For all remaining fields in the EmployeeForm, repeat the steps to enable
“External data source” and browse the “Data source options,” to ensure you
select the correct MySQL column for the field you are working with. Do not
enable “Store data locally” for any additional fields.
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Once you've completed the modifications for each field, press Esc to close the
form and select Yes to save the form.

Testing
Open the database and you can see the database has no documents.

@ Wiorkspace & MySOL Employee DB - All Employees x]
MySGL Emploves DE

Employee Mumber |Last Mame |Filsl Mame Hire Date

S& & D

Figure 5-124 Lotus Notes Client: Database Open DB2EMP

Notice there is no data in the database. The new database is empty at this point.

Note: If you want to import data see the Lotus Domino Designer 6 help
database, document “Importing data from an external database into an
application,” for more information

[rootBdyn?-243-89-15%3 notez I# mysgl —u testuser —p

Enter passuword:

elcome to the MyS3QL monitor. Commands end with ; or “g.
Your MySQL connection id iz 30 to server version: 3.23.52-log

Type *help;’ or *“h* for help. Type *“c’ to clear the bhuffer.
mysgl?» use ADMINISTRATOR

Reading tahle information for completion of tahle and column names
You can turn off this feature to get a guicker startup with -A
Database changed

mysql» SELECT % FROM EMPLOYEE:

Empty set (B.80 sec

mysgl> _

Figure 5-125 MySQL client session: Verifying no data in the EMPLOYEE table

We can check to make sure that there is no data in the EMPLOYEE table by
issuing a simple select statement.

Next we will create a form and put some data in the database.
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Figure 5-126 Notes client: Creating a form in MySQL Employee DB

From the menu bar choose Create -> EmployeeForm.

&' Wiorkspace ]@ MySCOL Employee DB - All Emplovees xl fﬁ(Untitled) Xi

Salary: " 3000054,

" oo, IT'S ADIFFERENT KIND of WORLD.
@__ e-business software - yoiy NgED A DIFFERENT KIND oF SOFTWARE.

B
LOtUSﬁ, Employee Lookup
@
[ Employee Number:  “mmm10982 4
g First Name: " Michasl
Middle Initial: " J
= Last Name: ‘Lee
@ Work Department. " Software
=2 Phone Extension: " x23456
Hiredate: " 17-25-00
Sex: "My
ﬁ Education Level: " Bachelor of Science 4
&= Bonus: 1500,
& Commision: “100.00
&
=7}

Figure 5-127 Notes Client: Filling out the EmployeeForm

Fill out the form and save it. At the very minimum, the Employee Number field will
have to have a value since it was configured to not allow a null value.

Save and close the form.
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& Workspace &' MySOL Employee DB - All Employees x]
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[l

Figure 5-128 Notes Client: Verifying data in the All Employees view

Switch to the All employees view. Notice the view only displays the LASTNAME
and the EMPNO fields. This is because they are the only fields stored locally.

Go back to the database and you will notice that the table has been updated.

i WORKDEPT 1| varchard{ib> I YES | ! HULL i i

i PHOHEHWO i varchar{15> I YES§ | i HULL H H

i HIREDATE | date i YE§ 1 i NULL H i

i SEX i char{l} I YE& | i HULL H i

i EDLEVEL | tinytext I YES | ! HULL H H

i BOMUS | decimal<18.2> | YES | i HULL H H

i COMMISION | decimal<iB@.2> | YES | i NULL H i

i SALARY i decimal<15.2> | YES | i HULL i i

. . . . . . +

12 rowsz in zet (A_B@ sec)

mysgl> SELECT = FROM EMPLOYEE;

' ' ' ' — 4 ' ' —
. . . +

i EMPHO i FIRSTMAME | MIDINIT | LASTHAME | WORKDEPT ! PHOMEMO | HIREDATE H
i BOMUS § COMMISION | SALARY H

+ + + ———+ + + +—

. . . +

! mMmmiB?82 | Michael i d | Lee | Software | x23456 | 2800-12-25 |

cience | 15.88 1 1A8.868 | 3AAAA.59 |

+ + ' ' _ —
+ + +

1 row in set (B_.B8 sec)

musgl>
Figure 5-129 MySQL Client session: Verifying Domino inserted the form data

The following SQL command verifies that the information is now stored in the
database:

select * from EMPLOYEE

If you delete the document, you can go back to the database and see that it is
deleted from there as well.
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i SEX i chardl) i YES& | i HULL i [

i EDLEUEL | tinytext i YES | i NULL i i

i BONUS | decimal<1B8.2> | YES | i HULL H i

i COMMISION | decimal<i@.2> | YES | i NULL i i

i SALARY | decimal<i5.2> | YES | ! HULL H H

. . . . +

12 vows in set <B.88 secl

mysqgl> SELECT * FROM EMPLOYEE;

+ + + —_— +-
+ + + +

i EMPHO ! FIRSTHAME | MIDINIT | LASTHAME | WORKDEPT | PHOMENO | HIREDATE H
! BONUS ! COMMISIONW ! SALARY !

t t t —_ +-

. . . .

i mnid?82 | Michael | i Lee i Softvare | x2345%6 | 208001225 |

cience | 15%.88 | 188.848 | 3I0888.57 |

+

il row in set <(B.8A sec?

mysgl> SELECT = FROM EMPLOYEE;
Empty szet (B.B8 sec)>

muysgl> _

Figure 5-130 MySQL Client session: Verifying Domino removed the form data

As you can see, when we ran the select statement, the form data is no longer in
the database.

That’s it! You have successfully used a Domino application to access employee
data in a MySQL database. This process can easily be modified to work with
production data in a production application.
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Domino as a Web server

In this chapter we describe how to configure a Domino 6 server to work as a Web
server.

We discuss in detail several aspects of implementing the HTTP task for Domino
6, which improves the performance and scalability over previous releases. The
most beneficial enhancement to the Domino 6 HTTP task is the addition of
several security options specific to the HTTP protocol.
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6.1 Linux Operating System configuration

Considering the temporary nature of connections under the HTTP protocol (each
request opens a connection, sends the message, returns the response, and
closes the connection), particular care must be taken in configuring the TCPIP
part of the Linux Operating System.

6.1.1 Basic recommendation

It is possible that some other HTTP server could be running on your system, like
Netscape or Apache. The only precaution is to check if other HTTP daemons are
running on the Linux system using the default port 80.

Use the ps -ef command and pipe the output to the grep command to check
this:
# ps -ef | grep http

Note: The UNIX grep command searches a file for a pattern. It also reads
from the standard input so it can be used in a pipeline command.

You should not see any HTTP-related task running on your system.

Use the netstat command to see if any daemons are using port 80:
# netstat -an | grep ":80"
In this case the command should not have any output. If there are some
daemons listening on port 80 you may have output like this:
tcp 0 0.0.0.0:80 0.0.0.0:* LISTEN
Generally you can have other HTTP processes running on your system, listening

on different ports. Running other HTTP systems on the same Linux server is not
recommended if you want to have a high performance Domino Web server.

6.2 Domino Web server configuration
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The configuration of the HTTP server in Domino 6 is a very easy task. Most of
the work is done at Domino installation time if you check the options to install the
HTTP task.

Note: Refer to Chapter 2, “Installing Domino 6 for Linux” on page 83 for
information about installing Domino.
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If you choose to install the HTTP task, you will find the HTTP name in the
Notes.ini file to the ServerTasks entry:

ServerTasks=replica,router,update,amgr,adminp,HTTP

Tip: The content of the Notes.ini file is not case sensitive, so there is no
problem if the name of the task is written with capitals and the effective name
of the binary file is http. Remember that UNIX is case sensitive.

6.2.1 Settings on a Domino Web server

To change the settings of the Domino Web server, use the following steps:

—

. Start the Domino Administrator.

. Choose the server you want to reconfigure.

2

3. Choose the Configuration tab.

4. Choose Server -> All Server Documents.
5

Double-click the Domino server you want to change or select the server and
click Edit Server.

=== Server: itsoredhat/ITSO - Domino Administrator

File Edit view Create  Actions  Administration  Configuration  Help (o e AN @

Administration 22 Welcome to Domino Administrator RS

QJ People & Graups | Files | server | 1 Rer |c |

@ﬁ Server. itsoredhat/ITSO Use Directory an: | Current Server e
v [ Sarver Add Server EwISErvEr @Delete Server @Addtu Cluster @Weh.

5 Current Server Documer

= [l Server Documents | Domain Server ~ Title Administrator Phone Mumbers Relea]

Configurations - TS50

=1 Connections itsoredhal/T50 Joe AdminATS0 Build

=1 Programs mZ;

=1 Edamal BorratiNefio EEEIES TS0 SUSE DoninG Server —Joe AGMnATS0

=) Messaging

- [1% Replication

» (il Directory

i Weh

» &2 Monitoring Configuration

- @l Cluster

» & DECS Administrator

» & Offine Services

» [ Miscellaneous

administrator

» Tools

HFIDAORIEaes wEl T oa[=8,

Figure 6-1 Web server configuration
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To change the Domino Web server port, click Ports -> Internet Ports in the
server document. The Web tab should be selected by default.

It is best to use the default port 80 for a non-secure Web server and port 443 for
a secure Web server.

Note: The secure server will not run until you create a server certificate. See
“Setting up SSL on a Domino server” in the Domino 6 Administration online
help.

Here you can also choose if you want to allow name and password
authentication for clients connecting over TCP/IP; the default is Yes. Also specify
whether you will allow anonymous connection over TCP/IP; again, the default is
Yes. The same is true for the SSL protocol.

Next, select Internet Protocols -> HTTP (see Figure 6-2). In this section, you
should make at least the following changes:

» In the Basic section enter a hostname and enable the “Bind to host name”
option if you use a Domino partitioned environment. The parameters
“Maximum request over a single connection” and “Number of active threads,”
which are discussed later in this chapter, should be set.

» In the Enable Logging section, enable either log files or Domlog.nsf if you
want to create statistics about access to your Web server (for example, by
whom, how much, and which pages were accessed). Enabling either type of
logging will affect server performance.

» In the Mapping section, customize the Home URL. It should be either a Notes
database or an HTML file.
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Figure 6-2 Web server Internet protocol specifications

6.2.2 Starting, stopping, and refreshing the Domino Web server

There are two ways to start the Domino 6 Web server:

» Manually, by entering 1oad http at the server console

» Automatically at Lotus Domino 6 start-up, by adding it to the ServerTasks in

Notes.ini

You can start only one HTTP task per Domino server; you have to use the
Domino partitions feature to have more than one HTTP task running on the Linux
server.

To stop the Web server, enter the command tell http quit at the server
console, or remove HTTP from the ServerTasks in Notes.ini to stop it from
starting at the next restart of the Domino server.
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Type the command tell http restart at the server console to refresh the Web
server, and if you made changes in the Domino Directory related to the HTTP
configuration.

Tip: You can use the server -c Domino command to send a Domino console
command from a UNIX prompt. Type server -c "tell http quit" to stop the
HTTP task from a UNIX prompt.

6.3 Security on the Web server

In this section we describe the Web security features in Domino 6. Some new
security features were added to Domino 6, including HTTP protocol security
options.

6.3.1 Internet certificates

Domino certificate authorities can also issue Internet certificates to Notes users,
Internet clients, and Internet servers. The Domino certificate authority issues
signed X.509 format certificates that uniquely identify the requesting client or
server. Internet certificates are required when sending encrypted or
electronically signed S/MIME mail messages and when using SSL to
authenticate a client or server.

S/MIME is a protocol used by clients to sign mail messages and send encrypted
mail messages over the Internet to users of mail applications that also support
the S/MIME protocol.

Domino 6 provides native X.509 V3 support along with the Notes certificate.

6.3.2 Browsing Domino databases via the Internet
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A common security issue is accessing the log.nsf database via a Web browser,
for example:

http://www.itsoredhat.com/log.nsf

Although the log.nsf database does not contain critical information, a Domino
system that allows access to the system log is not secure.

To avoid this you have to change the ACL of the database to either:
» Default No Access
or

» Anonymous No Access
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You have to do one or the other in each Domino database in your data directory
that must be kept inaccessible to Internet users.

6.3.3 Session authentication

A session is the time during which a Web client is actively logged on to a server.
Session-based name-and-password security includes additional functionality that
is not available with basic name-and-password security.

Session-based authentication creates a temporary cookie that stores the user
name and password on the browser client. As the user traverses the site,
responses for name and password are provided by the cookie.

This cookie passes the user credentials for every database within the Domino
site, thus alleviating concerns of realm-based authentication.

Tip: If you wish to retain realm-specific logins, session-based authentication
cannot be used.

Once a user logs in to the Web site, the credentials are passed to every database
hosted by the server. The user login information, however, is not shared across
virtual hosts or virtual servers; it is based on the host name of the URL request.

You can configure session authentication on the Domino Web Engine tab of the
server document, in the HTTP Sessions section. This section is shown in
Figure 6-3.
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Figure 6-3 Session authentication settings in the server document

With the Session Authentication feature enabled, you can use the following
command to find out who is using a Web browser to access your Domino 6
server:

> tell http show users

> 04/24/2002 11:00:07 AM There are 2 current HTTP user sessions
04/24/2002 11:00:07 AM User Name IP Address Expires

04/24/2002 11:00:07 AM red book 9.95.35.56 11:29:52 AM
04/24/2002 11:00:07 AM red book 9.95.35.56 11:29:28 AM

The session authentication feature is based on the cookie mechanism; it allows a
Web server to store pieces of information on the client computer through the
Web browser. These pieces of information, known as cookies, are stored on the
client machine.

Tip: To return the value of a cookie, add a computed field called
HTTP_COOKIE to your form using an empty string as a formula. This field will
be populated with the cookie information. You can then use the field
HTTP_COOKIE in other formulas on the page.
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6.3.4 Domino Web realms

To minimize the need for a Web user to repeatedly supply their password,
Domino administrators can set up Web Realms on the server. Realms, based on
ACLs, are zones of file protection on a Web site.

The browser automatically stores and sends the credentials for pages in the
same Realm, so the user can move throughout the Realm after supplying the
password just once.

Access the page for setting up Realms by selecting the server document you
wish to modify, then choose Actions -> Create Web R5-> Realm. The resulting
screen is shown in Figure 6-4.

Fz=== Hew R5 Realm - Domino Administrator

File Edit View Create Actions Text Help & > R
Administration 24 Welcome to Domino Administrator RS [CI New RS Realm X adm[n[smlgr

R5 WEB REALM for itsoredhat/ITSC

| Basics 1 Administration 1

Applies to: itsoredhatITSO
IP Address "p.95.3556

Path “ Amprscreenshots
Realm returned to Tscreenshots
browser when access is

denied:

This is the IP number of the Virtual Server

Soo@OnRdGaed oRRECT R

Figure 6-4 Web Realm: Basic setting

Provide information for the Path field to permit user navigation of the directory
defined in the Realm.

Note: Refer to the Domino Administration 6 Help for additional information
about configuring Realms.
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6.3.5 Domino file protection
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In Domino 6, File Protection documents stored in the Domino Directory database
are the basis for configuring browser access control to files.

You can enforce file system security for files that browser users can access. For
example, for HTML, JPEG, and GIF, you can specify the level of access for these
types of files and the names of the users who can access them.

You can apply file system protection on CGI scripts, servlets, and agents.
However, the file protection does not extend to other files accessed by the
scripts, servlets, or agents. For example, you can apply file protection on a CGl
script that restricts access to a group named “Web Admins.” However, if the CGl
script executes and opens other files (or causes other scripts to be executed), the
File Protection document is not checked to determine whether “Web Admins” has
access to these files.

File protection also does not extend to files in the following directories, which
contain default image files and Java applets that are used by the HTTP Web
server and other applications (for example, mail databases):

» local/notesdata/domino/java, accessed via Web browser using the path
http://itsoredhat/domjava

» local/notesdata/domino/icons, accessed via Web browser using the path
http://itsoredhat/icons

File system protection does apply, however, to files that access other files, for
example, HTML files that open image files. If a user has access to the HTML file
but does not have access to the JPEG file that the HTML file uses, Domino does
not display the JPEG file when the user opens the HTML file.

You have to consider setting up File Protection documents for each directory
Web users are able to access. There is no file protection for an upgraded or new
Domino 6 server until you create File Protection documents.

You do this by choosing Actions -> Create Web R5-> File Protection. The
resulting screen is shown in Figure 6-5.
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The ability to set file protection might be needed in mixed environments, where
you have some data in the Notes databases and other data in text files. These
protection settings apply to all Web servers on a Lotus Domino 6 server.

@Rs File: Frotect .(Kunsme root
' tThe GIMP) [ B Metscape: Una:

FSODE ] Y w28

Figure 6-5 File Protection: Basic setting

Chapter 6. Domino as a Web server 375



F==~ R5 File Protection for ocalinotesdata/dominosadim-bin - Domino Administrator
File  Edit Miew Create  Actions  Text  Help & P WG \.)\ 6
Administration 24 Welcome to Domino Administrator RS |D RS File Protection for /lacal/notesdata‘domino/adm-hin ﬂ administrator

R5 FILE PROTECTION for itsoredhat/ITSO -

=T

Basics I Access Control I Administration I

Curent access contral _pefault- -(Mo Access)
list: Joe Admin/ITS0 -(POST and GET)

Set'Modify Access Control List

@Rs File Protect .(Kunsme roo
< (The GIMP) ﬂNetscme Unat

TSOE

Figure 6-6 Access control for file permissions
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You can only grant access to users specified in the server’s Domino Directory,
even if you are allowed to enter any user. You assign these permissions by
clicking Set/Modify Access Control List in the Access Control tab.

—* Lotus Notes E
~1 #Access Control List =]
c;. Tor:

FDefault: -0 Access)

Cancel |

Narme “ ‘;I add

Clear
Access @ Read/Execute access (GET method)
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Figure 6-7 Access Control List for file protection
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There are three access levels you can assign to a user:

» Read/Execute access (GET method)

» Write/Read/Execute access (POST and GET method)

» No Access

In the Name field, specify the user name by typing or by using the Domino
Directory lookup. After assigning the appropriate access permission, click OK to

apply this user to the Access Control List. To remove a user, click the name and
click Clear.

6.3.6 HTTP protocol security

Domino 6 is better equipped to fend off cyber attacks than Domino R5. Several
new protocol-related security settings have been added to the Server document
under the Internet Protocols -> HTTP tab. These new settings are designed to
discourage attacks that probe for buffer overflows or request parsing errors.
The new settings for HTTP protocol security are:

— Maximum URL Length

— Maximum Number of URL Path Segments

— Maximum Number of Request Headers

— Maximum Size of Request Headers

— Mazimum Size of Request Content
Maximum URL length is the URL length allowed to be received from HTTP
clients such as Internet browsers. This length includes the query string which

defaults to 4 kilobytes. We do not recommend increasing this limit unless your
applications require extremely long query strings.

Maximum number of URL path segments limits the number of segments allowed.
For example:

http://www.itsoredhat.com/a/b/c/d/e/f/g/h/i/i/k/l/m/n/of......... etc.
The default value for this setting is 64.

Maximum number of request headers helps to protect against buffer overflow
probes. By default, the Domino 6 HTTP task allows only 48 headers.

Maximum size of request headers limits the actual size or total length of the
header in the request. The default setting is 16 kilobytes.
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Maximum size of request content restricts the amount of data that can be
contained in a request such as a form. The default value is 10 megabytes. The
“Maximum Post data” setting from Domino R5 is supported in Pre-release 1.

Note: Refer to the Domino Administration 6 Help for additional configuration
information about these new HTTP security settings.

6.4 Troubleshooting

The HTTP process usually operates without incident. However, there are a few
issues that are specific to HTTP process troubleshooting described in this
section.

6.4.1 HTTP does not respond
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To check if the HTTP process has hung or simply is overloaded by a lot of client
requests, a good basic test you can do is telnet to the process in the right port, by
default port 80.

For example, if your Domino server is running on a host named itsoredhat and
listening on the default port 80, you have to run the command:

# telnet itsoredhat 80

The command output is as below:

# telnet itsoredhat 80
Trying 9.95.35.56...
Connected to itsoredhat.
Escape character is °~]°.

Now you can issue an HTTP command, for example get:

Trying 9.95.35.56...
Connected to iena.

Escape character is >~]’.
get

Note: The get command should return the HTML header information from
your default homepage. This header should include references to Domino and
your operating system.

In this case the get command receives an answer from the HTTP process; if
HTTP was hanging, the get command would not receive any responses.
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Note: This technique can be implemented also for the other Domino Internet
processes, like IMAP, LDAP, and POPS3, by choosing the appropriate port
number (for example, 143 for IMAP) and the appropriate protocol command
(for example, hello for IMAP).

6.4.2 Using the tell command

Domino 6 utilizes a console command that helps in troubleshooting if HTTP
hangs. This command is tel1 http Show Thread State.

When entered at the Domino console, this command displays the current status
of each active thread, and which URL, if any, the thread is processing.

Following is a sample output for three threads. The first two threads are idle; the
third thread (0xf9) is processing the URL
GET /reference.nsf/ Refresh?0penAgent HTTP/1.0

> tell http show thread state

06:37:09 PM HTTP Thread State: Thread: [fb] State: [Worker waiting for work]
Other Info:

06:37:09 PM HTTP Thread State: Thread: [fc] State: [Worker waiting for work]
Other Info:

06:37:09 PM HTTP Thread State: Thread: [f9] State: [Worker processing request]
Other Info: GET /reference.nsf/Refresh?0penAgent HTTP/1.0

If the HTTP process is in a hung or partially hung state, this command can be
used to determine if a particular thread has been processing the same URL for
too long. If the thread is still processing the same request or URL for more than a
few minutes, then the thread is likely hung. You can check this by repeating the
command after a few minutes.

In many cases, if the HTTP task is hung, the Domino administrator can attempt to
shut the HTTP server task down, but the task does not always shut down
gracefully. In Domino 6, when an administrator issues the command tell http
quit, if HTTP is waiting for a hung thread to complete during shutdown, HTTP
outputs this thread ID and the URL it is working on to the console. For example:

> tell http quit
04/28/2002 06:37:51 PM HTTP Waiting For Thread: Thread: [f9] State: [Worker
processing request] Other Info: GET /reference.nsf/Refresh?OpenAgent HTTP/1.0

This information can be used to determine the hung thread, and which URL the
thread is processing. This is similar to the use of the req*.log files (described in
the following section). The thread ID can be correlated against the req*.log file
that pertains to that thread.
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6.4.3 HTTP thread debugging

Additional diagnostics for the Domino HTTP process are available, and can be
enabled when troubleshooting HTTP problems.

A request log file can be created for each worker thread by placing the parameter
"debugthreadlogging on" in the httpd.cnf configuration file. When this is
enabled, a file is created for each active thread, with information about each
request processed appended to the file as requests are made to the server
(roughly 10-15 lines per request). These files can be extremely useful to pinpoint
causes of HTTP crashes or hangs.

As an alternative to placing "debugthreadlogging on" in the httpd.cnf,
administrators can enter the following command at the server console:

>tell http debug thread on

This dynamically sets the thread logging debug flag, and the server begins to
create thread logs immediately. However, this debug flag remains in effect only
until the HTTP server is restarted. This method of turning on debug does not
place the parameter in the httpd.cnf file.

The created files are named reqg###.log , where ### is the thread ID for the active
thread, and they are written to the Domino data directory. For example,
req111.log corresponds to the Iwp-id 111 from the nsd.

These req*.log files do not contain a date/time stamp, so they must be used in
conjunction with Domino logging (DOMLOG.NSF or Access logs). However,
each line of the logged request displays the number of milliseconds since the
HTTP process last started (the bold number in “Start Request” line). This allows
you to determine the amount of time that each phase of the request process
takes.

Note: Use these variables for debugging only. They have a significant impact
on Domino server performance when they are enabled.

6.5 Domino 6 console tell commands
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Lotus Domino 6 has tell commands that can be used for the HTTP process.
These commands are issued on the server console. Some of the commands are:

tell http show users

tell http show thread state
tell http restart

tell http show security

vVvyyy
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» tell http show virtual servers
» tell http quit

tell http show users

This command can only be used if the server is configured to use session-based
tracking for the Web. Session tracking is a feature of session-based
authentication. To enable it, edit the server document in the Domino Directory. In
the Internet Protocols section, select Domino Web Engine. By default, the entry
for “Session authentication” is disabled. Select Enabled to allow the HTTP task
to report on authenticated users. This command will show the User Name, IP
address and the time of expiration (which is 30 minutes by default). This will only
reflect users who are authenticated, and cannot be used to track anonymous
users.

tell http show thread state

This command will list the current state of each active thread (as well as the
accept thread and logger thread). If the thread is processing a request, the
output of this command will indicate the URL being processed.

tell http restart

This will cause the HTTP task to shut down and reload. This is the equivalent of
tell http quit followed by 1oad http. This command is valid for the other
Domino processes, too.

tell hitp show security
This outputs current status on the use of SSL for the server and each virtual
server.

tell http show virtual servers
This outputs the current configuration for virtual servers.

tell hitp quit
This will cause the HTTP task to shut down.

6.6 Virtual servers and host

If you are a corporate intranet administrator who provides services to multiple
customers, you can set up virtual servers on a single Domino Web server. A
single Domino Web server can then host several Web sites. Using virtual servers
allows you to maintain separate sites without incurring the expense of additional
hardware and software.

You can configure each site in Domino with its own IP address, default home
page, customized Web server messages, and HTML, CGl, and icons directories.
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The Domino data directory, however, is not individually configured for each virtual
server; it is shared by all virtual servers.

The difference between a virtual server and a virtual host is that virtual servers
have different IP addresses and different hostnames, while virtual hosts use the
same |IP address but different hostnames.

Note: Refer to system administration documentation for your operating system
environment for installing and configuring additional network interface cards
and IP addresses. This document only addresses Domino-specific
configuration settings.

6.6.1 Create virtual server or host

If you want to create a virtual server or host, in the Domino Directory select the
Domino server and choose Actions -> Create Web R5-> Virtual servers from
the menu bar.

Now you will be asked whether you want to create a virtual host or a virtual
server.

Choose Virtual Host. Creating a virtual server is pretty much the same, except
you will be asked for the IP address instead of the hostname.

On the Basics tab, enter the hostname of your added virtual host.

On the Mapping tab, specify the path names mapping to the HTML directory, the
Icon directory, the CGl directory, and the home URL, like a Domino Web server
configuration. This tab is the same for both server types.

The Security tab lets you make some security settings for your virtual servers.
You can decide if Name and password and/or anonymous authentication can be
used.

You can also customize the SSL settings to comply with your company’s security
policies. For more information on SSL, refer to the Domino Administrator 6 Help.

6.6.2 Create URL mapping and redirection
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There are three different types of URL mappings. Depending on the type you
choose, you will get three or four tabs to configure the mapping.

URL-to-URL mapping enables you to define an alias name for URL paths. For
example, you could map /MyPictures to /images. Figure 6-8 shows URL-to-URL

mapping.
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URL-to-Directory mapping enables you to specify which URL path should be
mapped to which real directory on your server. For example, if you have all the
images you are using in your Web pages in a directory /web/images, you have to
create a directory mapping /web/images to /YourPictureDirectory to be able to
access these pictures through the Internet. If you have defined a
URL-to-directory mapping, you will also have to specify if your data can only be
read or if it should be executable.

Redirection URL-to-URL. Using this, you can move pages to a different server
without making the old URL invalid.

Figure 6-8 shows the options for the Basics tab.
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Figure 6-8 URL mapping/redirection document: Basics
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Figure 6-9 shows the Site Information tab. For each choice, specify in the Site
Information tab which virtual server is affected by this mapping.
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Figure 6-9 URL mapping/redirection: Site Information
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Figure 6-10 shows the options available under the Mapping tab. On the Mapping
tab, specify the actual mapping.
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6.7 Domino and Java

At the time of this writing Lotus Domino 6 includes a Java Virtual Machine (JVM)
based on Sun Microsystem’s JDK. The JVM is automatically installed in the
Domino program directory.

If you have configured the HTTP server task to support Java servlets, the task
will load the JVM when the HTTP task is started. This configuration is available in
the Server document under the Internet Protocols tab, Domino Web Engine
sub-tab.
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6.7.1 Java servlets

A servlet is a Java program that runs on a Web server in response to a browser
request. Servlets for Domino must conform to the Java Servlet API Specification,
an open standard published by Sun Microsystems, Inc.

Configuring

On a Domino 6 server, Java servlet support is disabled by default. In order to
enable Java servlets, edit the server document and go to the Domino Web
Engine tab, then find the section labeled “Java Servlets.” Set the appropriate
value for the field “Java servlet support.” There are 3 options:

» None.

» Domino Servlet Manager (which initializes the Domino JVM and starts the
servlet manager).

» Third party Servlet manager (which initializes the Domino JVM only). In order
to use a third party servlet manager, one must install the appropriate software
(such as IBM WebSphere) which will in turn place lines in the HTTPD.CNF file
to allow the servlet manager to plug in to the Domino HTTP server.

Running
The basic steps to run a servlet in Domino 6 are as follows:

1. Inthe “Servlet URL Path” field, enter the URL path you wish to use to indicate
that the resource is a servlet (the string /serviet is the default).

2. Create a directory under the /local/notesdata/domino directory (for instance
domino/servlets) where you wish to store your servlets.

3. Edit the “Class Path” field to include the location of your specific servlet. You
can specify .jar and .zip files in this field.

4. Copy the class files to the data/domino/servlets directory.

5. Issue the server console command tell http restart to reload the HTTP
server. In your Web browser, enter a URL that contains the servlet name
(without the file extension), such as:

http://hostname/servlet/HelloWorldServiet

Note: The addition of any servlets to the servlet directory will require a restart
of HTTP before the servlet manager will recognize the new servlet.
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6.8 Domino log and analysis tools

Domino 6 makes logging even easier for Internet service providers (ISPs), as
well as the rest of us. Domino 6 can now create text files that include the IP
address or host name of the server that the user requests. This way, you can
more easily use the logs to create statistics for virtual servers. To use this feature,
you must enable the “Extended log format” for the access log file in the server
document.

To create separate statistics for virtual servers, analysis tools still need to sort the
entries in the log file according to the different virtual servers’ IP addresses or
host names.

6.8.1 Domino Web log

To set up logging on your Domino server, you simply enable one of the logging
methods in the HTTP section of the server document in the Domino Directory.
(Because logging is very server-intensive, it is disabled by default.)

If you enable logging to domlog.nsf, the database is automatically created the
next time you start the server. If you enable logging to text files and specify a
directory for the files, Domino automatically creates the access log and error log
files.

Notice that you can select the format for the access log files (Common or
Extended Common) and the time format (LocalTime or GMT). Remember that
the Common format records only access information, and the Extended format
tracks access, agent, and referred information in the access log file. You can then
specify different names for the log files.

Figure 6-11 on page 388 shows the logging fields in the server document.
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Figure 6-11 Domino Web logs

Logging fields

With Domino 6, you can specify whether you want Domino to create new log files
daily, weekly, monthly, or never. The log file duration applies to all log files on the
server. In addition, only one log file is maintained per Web server, including
servers set up as virtual servers. The name Domino gives to the log file depends
on the duration settings and the file names you specify in the server document.

In the “Exclude from Logging” section, you can prevent logging for specific types
of requests. For example, let’s consider that you don’t want to log image requests
on your server. So, you enter *.gif in the URLs field and image/gif, image/jpeg,
and image/bmp in the MIME types field.

You can also prevent logging for:

» Specific HTTP methods

» User agents

» Status return codes

» Hosts and domains
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6.8.2 Domino Log database analysis

When you enable logging to the Domino Log database, Domino automatically
creates the database using the template domlog.ntf. The basic design of the
database includes one form for log entries and one view for displaying them,
called Requests. The Requests view shows all records in the order that they
were created. To analyze the entries in your Domino Log database, you can
either use a Notes tool or one of several solutions from Lotus Business Partners.
You can customize the database with additional views, create agents to notify
you when specific events occur (such as, when a certain number of unsuccessful
login attempts occur), or modify the database to generate reports.
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Backup and virus protection

In this chapter we discuss different ways of protecting your Domino server in
case of hardware failure, or if your server is attacked by a virus.

You'll get an overview of:

» Antivirus software for the Linux operating system level and for the Domino
server.

» Operating system backup tools. Linux has its own backup tools that are easy
to use and work like those on most other UNIX operating systems.

» Operating system backup tools from third-party vendors, which are more
complex, have a client-server architecture, and are compatible with other
platforms.

» Domino backup tools from different vendors. While Domino server does not
have a built-in backup tool, there are some backup tools available from
third-party vendors.
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7.1 Antivirus software

Why do you need antivirus software? Because it protects your data from viruses,
scans e-mail for viruses, tells you when you have a virus, and rids your system of
viruses.

Antivirus software works on Linux like it does on any other OS. It is uploaded into
memory and it scans open files, incoming data, and e-mail for different types of
viruses.

There are two types of antivirus software:

» Operating system level antivirus software, which scans the files on the
computer for known viruses.

» Application level antivirus software, which is written for a specific application,
such as the Domino server.

An operating system level antivirus product can be scheduled to run daily or
weekly at certain times (such as at midnight, at night, at the end of the work
hours, or the end of the week). We recommend that you schedule the antivirus
software to run outside work hours because it is a “heavy” task, demanding a lot
of CPU power, memory, and disk access.

7.1.1 Operating system level antivirus software
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Antivirus software for Linux is a program that scans the files in the computer for
known viruses. It may also scan the memory or incoming data. When it finds a
virus, it shows a message and acts on the virus (for example, it can erase the
virus or put the virus in quarantine).

Following is a list of some of the companies that offer operating system level
antivirus software for Linux. For more information, visit their Web pages:

» Norton AntiVirus, by Symantec http://www.symantec.com

» ServerProtect for Linux, by Trend Micro http://www.trendmicro.com

» eTrust InoculatelT for Linux and eTrust Antivirus, by CA http://www.ca.com
» RAV AntiVirus Desktop, by GeCAD http://www.rav.ro

» Kaspersky Anti-Virus for Linux Servers http://www.kaspersky.com

Lotus Domino 6 for Linux



7.1.2 Application level antivirus solutions for Domino Server

Antivirus software for the Domino server works at the application level, in this
case at the Domino level. It can scan for viruses in Domino databases and in files
attached to e-mail messages.

At the time of writing there are a few companies that offer antivirus products for
Domino for Linux. Following is a list of some of the companies that offer this type
of product. For more information, visit their Web sites:

» Kaspersky Anti-Virus Business Optimal for Lotus Notes/Domino, by
Kaspersky. This was the first product of its kind released.
http://www.kaspersky.com

» ScanMail for Lotus Notes, from Trend Micro, now includes Linux support. This
complements the offerings Trend Micro already has for Windows, AlX,
Solaris, 0S400, and z/OS. http://www.trendmicro.com

» Norton AntiVirus for Lotus Notes/Domino, by Symantec.
http://www.symantec.com

In the following sections, we describe these solutions in more detail.

Kaspersky Anti-Virus Business Optimal for Lotus
Notes/Domino

This product is a centralized anti-virus system for Lotus Notes/Domino for Linux.
The program integrates itself into the mail server as a supplemental module and
centrally checks for viruses in the incoming and outgoing e-mail traffic in
real-time.

Software requirements are as follows:
» Linux Red Hat 6.0 (or higher)
» Lotus Domino R5.02 (or higher) for Linux

ScanMail for Lotus Notes/Domino

Trend Micro ScanMail for Lotus Notes Linux is designed to provide a single,
comprehensive antivirus strategy for all current Lotus Domino messaging and
collaboration environments, with limited performance impact and management
cost. In addition, it offers Domino administrators one of the easiest antivirus
products on the market to use. ScanMail for Lotus Notes Linux provides an
intelligent antivirus and content security strategy to meet the increasing market
demand for a protected corporate messaging environment.
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Some of the features of ScanMail for Lotus Notes 2.52 Linux are:

» Virus Reduction

Uses multithreaded scan engine architecture to provide scanning with
minimal server overhead across a wide range of Lotus Notes server
platforms.

Provides the capability to scan e-mail, databases, and replication activity in
real time without sacrificing server performance.

Sends a customized alert message to the administrator upon detection of a
virus, sender, and receiver. Infected files can be automatically cleaned and
sent to recipients, with no disruption in message delivery.

Database and Replication Scanning

Monitors new or modified documents within Lotus Notes databases, and
scans files prior to closing.

Administrators can specify the databases to be scanned from either the Lotus
Notes console or the ScanMail for Lotus Notes interface. All modified data
can be scanned during replication.

Cleans existing database infections using on-demand and scheduled
scanning. Separate settings are available for scanning options and
notifications.

High-performance Scanning

Provides diskless scanning to maximize scanning efficiency and minimize
overhead impact on Lotus Notes servers.

Cleans existing database infections using on-demand scanning.

Provides broad platform support and scalability to meet the virus protection
needs of growing enterprises.

Using Trend Micro SmartScan™ technology, administrators can define trusted
servers within their Notes environment, allowing servers to skip redundant
scanning and improve overall scanning efficiency.

Incremental scanning allows administrators to scan only those documents
that have been modified since the previous scan.

Assists secure message delivery with policy-based e-mail filtering.
Flexible, Native Configuration and Management

Provides access to the ScanMail intuitive Lotus Notes interface from any
Lotus Notes workstation (including full integration in the Lotus Domino
administration Client) or Web browser.
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» Support of Lotus Domino Enhancements

ScanMail for Lotus Notes supports the Lotus Domino cluster and partition
technology on all platforms, including the supported Linux distributions.

ScanMail for Lotus Notes supports the Lotus Domino-based unified
messaging solutions, such as Lotus Quickplace and Lotus Sametime (if
available from Lotus on the required OS).

Installing Trend Micro ScanMail for Lotus Notes/Domino
In this section we describe how to install Trend Micro ScanMail for Lotus Domino.
The system requirements are:
» Operating systems:
— RedHat versions 6.2 or higher
— SuSE versions 6.4 or higher
» Lotus Domino:
— Domino Server versions 5.0.3 or higher

» 40 MB available free disk space for program files, and 100 MB free disk space
for swap files

Note: We recommend that you consult the readme file for the latest
information before you install. This file is included in the package with the
program.

Pre-installation tasks

No special setup is required for the Domino installation or OS before you install
Trend Micro ScanMail for Lotus Domino. However, during the installation you may
be asked for information about your existing installation, so, for your convenience,
ensure you have this available before you start.

You should know the following:

» What UNIX account you use to run the Domino server

» What data directory you want to install on (or data directories in the case of a
partitioned server)

» If you are not installing an evaluation license, you should have the ScanMail
serial number available.

» Decide where you want your temporary files to reside

Installation
1. Stop the Domino server before installing ScanMail.
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2. You must be logged in to the Linux server as root to install ScanMail. (For
partitioned servers, install a copy of ScanMail on each partition.)

3. Depending on whether you get the program package from a CD or download
it from the Web, expand the archive to an area on your machine.

You should now see the vlotus.tz file, the install script sminst, the readme file
readme.ixt. and the License Agreement file.

4. Next, change to that directory and enter the following:

./sminst install

If the file sminst is not executable, change it to executable; for example, chmod
+rx sminst.

You are now requested to read and accept the License Agreement; see
Figure 7-1 on page 397.
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2] rolfrizlocalhost:home/notes - Shell - Konsole =101 x|

Session Edit View Settings Help

Trend Micro License Agresment

HOTICE TO USERS: CAREFULLY READ THE FOLLOWIMG LEGAL AGREEMEMT, USE OF THE

SOF TWARE PROVIDED WITH THE AGREEMEMT (THE "SOFTWARE") COMSTITUTES YOUR
ACCEPTAMCE OF THESE TERMS, IF ¥OU DO WOT AGREE TO THE TERMS OF THIS AGREEMEMT.
FROMPTLY RETURM THE SOFTHWARE AMD THE ACCOMPANYING ITEMS (IMCLUDIMNG WRITTEM
MATERIALS ANMD PACKAGIMG: TO THE LOCATION WHERE ¥OU OETAIMED THEM FOR A FULL
FEFUMD

1, LICENSE GRAMT. Upon the walid purchase of a license to the SOFTHWARE and
ewcept as otherwize specified in an accompanying licensze summary. invoice or
other documents evidencing the purchaze of the SOFTWARE licensze {(collectively.
"Supplemnental Agreements"). Trend Micro Incorporated (“Trend"! grants to you a
perpetual. non-excluzive. non-transferable right to use the SOFTWARE on file
zervers connected to a maximum number of user computers. andsor on & maximum
numnber of desktop user computerz,. not exceeding the number of user computers
=pecified in the packaging accompangying the SOFTHARE or in ang Supplemental
Fgreements, This license to use the SOFTHARE iz conditiomed wpon your
compliance with the terms of thiz Agreement, You agree you will only copy the
SOF TWARE into any machine-readable or printed form as necessary to use it in
accordance with thiz license or for backup purposes in support of your use of
, Thiz licenze iz effective until terminated, You may terminate it :j
&2 to continue,. ' to guit,] »

=] rolfrizlocalhost:mome/notes - Shell - Konsole =10 x|

Session Edit Wiew Settings Help

Convention on Contracts for the International Sale of Goods iz specifically -:J
dizclaimed,

11, ENTIRE AGREEMEMT, Thiz is the entire agreement between you and TREND which
zuperzedes and prior agreement or understanding. whether written or oral.

relating to the subject matter of thiz license, U.5, GOVERMMEMT RESTRICTED

RIGHTS

If thizs product iz acouired under the terms of a

(i} Civilian Agency Contract - use. reproduction or dizclosure iz subject to
FAR 52 ,227-191a) through (d) and restrictionz =zet forth in the accompanying end
Lszer agreement: and

(iiy DOD Contract - wse. duplication or disclosure by the Government iz

=ub ject to the termz of thiz license unlesz superszeded by

252,227 -F013chilriiis,

ContractorManufacturer: Trend Micro Incorporated. 20245 Stewvensz Creek Blwd, .
Cupertino,. CA 95014 ,5hould you have any guestions concerning this license
agreement,. or if you desire to contact TREMD for any reason. please call at
(408257 -1500, Fax (4023257-2002. or write! Trend Micro Incorporated.

10101 W, De Anza Blwd,. dth Floor. Cupertino. CA 95014,

T0 inztall ScanMail for Lotus Motes, you must accept thisz agreement .

Do you accept sll the terms of the preceding License Agresment(y/ni7l] j

B ER |

Figure 7-1 Accept License Agreement

Accept the License Agreement. Next, you are prompted for the UNIX account
under which you are running the Domino servers. You may also be prompted for
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the data directory in case the install script can't fully qualify the notes.ini file; see
Figure 7-2.

Jlocalhost:homefmotes - Shell - Konsole 10l =l

Session Edit View Seftings Help

If thi=z product iz acouired under the terms of a -J
(i} Civilian Agency Contract - uze. reproduction or disclosure is subject to
FAR 52.,227-19%{a} through id} and restrictions set forth in the accompanying end
Lser agreement} and

{iiy DOD Contract - use. duplication or dizclosure by the Government is
=ubject to the terms of thiz licenze unless superseded by

252, 2277013 {1 iiiy,

Contractor/Manufacturert Trend Micro Incorporated. 20245 Stevens Cresk Blud., .
Cupertino, CA 95014 ,Should you have any guestions concerning this licenze
agreenent, or if you dezire to contact TREND for any resson. pleaze call at
(02207 -1800, fax (4081207 -2002. or write: Trend Micro Incorporated.

10101 N, De Anza Blwvd,. dth Floor. Cupertino,. CA 95014,

TO install ScanMail for Lotus MHotes, you must accept this agreement,

Do you accept all the terms of the preceding License Pgresment (y/nl?y

FPleaze enter the name of the UNIH account you use
to run the Hotes server : notes

Unable to find the notes,ini file, j
Please enter the complete Motes data directory path @ /local/notesdatall T

[0 [[RG ret

Figure 7-2 Path to Domino Data Directory

If multiple Notes partitions are detected, you are prompted to identify which
partition you want ScanMail installed on.

Note: Install a separate instance of ScanMail for each partition you want to
protect, but do not use the same /temp directory for all instances.

Next, you will be prompted for a serial number. If you are installing an evaluation
of ScanMail, you may leave this blank and you will install a 30-day trial version.

If you have a full license, you should enter the ScanMail serial number; see
Figure 7-3 on page 399. The serial number can be found in the package provided
to you, or enclosed in the License Agreement. You may also have received the
serial number by fax or email.
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calhost:home/otes - Shell - Konsole 10l =l

Session Edit Yiew Settings Help

Contractor/Manufacturer: Trend Micro Incorporated. 20245 Stevens Cresk Blud, . _:J
Cupertino,. CA 95014 .Should you hawve any guestions concerning this license
agreenent, or if you dezire to contact TREMD for any reason. plesse call at
(02207 -1500, fax (dOBr207-2003. or write: Trend Micro Incorporated.

10101 N, De Anza Blwvd,. dth Floor. Cupertino. CA 95014,

TO inztall ScanMail for Lotus Motes. gou must accept thisz agreement,

Do you accept all the terms of the preceding License Agreement{y/ni7y

FPleaze enter the name of the UNIX account you use
to run the Hotes server : notes

Unahle to find the notes.ini file,
Pleaze enter the complete Motes data directory path § Alocal/notesdata

Decompreszing the archived files, .,
Enter your ScanMail for Lotus Hotes serial number.
or press Enter to install the 30-day trial wverszion.

Serial Mumber : SMNO-9999-J j

[ nes [ et |

Figure 7-3 Enter Serial Number

Next, you are prompted for the ScanMail temporary directories.

Press Enter to accept the default, or enter the path that you want ScanMail to
use.
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2] rolfr@localhost:homefmotes - Shell - Konsole

Session Edit Wiew Settings Help

=10l x|

Ltemporary

Enter the
Temporary
Enter the
Temporary
Enter the
Temporary

Enter the

[ & e

IE ;Shﬂ

Specify the name and full path of the directories you
want. to use or press Enter to accept the default,

Be zure to use different directories if you will install
ScanMail on partitioned servers,. and write down the

directories that gou have selected.

tenporary directory for the Mail scanner:
[ AusrdtmpMailTems’ ]
directory for the Mail scanner iz: fusrstmpMailTemps

temnporary directory for the Databaze scanner:
[ fusr/tmp/DoTenp/ ]
directory for the Database scanner iz: fusr tmpsDbTenps

temporary directory for the Replication scanner:
[ Ausr/tmp/RepTenps ]
directory for the Databasze scanner iz: Jusr tmnpsRepTemnps

temporary directory for prescheduled Databaze scanner:
[ Ausritmp/PTemes ]

Figure 7-4 Location of temporary files

Note: When installing ScanMail on multiple partitions, use a different temp
directory for each installation of ScanMail; do not use the same directory for all

partitions.

Lotus Domino 6 for Linux




[ZJ rolfri@localhost:home/notes - Shell - Konsole 10| x|

Session Edit Views Seftings Help

[ Ausr/tmp/MailTenss ] |
Temporary directory for the Mail scanrer isz: fusrstmpsMailTemas

Enter the temporary directory for the Databaze scanner:
[ Ausr/tmp/DhTemnss ]
Temporary directory for the Databaze scanner iz: Susrstmp/DhTemps

Enter the temporary directory for the Replication scanner:
[ Ausritnp /RepTemss ]
Temporary directory for the Databaze scanner iz: Susrstmp/RepTemps

Enter the temporary directory for prescheduled Database scanner:
[ Ausr/tmp PTemzs ]
Tenporary directory for the prescheduled Databasze scanmer is: SusrstmpdP
Tenp

Performing conzistency check on smconf .nsf, .,
Completed conzistency check on smoconf .nef

Installation complete, Please restart the Motes server
before uszing ScanMail, j
[root@localhost notes]1# [} o

[0y [[RG et |

Figure 7-5 Installation complete screen

After the installation finishes, you should start the Domino server before
configuring ScanMail to your preferences.

Note: By default, all the real-time ScanMail scanning functions are enabled
when the Domino server is started to ensure your protection. Individual
services can be configured from their individual configuration documents.

Post-installation tasks

After installing ScanMail, we recommend that you add the ScanMail program
icons to your workspace for convenience, sign the ScanMail databases using the
administrator ID (an ID allowed to execute unrestricted agents), and set up
access control restrictions.

For more information, see the Getting Started Guide, available at:
http://www.trendmicro.com/download/documentation/emailgroup/smin.htm

Configuration of Trend Micro ScanMail for Lotus Notes/Domino

After starting the server, ScanMail begins operating and you are not required to
perform any actions. However, we recommend that you go through the
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configuration and familiarize yourself with the default settings, and change them
as needed to match your security requirements.

ScanMail provides several ways to do administration. In addition to supporting
the Notes interface for administration, you can also opt to configure and control
the ScanMail tasks from a Web browser or the Admin Console. To use the Web
interface, just access:

http://<your_server>/smconf.nsf

If you want to make Web access safer, see the discussion about setting
Database Flags on page 410. To enable the Admin Console, you have to open
the database smadmR5.nsf and run the agent provided.

ScanMail also supports replication of the configuration database, for easy control
of a large number of servers or a distributed environment.

When you open up the ScanMail configuration database, smconf.nsf, you will see
the following screen.

About ScanMail for Lotus Notes

b MaS ScanMal for Lotus Motes stops the spread and acquisiion of computer vinuses - both known and unknown
Helacen n the Lotus Notes chent-server envionment
b Database Scan The Scanial solution for a secure Notes envionment is as follows:
b Viewloas

] Usighihnjebased_a’dp@ttﬁnramgﬁmhﬁ:hmhm,da&s&gddd}mae
b Staisi eien s 1
»  PattemFies & Vius scanning is then established at the Notes emal server to prevent vinuses from

#ng via emal }
P LogMaintenance
» i Alga ® Yius scanning is also put in place at the Motes replication server to prevent the spread of vinuses
miroduced E datat scans, for de. from an 1 Notes server.
»  Suppot
Exit to Workspace e

Copyright © 1997-2002 Trend Micro | 1. All Rights R:

Figure 7-6 Main configuration screen
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We recommend that you review the settings under MailScan and Database Scan
- Real-time Scan, since these are automatically active after installation; see
Figure 7-8 on page 404.

You can then review the other features for Email Filter Rules and set up a policy
for Scheduled or Manual Database Scan.

If you have purchased ScanMail, you should register and set up an update
schedule under Pattern Files, so automatic updates will be enabled. (The
automatic update is disabled for the 30-day evaluation.)

For more help, you can access the help database (smhelp.nsf) directly
(Figure 7-7), or select it under Support in the main configuration screen.

Tmnnfcmﬁwt:

For LoTus Notes

How to...

wielcome to Scanbdail
Installation

Email 5canning

Eealtime D atabasze Scan
Marual/5 cheduled Scan
Wirug and Quaranting Log
Pattern File/Scan Enaine
Statistics/Support
Multizerver b anagement
About Computer Viuses
Error Messanes

E B

nidex

To previous database

+[] Back

* About Yiruses
* 01 Overview
Computer Yiruses

How Yiruzes Spread
Witz Writers

* 02 Methods of ¥irus Detection
Antivirug Program Methods

| T

Behavior Monitaring
Integrity checking

| =i o

Scanning

* 03 Virus Types
Types of Viruses
File Viruses [Parasitic vinuzes)
Boot Viuzes
Multi-partite Viruses
Polymarphic, or Mutation Yiuses
Stealth Viuses
Macro Viuses

| Tl T T T

Figure 7-7 Help screen

In Mail Scan configuration, you can start by selecting what to scan. We
recommend scanning all files, including compressed files and embedded objects.
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- Mail Scan -

Strip macros from Difice documents
T Enabled

Scan compressed files
W Enabled

Clean compressed files
I Enabled

Scan for script bombs
T Enabled

Scan embedded objects
T Enabled

Figure 7-8 Scan options

Proceed to the selection of actions to take upon detecting a virus, and select
what matches your security policy (Figure 7-9 on page 405).
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w» Action On Viruses

Action on cleanable files

™ Pass: Do nothing to infected files

' Quarantine: Move infected files into quarantine database
" Delete: Delete infected files

™ Block: Block delivery of mail with infected files

& Auto Clean: Autornatically clean vig infected files

Action on uncleanable files

7 Pass
% Quarantine
' Delete
7 Block

¥irus Notification
%irus Logging Options
Email Stamps

Email Filter Rules

Attachment Blocking

v v v v v

Temporary Directory

Figure 7-9 More options

After this, you should review what levels of notifications are desirable and change
the texts for these to fit your policies and needs; see Figure 7-10 on page 406.
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w Virus Notification

Hotificaty return addy
T Admin Antrvirus/ TrendMicio/DE 5 =1

™ Enable rich text notification e ]

¥ Waming to administrators:
" Disable notiication when viuses are cleaned
Administrator{s) ~ Admin Antivirus/TrendMicro/DEL =)
Teat: © Changed Message to Admin - Scankal has detected a virus duiing a reaktime scan of the emad traffic.
F Waming to sender:

E=zternal ¥ ScanMal has detected a vius duning a realHtime scan of the emal raffic. 5
Internal ¥ ScanMal has detected a vius duning a realHime scan of the emal raffic. 5

W Warning to recipient(s):

External ¥ ScanMad has detected a vius duning a reaHime scan of the emal raffic. 5
Internal ¥ ScanMad has detected a vius dunng a realHime scan of the emal raffic. 4

[T Send message to sender that entire email message was blocked

E=ternal ¥ ScanMal has blocked your infected emad due to mad restictions. 5
Internal ¥ ScanMal has blocked pour infected emald due to mad restrictions. 5
A ing fo the orgna emad & & vires #& defected?

Figure 7-10 Notification screen

Similar settings should be done for the Real-time database scan and for the
Scheduled and Manual database scan.

A number of other options will be presented. One of the most widely used is the
ability to block attachments or e-mail based on the real file type of an attachment,
rather than on the filename/extension; see Figure 7-11 on page 407.
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w Attachment Blocking

Attachment blocking by content

A
or attachments of type:
[ Office [ Archives
I Executables [T Embedded Objects
[T sudio /viden [ Other
Il Pictures
A h blocking by
g |

[T Warning to administrator(s):
Text " Scanbail has removed an attachment during a realtime scan of the email raffic. 5
[ Warning to sender:

Text " Scantail has removed an attachment during a real-time scan of the email traffic. 5

[T Warning to recipients):
Text " ScanMail has removed an attachment during a realtime scan of the email traffic. o

Meszage in subject line:
" Enabled

Text " [Scantai has remaved a file] o

A h

blocking

™ Enabled
Recipient exception list:

g |

Figure 7-11 Attachment Blocking
If you configure Attachment Blocking within the scan configuration page, you can
block individual attachments of the mail. In Mail Filter Rules, you can create a

policy to block an entire e-mail based on attachments or other properties; see
Figure 7-12 on page 408.
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- TREND ScANMAIL M Fheriules

S FOR LOTUS NOTES *

Priority number: " g Activate filter rule: [ Enabled

Domain filter: "

Sender exception list: |

Rule set: [ Block shways
[ Set to low priority
[T Send at a specified time
7 Block if size exceeds limit
[ Block if attachment matches
I Block encrypted inbound mail
7 Block encypted outbound mail

Send a nolification message to the sender:
[ Enabled

Subject: " ScanMail has blocked your mail dus an emal palicy,

Please insert a self explanatory description of the filter rule:
Body: "Reason the mail was blocked:

Figure 7-12 Filter rules

You should also familiarize yourself with the Log and Quarantine section. Here
you can easily select views to find the information you are seeking. Virus Log
Statistics provide you with reports of virus activity.

ScanMail lets you set up replication of the virus log and have a central view of

your entire organization. This is especially important if you have a large number
of servers or a central call/support center.
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Statistics Area
Chartings
w  Stafisbics Wius Chating. Database Chasting and Uzer Chasting shows the "Top Ten™ number of mcadents referenced by
T vius, sender or database.
*  Vius Chating Virus Log Statistics
+ Datahase Charting Wirus Log Stalistics provides you with reports of vius aclivily over time. It includes the aggregate number of
- wiuses cleaned, deleted. quasantined and passed. In addition, the total numbes of fles not scanned due to
+ User Charting enciypbon is also avalable.
=) Ve | og Stalishics Database History
*  Datahase Histon Diatabaze Histosy provides you wath infy hons about the ing stalus of a datak You'll find out on
which date the database was scanned, the number of d d in the datat and more info.

Copynght © 1997-2002 Trend Micro Incorporated, All Rights Reserved.

Figure 7-13 Statistics screen
You can develop powerful Top Ten pie charts to show the most frequent viruses,

databases affected, or users in detected incidents; see Figure 7-14 on page 410.
This is useful for high level views for inclusion in reports.
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- ¥irug Charting -

' TREND ScANMAIL

FORLOTUS NOTES ™

Virus Top Ten

Wwig7M_TEST_WIRLIS
Clwim_ TEST WIRUS
Cwa7M_TEST WIRUS
Owm_TEST_WIRUS

W Aa7M_TEST_VIRLS
MM _TEST_WIRUS
Oeo0T_TEST_VIR*
CONE_TEST_VIRUS
Operm_TEST_WIRUS
M series10

Figure 7-14  Virus charting

Under Database Flag configuration, shown in Figure 7-15 on page 411, you can
select how you want the ScanMail databases to be viewable for users. This is to
assist you in tailoring the environment, in addition to setting the ACLs. In the
same screen, you can also determine if you require SSL to be used for
Web-based administration.

All settings can be applied to one or more servers at the same time, using the
Name and Address Book to select the servers.
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TREND SCANMAIL.  "Pebee oo

For LoTus Notes”
Server: Result
“ TM_AVTESTS0/TM_AV1/DEl ;=4
Database Flags Action
Program Config Database Show in 'Open Database’ Dislog ' Enable C Disable & Do not change
smconf. nsf List in D atabase Catalog ' Enable C Disable & Do not change
Web access: Require SSL connection ' Enable ' Disable ® Do not change
Virnus Log Database Show in 'Open Database’ Dialog C Enable C Disable & Do not change
smvlog.nsf List in D atabase Catalog ' Enable C Disable # Do not change
Web access: Require SS5L connection ¢ Enable ' Disable @ Do not change
Message Database Show in 'Open Database’ Dialog C Enable C Disable & Do not change
smmsg.nsf List in D atabase Catalog ' Enable C Disable & Do not change
Web access: Require SSL connection ' Enable €' Disable @ Do not change

Figure 7-15 Database flags

Norton AntiVirus for Lotus Notes/Domino

In addition to OS-level antivirus software, Symantec has a specific antivirus

product for Domino server. At the time of writing, the current version of Norton

AntiVirus for Lotus/Notes Domino (NAV) is 2.5.

Among the features of Norton AntiVirus are:

» It eliminates viruses automatically.

» It quarantines infected documents and sends an e-mail to the administrator

for review and actions.

» It runs as an add-in Domino task and its name is NNTASK. You can find it in the

ServerTasks= line of the notes.ini file.

» LiveUpdate software lets administrators automatically download the latest
virus definitions and deploy them throughout the Domino environment from

one location.
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Installing Norton AntiVirus for Lotus Notes/Domino
In this section we describe how to install Norton AntiVirus for Lotus
Notes/Domino.

Attention: We recommend that you read the Readme file on the Norton
AntiVirus CD prior to installation.

System requirements
Following are the system requirements necessary to install Norton AntiVirus for
Lotus Notes/Domino.

» Operating systems:
— RedHat versions 6.2 or higher
— SuSE 7.3 or higher
» Lotus Notes: Domino Server R5 versions 5.0.9 or higher

» Available disk space of 200 MB on the partition on which Norton AntiVirus for
Lotus Notes/Domino is installed

Pre-installation tasks

First, you have to create a group, which must be called avdefs, and your OS
Notes user must be a member of this group so it can read and write the NAV
files. Do this with the following steps:

1. Log in as root.

2. Add a group called avdefs with:
groupadd avdefs

3. Add a user to the group with:

usermod -G avdefs < notes user>

Installation
Shut down the Domino server.

For a SuSE distribution, log in as root and run the commands shown in
Example 7-1.

Example 7-1

# mount /dev/cdrom
# cd /media/cdrom
# ./install
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For a RedHat distribution, log in as root and run the commands shown in
Example 7-2.

Example 7-2

# mount /dev/cdrom
# c¢d /mnt/cdrom
# ./install

This starts the installation, and you will see the Welcome screen shown in
Figure 7-16.

The installation of NAV on both the SuUSE and RedHat distributions is the same.
Screen captures in this section were made with RedHat, but they should look
almost the same in SuSE. Follow these steps to finish the installation.

File: Sessions Settings Help

Morton Antivi

Welcome to Morton AntiVirus 5 for Lotus Domino Mo

Thiz will install all files needed for the product to protect gour
_otus Motes =zerver from wiruzes, FPlease make sure all Domino servers
sre shutdown during the installation process, Thiz iz a precsution to
avold any unforezeen adversze interactions that may ocour,

1, Start Installation
2, Cancel

Optiony [H]

D Newvl @Knnsole

Figure 7-16 Norton AntiVirus welcome screen

1. Enter 1 and press Enter to start the installation.

2. You will be presented with the License Agreement screen; see Figure 7-17 on
page 414.
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File: Sessions Seftings Help

1. Re-read License Agreement
2, Accept. the Azresment
3, Decline the Azresment

Option: [E]

D [

Figure 7-17 License Agreement

3. After you have read the License Agreement, accept the agreement by
selecting option 2.

File Sessions Seftings Help

[»

[a]»]

The HAY Settings (nav,n=f) and HAY definitions {navdefs, n=f?

ratahazes can be configured to replicate with other Hotesz serwvers that have
AY 2.5 for DominosMotes installed in order to allow for distribution of

AY settings anddor wirds definitionsz,. In order to ensure the proper

conf igurat ion of HAY 2.5 for DominosMotes. detailed instructions must be
followed, If gou are planning to replicate MRV settings anddor Virus
Definitionzs. select the option to wiew the instructions,

1, View replication instructions
2, Go to next =creen
3, Cancel the HAY installation

Option: [E]

D[]

[ »

[aIr]

Figure 7-18 Replication Instructions
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4. Review the Replication Instructions, then go to the next screen by selecting
option 2.

File Sessions Seftings Help

[ »

ton Ant iVir 5 for Lotus Domino.

The install program will install the product in the Symantec sub directory
From the following path. cresting the sub directory if it doesn't exist.,

Current. destination path @ fopt

Erter an existing path,

Fresz <FETURM> to keep =zame path
To edit.. enter the pathi

Options [ W ]

[aIr]

D[]

Figure 7-19 Destination path

5. The installation program suggests /opt for the path of the installation. If you
want to modify this, key in the new path and press Enter. Otherwise, accept
the default by pressing Enter; see Figure 7-19.

6. If you have more than one Domino server running on the same server
machine, you need to add the <notesdata directory path > for each Domino
server so the NAV can scan all data directories of your Domino servers.

If you have only one Domino server, make sure the path is correct, then type C
and press Enter to continue; see Figure 7-20 on page 416.
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Figure 7-20 Listing of Domino partitions
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The install iz now going to mske all the changes necessary to
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procuct, Once you go beyond this point the install script will
not. allow you to interupt the install process,
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Figure 7-21 Confirming the directories and starting the install

7. To confirm the directory locations and start the installation process, type y
and press Enter; see Figure 7-21.
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File: Sessions Settings Help

Morton Ant 1Y

Do you want to run Livellpdate now?

2, Go to rext screen

Option: [E]

(Yo, [

Figure 7-22 LiveUpdate

8.

1, Fun Livellpdate {Requires Internet Access)

Press Enter to go to the next screen.
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File: Sessions Seftings Help
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Congratulstions! Morton AntiVirus 2.9 for DominodHotes
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(e,
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Figure 7-23 Completed installation

9. When the installation is completed successfully you will be presented with a
screen as shown in Figure 7-23.

Attention: For further information, and to learn about advanced features and
customizing, refer to the Norton AntiVirus documentation provided on the
Norton AntiVirus for Linux CD.

After you install the NAV, log out and then log in as Notes user, and start the
Domino server.

Configuring Norton AntiVirus

The NAV task starts automatically when the Domino server starts. You can shut
down the task directly from the Domino server console by entering:

tell nntask quit

You can start the task by entering:
load nntask
To configure settings for NAV you need to open the NAV Settings database

(nav.nsf) which is located in the NAV subdirectory of your Notes subdirectory (in
our case, /local/notesdata/nav/nav.nsf).
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Follow these steps:

1. Log in to Linux as Notes user and start the Domino server (unless you have
already done so).

2. On your Windows or Linux workstation, connect to the Domino server with
Lotus Notes client and open the NAV setting database.

The NAV settings are in this database, as shown in Figure 7-24.

0 HAV Sellings 2.0 - Main Menu - Navigator - Lotus Notes = &
File Edit Yiew Create Help
CEE I
Bddiess ~ R @Q-HI
#2 Welcome Workspace |@ NAY Seftings 2.0 - Main Menu - Navigator X
2|l SYMANTEC. § ﬂ
URTON /AIE '
@ FORLOTUS NOTES 2.0
@ NAV Settings
B
=
&
=
il
‘ .
i = [otics e}

Figure 7-24 The NAV settings

To maintain antivirus security in your Lotus Notes environment, restrict access to
the NAV settings (nav.nsf), the NAV log (navlog.nsf), and the NAV definitions
(navdefs.nsf) databases to antivirus administrators or Domino administrators
only.

Attention: Be sure to always keep Manager access for the server group
LocalDomainServer so that NAV works properly.

LiveUpdate

To update the virus definitions, open the NAV Setting database and click
LiveUpdate. This opens the settings document. In this document you can
choose to update the virus definitions manually by clicking Run LiveUpdate
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Now or you can schedule it. As shown in Figure 7-25, we selected Live Update to
run automatically and scheduled it to run at 3 AM daily.

/ LiveUpdate - Lotus Notes [_ O[]
File Edit View LCreate Actions Iswt Hslp

ezl I

| Addiess "H £ XG0 H B él

£ Welcome Workspace 0 NAY Setings 20 Main benu -Navigalor | |_] Livelpdate X

Crests Mt Difiriions D stabisss

T Cose F5ave ) Help Y Aun Livelipdate Now

f
NORTON /4

LiveUpdate

Basics

Livelpdate downloads the latest vius definition files and product patches from Symantec. New vinus definition files are automatically put to use after the download. Product patches
must be applied manually.

1f you are planring 1o replicate the updated vinus definitions o other servers in the domain that also un Narton Antivinus for Latus Notes, check the "5 ave downloaded vinus definitions
in the NAY Definiions database" opiion. The databases must alieady be propery configured on the other servers

Schedule
[7 Enable Livelpdate

[ Save downloaded vitus definitions in the NV Definitions database
Time of day to run
TUE00AM

Days to un:
@ Daly O Weekly € Monthly

LIS SE el RSO0

e ) [Difcs |
Figure 7-25 LiveUpdate Document

Uninstalling Norton AntiVirus
To uninstall Norton AntiVirus for Lotus Notes, follow these steps:

1. Shut down the Lotus Notes server.
2. Log out the Notes user.

3. Log in as root.
4

At the command prompt, type the following to navigate to the folder where
uninstall is started:

cd /opt/Symantec/NavNotes/uninstall
5. Type:
./uninstall

This starts the uninstallation. Use the following steps to complete the
uninstallation.
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1. To start the uninstallation, type 1 and press Enter; see Figure 7-26 on

page 421.

Shell - Konsole <2

2= = O X
Session Edit View Setftings Help

Morton AntiVirus 2.5 for Lotus Domino/Hotes 1

belcome to Morton AntiVirus 2.5 for Lotus Domino/Mo

Thiz will uninsztall all files for the HAY product,

FPleaze make =zure all other applicationz are shutdouwn during
the uninstall process, This is & precaution to avoid any
unforzeen adverze interactionz that may occur,

1, Start Uninstallation
2, Cancel

Option 3 CHI]

ALA9ER "

Figure 7-26 Uninstalling Norton AntiVirus

2. If you want to keep the NAVIog database (navlog.nsf) type y and press Enter;

see Figure 7-27 on page 422.
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Checking for Domino server running ...
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Livelpdate iz not running,

Searching for Lotus Motes partitions L, .,
It may take a few minutes. depending on the machine's speed
Keep exizting MAV1og,n=f databaze confirmation
Do you wish to kesp  /locals/notesdatadnav/navlog.nsf 7
{ Prees yorn
Option : CHI

ALA9ER

Figure 7-27 Checking if the LiveUpdate is running

3. If you want to keep the NAV settings database (nav.nsf) type y and press
Enter; see Figure 7-28 on page 423.
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Figure 7-28 Uninstallation

4. When the uninstall has completed successfully, you will be presented with the
screen shown in Figure 7-29 on page 424.
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Session Edit View Setftings Help

Morton AntiVirus 2,5 for Lotus DominosHo

Jninstallation of MHorton AntiVirus Completed,

Horton AntiVirus for Lotus Motes on UMIK haz been successfully
remnoved from the zerver, The MHotes zerver will no longer he
protected from viruszes,

Press Enter key to continue

P

ey [ e "

Figure 7-29 Uninstallation of Norton AntiVirus completion screen

5. After uninstalling Norton AntiVirus, log out, log in as Notes user, and start the
Domino server.

securiQ Suite

Group Technologies AG has a set of security-related products which are grouped
into a suite called securiQ Suite. It is a server-based product and is available for
the Linux operating system. In this section we briefly introduce the software
package, highlighting some of the features that it provides.

securiQ Suite consists of the following products. Each of the modules can also
be used separately:
» securiQ.Crypt

Provides centralized, server-based e-mail encryption with PGP and S/MIME;

it allows specific encryption relationships among different persons, groups,
and companies.

» securiQ.Watchdog

Protects against malicious attacks to e-mail and databases, and provides a
proactive defense to disarm viruses. It works with a wide range of virus
scanners and compression technologies to ensure maximum protection, even
from the most sophisticated viruses such as worms and trojan horses.
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» securiQ.Wall

Scans e-mail content and databases to protect against breaches in
confidentiality, spam, and junk mail, thereby ensuring compliance with
corporate communication policies.

» securiQ.Xblock

Prevent confidential graphical documents from falling into the wrong hands
via e-mail. It analyses images of all possible formats in e-mail attachments
based on visual characteristics and a number of highly complex criteria (form,
color, text, etc.)

» securiQ.Trailer

Provides centralized, parameter-driven e-mail signatures. It can be used, for
example, to add a legal disclaimer to all outgoing e-mails.

» securiQ.Safe

Archives selected e-mail traffic, even encrypted files, for quality assurance

and to meet legal requirements for secure storage. Security is provided for
reviewing and verifying of e-mail, and it allows only authorized personnel to
have access to stored data.

System requirements:
» Lotus Domino 5.x and higher

» SuSE Linux 7.x and higher
» RedHat Linux 7.x and higher

For more information please visit the web page of Group Technologies at:

http://www.group-technologies.com

7.2 Backup

Today, data is becoming increasingly important for all companies. Domino
manages more and more of these needs, and is not simply used for messaging.
Workflow software uses Domino databases to generate enterprise activity, and
the loss of one database could mean disaster. Even though Linux is a reliable
platform, backing up your data is mandatory to prevent possible trouble.

This section describes general principals of backup management and strategy,
and provides details about the backup tools provided by the Linux operating
system. We discuss some of the considerations for backing up a Domino server
and databases, and introduce some of the commercially available third-party
products for backing up Domino Server for Linux.

Chapter 7. Backup and virus protection 425



7.2.1 Backup strategy

426

To implement a complete backup strategy, you have to follow a strict process
which allows you to define backup rules. These rules can be very different from
one company to another. Creating a backup strategy is not within the scope of
this book, so we don’t go into exhaustive detail about it here. Instead, we have
made choices which may or may not be used in a real environment. We will use
these choices to show you how to install and configure some backup software on
a Linux platform.

We recommend that you create a company backup policy, if you do not have one
already, and follow that policy; a good backup policy will save you a lot of trouble.

A typical backup is performed by using a backup server to back up all your
Domino servers through your LAN or a dedicated backup network. Figure 7-30
on page 427 shows an example of backing up the Domino servers using an
existing TCP/IP network.

For a smaller installation, you could attach a backup device directly into a
Domino server; this would reduce the number servers needed. However, this is
not necessarily an adequate solution because if you lose the server for some
reason, you will lose both the server and the current backup.
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Domino Application Server

Domino Web Server

Domino Mail Server

TCP/IP

Library Backup Server

Figure 7-30 Domino backup scenario

There are two basic methods of backing up Domino: offline backup and online
backup.

Offline backup

This method is the most reliable and inexpensive type of backup procedure. The
downside to this is that it cannot be done on critical systems that require
non-stop operation.

To perform an offline backup, first shut down the server, back up your files, and
restart the server.

Online backup

Online backup provides a way to back up your data and still have your system in
production. This option becomes more and more important with the requirement
of non-stop operation.There are different options to perform an online backup.
We recommend that you use a backup software product that utilizes the features
provided by the backup/recovery APls in Domino.
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7.2.2 Backup management
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In this section we discuss the management issues related to backing up files,
such as why you still need backups even if you are replicating your databases,
how to establish backup cycles, and how to implement incremental backups with
the transaction logging enabled in Domino 6.

Backup versus replication

Your Domino implementation may include clustering of your Domino servers so
that you can replicate your databases to another system or disk. What we want to
point out in this section is that replication does not replace the need to have
reliable backups of your databases.

It is true that in the event of disk failure or disaster recovery, a replica of a
database is a quick way to recover the information that was lost, but in some
cases you need to recover from a previous day or week. Listed below are some
cases when you would need to restore from a backup.

» Information in a database was changed, and this was discovered at a later
date. Replication has already overwritten the changed information on the
cluster pair.

» A database has become corrupted on the server; this was not discovered
prior to that corruption replicating to the cluster or other replicas.

» An Adminp request was issued and approved to perform deletion of databases
through your servers. This was discovered but could not be stopped prior to
user databases being deleted.

» A user has inadvertently deleted all mail in their database and did not inform
the administrator in time to stop replication.

These are just a few examples of why a reliable backup to your databases is an
important part of your Domino implementation planning.

Backup cycles

When planning for your backup, it is a good idea to develop a backup cycle that
will work for your organization. You should consider the following issues when
determining a good backup cycle for your office:

» Budget allocation for tapes and life cycle of tape usage
» Company policy on mail retention and archiving

» Amount of data to be backed up per server

» Time available for backup
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Domino 6 transaction logs and backups

In this section, we discuss the ways in which transaction log backups and full
backups can be used to back up your Domino databases. You should review the
documentation on transaction logging found in the Administration Guide to get a
full understanding of the operation of transaction logs. Also see “Transaction
logging” on page 229.

Domino 6, like its predecessor, provides transaction logging. With transaction
logging enabled, Domino captures database changes and writes them to a
transaction log. A single transaction is a series of changes made to a database
on a server. An example of a transaction might include opening a new document,
adding text, and saving the document. This transaction is recorded in a log file.
Then, if a system or media failure occurs, you can use the transaction log and
Domino aware backup systems to recover your databases.

How are the transaction logs used with backups? Let’s say that in the past you
made a full backup of your Domino databases once a week and then performed
incremental backups throughout the week. With transaction logging enabled, you
incrementally back up only the transaction logs during the week, instead of every
Domino database. When you need to recover a database, you restore the
database from the last full backup and then restore the transaction logs to the
restored database. The Domino-aware backup system then replays every
transaction that took place and so brings the database up-to-date. The backup
utility you choose must use the backup and recovery methods of the Domino C
API toolkit (Release 5 or later).

Important: You can lose data if the backup procedure is not monitored
appropriately — for example, you run out of disk space or do not back up the
logs before deleting them. The backup process should be monitored,
especially in heavily loaded environments.

The next issue to be aware of when setting up transaction logging is the way in
which the database instance IDs are created and maintained.

When you enable transaction logging, Domino assigns a database instance ID
(DBIID) to each Domino database. When Domino records a transaction in the
log, it includes the DBIID. During recovery, Domino uses the DBIID to match
transactions to databases. Some database maintenance activities, such as
compaction with options, cause Domino to assign a new DBIID to a database.
From that point forward, all new transactions recorded in the log use the new
DBIID. Since the previous transactions have a different DBIID, you would not be
able to restore any data from the old logs. When these situations occur, you will
need to perform a full backup of the affected databases.
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Important: When the Domino server is installed, compaction of databases is
performed daily by default. Change the compact task to a weekly
housekeeping procedure and create a full backup of your databases after the
compaction is complete.

Following are some of the cases when Domino assigns a new DBIID to the
transaction logs, requiring a new full backup:

>

Transaction logging is enabled for the first time or the logging style is
changed.

The compact server task is run with options.
A fixup server task is run with the -J option.

A Domino database is moved from one logged server to another logged
server, or from an unlogged server to a logged server.

Considerations for backup software

When you select third-party software, there are some features that relate to your
Domino server that should be considered. Your evaluation of the software should

d

>
>

>

Lotus Dom

etermine whether it provides the following capabilities:
Utilization of the native Domino backup/restore APlIs.
On-line full and incremental backup of Notes databases.
Off-line full and incremental backup of Notes databases.
On-line full and incremental restores of Notes databases.
Off-line full and incremental restores of Notes databases.

Selective network port addressing for backup across a LAN. This is valuable if
you have installed a private network for your clustering. You can back up your
servers without using the bandwidth necessary for the Domino server
functions.

Automatic discovery of new Notes databases.

Software determines which transaction logs are aged (obsolete) and informs
you or deletes logs.

On-line recovery of entire Notes databases.

Off-line recovery of single or multiple Notes databases.
Automated backup scheduling for Domino server.
Automated backup scheduling by Domino databases.
Centralized administration of distributed Notes environment.
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7.2.3 Hardware configuration

Since there is no Linux-specific installation, if you want to add a tape drive on a
computer, follow the hardware manufacturer’s instructions. All the distributions of
Linux include a SCSI driver, and Linux will detect all new SCSI hardware
automatically.

For each hardware device, a file in the /dev directory will be created. This file is
used by the system to send or receive data from the hardware device. The
following table shows you some sample names.

Table 7-1 Sample hardware names

Hardware peripheral Device under Linux
SCSI, disk 1, whole disk /dev/sda

SCSI, disk 3, partition 2 /dev/sdc2

SCSI, tape /dev/st0

IDE, disk 1, whole disk /dev/hda

IDE, disk 2, partition 3 /dev/hdb3

Generic SCSI device (some worm for ex.) /dev/sg0

ATAPI CD-ROM, Secondary Master /dev/hdc or /dev/cdrom

For the disk, Linux uses the following convention:
» The first character is s for a SCSI drive, or h for an IDE drive.
» The second character is always d.

» The third character represents the number of your driver converted into a
letter, a for the first drive, b for the second, and so forth.

» The last character represents the partition number. You can have 16 partitions
on a single drive.

The tape device begins with st, for a rewindable device, or nst for a
non-rewindable device. The following number represents the tape number. It
goes from 0, for the first tape drive found, to 7 for the last one.

When Linux boots, it creates a file you can read later that gives a lot of
information about the machine’s hardware. To see this file, connect to your server
as root and type the following command:

dmesg | more
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You will see all the hardware that has been detected by Linux during the boot
process. Press the Space bar to go forward. On our server, the SCSI detection,
hard disk drive detection, and tape detection are shown in Figure 7-31.
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Figure 7-31 A easy way to see if the system has detected your tape drive

In the highlighted zone the Vendor is the name of the tape manufacturer and the
model. The Type zone is the device type; for a tape you would see
Sequential-Access. If you do not see this kind of message it is possible that Linux
did not detect your tape, so you should check your hardware configuration (cable
and SCSI ID).
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7.2.4 Operating system backup tools

There are a number of utilities provided by the Linux operating system that can
be used to used to back up a Linux server machine. This section gives you an
overview of these utilities. Many of these utilities are common among the
different versions of UNIX operating systems.

» CPIO - This utility is a UNIX system backup procedure that has been in
existence since the early implementation of the UNIX operating system. Files
can be backed up and restored from disk or tape.

» TAR - This utility is a UNIX system file archive procedure that has gained
popularity on all UNIX platforms because:

— It has built-in compression algorithms.
— It has the possibility to create incremental backups.

» DD - This is very powerful tool that is used on a UNIX system to write files to
disk or tape.

Tar is the most simple command to use for a backup. If you are familiar with
PKZIP file compression, tar is very similar. Although it can be used to back up a
networked machine, tar is most commonly used to back up a standalone server.

This command can be found on all UNIX platforms; this gives you the ability to
read your backup files even on servers that are running different versions of
UNIX (SCO, AIX, HP-UX, and so forth).

The tar command has a lot of parameters. Obtain more information about all of
these parameters by typing the following:

man tar
Table 7-2shows the most commonly used tar options.

Table 7-2  Tar options

Parameter Action Samples

-C Create a new tar file tar -c myfile1 myfile2

-f Specify a filename for the tar file tar -cf tarfile.tar myfile1 myfile2
-v List the files processed tar -cvf tarfile.tar myfile1 myfile2
-r Append file to an existing archive tar -rvf tarfile.tar myfile3

-X Restore files tar -xvf tarfile.tar

-u Update an archive file tar -uvf tarfile.tar myfile1 myfile2
-t Show the content of an archive file | tar -tf tarfile.tar
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Important: The -c command creates a tar archive on the default output, which
is probably your screen (you can change that). If you want to do a backup into
a file, add the -f parameter and specify a directory and a file name.

» The following command backs up all the files included in the /local directory
onto a tape drive (/dev/st0):

tar -cvf /dev/st0 /Tocal

» If you want to back up your data into a file on a disk, type the following
command:

tar -cvf /backup/file.tar /local

This command will back up everything in the directory /local and put the
archive file (file.tar) into the /backup directory.

» You can also add some new files at the end of a backup file. To do this, type
the following:

tar -rvf /dev/st0 /newdirectory

This command will append to the tape the directory /newdirectory.
» If you want to update an archive file, type the following command:

tar -uvf /dev/st0 /local

This command will add all the new or modified files included in the /local
directory at the end of your tape.

» It could be interesting to look at the content of an archive file. To do this, type

the following command:
tar -tf /dev/st0
This shows you the tape content.

Tar backup

The last sample shows you how to back up the data we chose in our backup
strategy. As there is nothing included in tar to manage your cartridge, you will
have to do that yourself.

Type the following command, and change your cartridge each day:
tar -cvf /dev/st0 /root /etc /home /local /opt /var

Note: The entire command must be typed on the same line.
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Important: To back up and restore Domino data with the tar command you
need to shut down the Domino server.

Tar restore

To restore your data from an archive, log in on your system as root (you need to
be able to write in the directory you want to restore) and type one of the following
commands.

>

>

If you want to restore the entire backup:

cd /
tar -xvf /dev/st0

This command will restore all the files you have on your tape in the / directory.

If you want to restore your data in another directory to be sure that your
backup is good, type the following:

cd /tmp
tar -xvf /dev/st0

All the data in this sample is restored in the /tmp directory.
If you need to restore only one file from the archive, just type the following:

cd /
tar -xvf /dev/st0 etc/fstab etc/ftpaccess

In this sample, we restore two files (fstab and ftpaccess in the /etc directory).
Remember that you can view the archive content by typing the following:
tar -tf /dev/st0 > listfile.txt

This command will create a file called listfile.txt in the current directory that
contains a description of all the files, with their full path, included on the tape.

Important: If you want to add some data to an archive tape, use the append
command (-r), which will not erase the tape content. If the create parameter
is used, the tape content will be erased by the new data.

The tar command can be used in scripts, in association with the cron table, to
automate your backups.

Note: For the tape drive and the cartridge, the MT command allows you to do
some basic operations, like rewind or erase a cartridge. Type mt -h (Or man
mt) to obtain this list.
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7.2.5 Backup software from third party vendors

436

This section introduces some of the numerous backup software products
provided by third party vendors. Many vendors offer backup software for the
Linux operating system, as well as for the Domino Server. However, at the time of
writing, there was only one product available for Domino Server for Linux.

Backup software for Linux OS

Although performing a backup with backup software on a Domino Server is
possible, the major drawback is that you have to shut down the Domino server for
the duration of the backup. If your systems do not require non-stop operation,
you could consider using one of the third-party backup products.

Among the third-party backup software solutions available for the Linux operating
system are:

» IBM Tivoli Storage Manager

IBM Tivoli Storage Manager is a scalable client/server software for backing
up any data. Both the server software and the client software are available for
Linux platform. With the administration client you can easily retrieve and
access the backed up data.

To learn more about the software and availability, check the IBM Tivoli Web
site at:

http://www.ibm.com/tivoli
» VERITAS NetBackup BusinesServer

NetBackup 4.5 is also client/server software. Both the client and the server
are available for Red Hat; only the client is available for SUSE.

Check the VERITAS Web site to learn more about the software at:
http://www.veritas.com
» BrightStor ARCserve Backup for Linux

CA has created backup software specifically for Linux. It has a Web
browser-based user interface, there is a built-in virus scanner, and it provides
disaster recovery services. The current version of the product, BrightStor
ARCserve Backup for Linux 7 Advanced Edition, supports Red Hat Linux 6.x,
7.0, 7.1 and SuSE 7.2 and 7.3 according to CA’s Web site at:

http://www.ca.com
» Galaxy iDataAgent for RedHat Linux

This is backup software for RedHat Linux from Commvault. See more
information at:

http://www.commvault.com
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Backup software for Domino Server for Linux

Since most Domino servers are expected provide non-stop service, you cannot
shut down the server in order to perform a backup. The only option is to perform
an online backup. This is possible because Domino provides backup/recovery
APIs and there are third/party products which utilize these APlIs, providing the
possibility to perform an online backup of a Domino server.

NetWorker Module for Lotus Notes

At the time of writing we were aware of only one backup product for Domino on
Linux: NetWorker Module for Lotus for Linux, by Legato. You can find details at
the Legato Web site at:

http://www.legato.com
At the time or writing the Legato software works only with older versions of Linux

distributions and older versions of Domino for Linux. For Linux, the supported
platforms are:

» RedHat 6.1, 6.2, 7.0,7.1
» SuSE6.4,7.0,7.1

Supported Domino versions are:

» Domino Server 5.04 or 5.06

NetWorker Module for Lotus Notes is installed on the Lotus Domino Server and
has the ability to search out all the Notes databases on that server, using one of
three user-specified search methods: the explicit flename, the standard notes
directory, and a search of the whole machine. It reads the database files, formats
them into a NetWorker savestream using XOpen's Backup Services API (XBSA),
and passes the data to the NetWorker server. The NetWorker server may be
either on the same machine, or on another machine on the network. The
NetWorker Module can also be installed on the Notes Client to back up any
databases that reside on that machine.

SAmong the key features provided by NetWorker are:

» On-line, non-disruptive backups

» Full or incremental backups

» Document-level backup and restore (phase?2)

» Point-in-time restore and directed (to another directory) restore

» Autochanger support

» Media management (tape tracking, labeling, and bar code support)

» User notification by e-mail and log files
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» Graphical scheduling interface

» Seamless integration of Notes backup with file system backup for
enterprise-wide storage management

» Local or remote backup and restore
» Optional data compression and encryption

Note: Check the Legato Web site for newer releases.

Other solutions

There are numerous backup products from third-party vendors for Domino
servers, but at the time of this writing they don’t support the Linux operating
system.

Some of the products are listed here; check their Web sites to see whether
support has been added:

» IBM Tivoli Storage Manager for Mail (former name IBM Tivoli Data Protection
for Lotus Domino)

http://www.ibm.com/tivoli
» VERITAS Netbackup http://www.veritas.com
» CA Brightstor http://www.ca.com
» Commvault Galaxy for Notes R5 http://www.commvault.com
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Migrating from Domino for
Windows to Domino for
Linux

This appendix describes how to migrate from a Domino Server on a Windows
Intel platform to a Domino Server on a Linux Intel platform.
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Moving from Windows to Linux

In this scenario we assume that you are working with two physical machines, one
with the current Domino server and one for the new Domino for Linux server.

Upgrade the current server

The current Windows server should be first upgraded to the version of Domino
that you will be running on the Domino for Linux server.

Build the Linux for Domino server

Build the Domino for Linux server as described in this redbook. Add the server to
the existing Domino Domain and replicate all the data from the current server.

Move your applications from Windows NT or Windows 2000 to Linux

If your applications function today on Domino server running Windows NT or
Windows 2000, they will also work on a Domino for Linux server.

Domino databases are platform independent, meaning that you can copy files
from NT to UNIX and open the database without any kind of change to the file
format. However, there are a few considerations to bear in mind due to the
differences in the environment.

To ensure that your application will be compatible, consider the following
questions before moving an application from Windows NT or Windows 2000 to
Linux.

» Is your Domino application “self contained?”
» Did you use CASE (Computer Aided Software Engineering) tools?
» Does it use OS platform exploitation?

Is your Domino application “self-contained?”

A self-contained application runs entirely inside the Domino server, without any
explicit references to files, without external calls, and without importing or
exporting data. An explicit reference to a file, such as
c:\domino\data\ANAMES.NSF, will not work on Linux and needs to be replaced
with /domino/data/names.nsf. Linux does not support the Y\’ character for
specifying paths and uses the /' character. Linux is case-sensitive when
specifying paths and filenames, while NT is not. Case sensitivity can also be a
problem anywhere an external script call, link, or hotspot is used; be sure to
check that the correct case is used.
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Did you use CASE tools?

While CASE tools may be helpful, many of these tools were created with
non-UNIX operating systems in mind and their output code may not be
compatible with Linux. Be sure to check with the manufacturer for compatibility
before using these tools.

Does your application use OS platform exploitation?

Anything in the application that might be platform-specific could fail in the Linux
environment. NT-specific services, NT Registry Sync for user registrations,
Active-X controls, or compilers that rely on platform-specific libraries to compile
the application will cause problems when the application is moved to Linux.

Moving the application to the Linux server

Transferring the files from Windows NT or Windows 2000 to UNIX can be done
using many methods. FTP, transfer via CDRW, lomega Jazz drives, or other
media and PCNFS are all good ways of getting the data moved over. For this
example we used FTP, since it is the most common tool used in the field.

Since FTP servers are installed by default on the UNIX side and not on the NT
side, it is usually easier to open an FTP session from the NT box and connect to
the UNIX box. Here we are using NT 4.0.

1. From the NT box, open an MSDOS command prompt by selecting Start ->
Programs -> MSDOS.

a. Change directory to the server’s data directory with the command:
cd \lotus\notes\data
b. Start an FTP session with the command:
ftp servername
2. Change directory on the UNIX box to the data directory with the command:
cd /local/notesdata
3. Switch to binary transfer mode by issuing the command:
bin
4. Transfer the databases by issuing the command:
put names.nsf
or, transfer multiple files at once using wildcards with the mput command:

mput *.nsf
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Important: Never add or remove databases from the OS level while the
Domino server is up and running. Domino caches the data directory listing
and unpredictable behavior can occur if you modify the data directory while
the server is running. This could result in a server crash or hang.

Ensuring permissions are correct

After the transfer is complete, make certain that permissions are correct on the
UNIX machine. Log in to the UNIX machine and change to the data directory (cd
/local/notesdata) and check the permissions on the transferred file with:

1s -1 *.nsf

An example of the permissions line is:
-rwxrwxrwx 1 nadmsup notes 1589248 Feb 22 09:34 log.nsf

Interpret this record as follows:

The first column shows the permissions. The leftmost letter indicates whether
this is a directory or a file. A dash (-) in the left position indicates it is a file; a
directory is designated by the letter d. The next nine letters indicate the access
rights to the file for the owner, group, and world, given in 3 character segments.
From left to right the permissions in each segment are read access, write access,
and execute access. Therefore an entry of rwx means that read, write, and
execute access is granted. If any of the letters have a - in their place, then that
permission is not allowed. For example, r-x means that read and execute access
is given, but write access is not.

The owner is the user ID that owns the file, which is indicated by the third column
in als -I. In this case it is “nadmsup.” The owner’s permissions are read from the
first three permission characters in column 1 (following the file or directory
indicator).

The group is identified in the fourth column. In this case it is the “notes” group.
The group’s permissions are identified in the next three characters in column 1.

The world is anyone else who has login access to this system. Their permissions
are specified in the last three characters of column 1.

Since the Domino server is the only one that should be changing or directly
reading the databases, and databases are not executable programs, the
permissions for databases should be:

-rw—- 1 nadmsup notes 1589248 Feb 22 09:34 Tlog.nsf
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If the permissions are not correct you can issue the command:

chmod 600 filename

where filename is the name of the file on which you wish to change the
permissions. This will give read and write access to the database for the Notes
user, but will not allow anyone else to view it. Since the Domino server runs
under the Notes user account and makes all of the read and write calls on behalf
of the clients, most organizations will want to keep the access to the files
restricted to the Notes user account.

Checking for case sensitivity

In NT, filenames are not case sensitive, but in UNIX they are. If your scripts call
for the file log.nsf and the file is listed as LOG.NSF at the OS, the file will not be
found when the script runs. After the FTP completes, check to ensure that the
filenames are in lowercase unless your application is specifying otherwise.

1s -1

-rw—- 1 nadmsup notes 1589248 Feb 22 09:34 LOG.NSF

mv LOG.NSF log.nsf

1s -1

-rw—- 1 nadmsup notes 1589248 Feb 22 09:34 Tlog.nsf

Important: There are two modes of file transfer in FTP: binary and ASCII.
Binary transfers are an exact copy and no reformatting of the file is done by
FTP. ASCII transfer assumes the file you are transferring is a text file and,
when transferring between platforms, will attempt to reformat the file to the
native text format of the destination machine. If you are in ASCII mode when
transferring a database, the database will be unreadable by Domino on the
destination machine. Some versions of FTP start in ASCIl mode. Therefore
you should always type bin on the FTP command line to ensure that you are
in binary mode before transferring any databases or templates.
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Additional material

This redbook refers to additional material that can be downloaded from the
Internet as described below.

Locating the Web material

The Web material associated with this redbook is available in softcopy on the
Internet from the IBM Redbooks Web server. Point your Web browser to:

ftp://www.redbooks.ibm.com/redbooks/SG246835

Alternatively, you can go to the IBM Redbooks Web site at:

ibm.com/redbooks

Select the Additional materials and open the directory that corresponds with
the redbook form number, SG246835.
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Using the Web material

The additional Web material that accompanies this redbook includes the
following files:

File name Description

domino Domino 6 for Linux startup script, used during system
startup

startserver Domino 6 for Linux startup script, used to restart just the

Domino server
db2emptemplate.zip Zipped DB2 database template

DB2emp.zip Zipped DB2 database, with employee data documents
DB2empNODATA.zip Zipped DB2 database, empty database, with no data
MySQLemp.zip Zipped database, with employee data documents for

MySQL example
MySQLempNTF.zip Zipped database template

System requirements for downloading the Web material

The following system configuration is recommended:

Hard disk space: 10 MB minimum for the files
Operating System: Red Hat 7.2 or SUSE 8.0 Linux

How to use the Web material

446

Create a subdirectory (folder) on your workstation, and unzip the contents of the
Web material zip file into this folder.

See “Starting Domino from a script” on page 130 for a detailed description of how
to use the Domino startup scripts.

Section 5.3.4, “Creating the Domino application” on page 311 discusses the use
of the DB2 employee application.
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Related publications

The publications listed in this section are considered particularly suitable for a
more detailed discussion of the topics covered in this redbook.

IBM Redbooks and Redpapers

For information on ordering these publications, see “How to get IBM Redbooks”
on page 448.

>

>

>

Lotus Domino R5 for Sun Solaris 8, SG24-5969

Lotus Domino R5 for Linux on IBM Netfinity Servers, SG24-5968

Lotus Notes and Domino R5.0 Security Infrastructure Revealed, SG24-5341
Backing Up Lotus Domino R5 Using Tivoli Storage Management, SG24-5247

WebSphere Application Server V4 for Linux, Implementation and Deployment
Guide, REDP0405

Linux System Administration and Backup Tools for IBM eServer xSeries and
Netfinity, SG24-6228

Red Hat Linux Integration Guide for IBM eServer xSeries and Netfinity,
SG24-5853

SuSE Linux Integration Guide for IBM eServer xSeries and Netfinity,
SG24-5863

Linux on IBM Netfinity Servers: A Collection of Papers, SG24-5994
TCP/IP Tutorial and Technical Overview, GG24-3376

Applying the Patterns for e-business to Domino and WebSphere Scenarios,
SG24-6255

Other resources

These publications are also relevant as further information sources:

>

>

LINUX in a Nutshell, Hekman, O'Reilly & Associates, Inc., ISBN 0596000251

Essential System Administration, 2nd Edition, Frish, O'Reilly & Associates,
Inc., ISBN 0596003439

Linux Network Administrator's Guide, 2nd Edition, Kirch - Dawson, O'Reilly &
Associates, Inc., ISBN 1565924002
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Running Linux, 3rd Edition, Welsh et al, O'Reilly & Associates, Inc.,
ISBN 156592469X

Linux Administration Handbook, Nemeth et al, Prentice Hall,
ISBN 0130084662

Referenced Web sites

These Web sites are also relevant as further information sources:

'S

IBM Linux
http://www.ibm.com/Tinux
Red Hat
http://www.redhat.com
SuSE

http://www.suse.com
UnitedLinux
http://www.unitedlinux.com
Linux Documentation Project
http://www.tldp.org
O’Reilly & Associates, Inc.
http://www.oreilly.com

Guardian Digital, Inc. (Linux security Web site with Linux security-related
documents, articles, tools, resources)

http://www.linuxsecurity.com

CodeWeavers (the company that created CrossOver Office, which allows
running Windows applications on Linux [IA32])

http://www.codeweavers.com

Wine (a Windows compatibility layer for Linux that runs on Intel-compatible
machines)

http://www.winehqg.org/

How to get IBM Redbooks

You can order hardcopy Redbooks, as well as view, download, or search for
Redbooks at the following Web site:

ibm.com/redbooks
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You can also download additional materials (code samples or diskette/CD-ROM
images) from that site.

IBM Redbooks collections

Redbooks are also available on CD-ROMs. Click the CD-ROMSs button on the
Redbooks Web site for information about all the CD-ROMs offered, as well as
updates and formats.
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